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Abstract
The InterPlanetary File System (IPFS) is the largest decentralized

content-centric storage network. While its architecture enables

resilient, distributed content delivery, it can be abused to host and

disseminate malicious content. Public IPFS HTTP gateways further

expand this threat surface, enabling attackers to deploy phishing

websites and leverage gateway reputation to evade detection. This

model can keep content available even after attackers go offline

and challenges traditional phishing detection systems.

We present a framework formonitoring and characterizing phish-

ing on IPFS, leveraging a measurement platform that integrates

multi-source data, including IPFS traffic and passive DNS. Over 11

months, we detect 10,489 phishing CIDs, grouped into 448 phishing

clusters. 80% of detected CIDs originate from only 69 clustered

campaigns indicating that targeting a small number of dominant

clusters could yield high mitigation leverage. We also identify 588

gateways involved in dissemination, including 573 outside public

gateway lists, and show that attackers can exploit caching across

reputable gateways to amplify attacks and extend content availabil-

ity. Finally, we find that traditional Web phishing countermeasures

and IPFS blocklists provide insufficient protection.

Our findings support practical mitigation and offer broader in-

sights for trust and safety in decentralized web infrastructures.

CCS Concepts
• Security and privacy→ Phishing;Web protocol security; Dis-
tributed systems security; • Networks→ Network measurement;
Peer-to-peer protocols; Peer-to-peer networks.

Keywords
IPFS, phishing, decentralized web, HTTP gateways, network mea-

surement, passive DNS, threat intelligence

This work is licensed under a Creative Commons Attribution 4.0 International License.

WWW ’26, Dubai, United Arab Emirates
© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2307-0/2026/04

https://doi.org/10.1145/3774904.3792188

ACM Reference Format:
Anas Kastantin, Leonhard Balduf, Onur Ascigil, Saidu Sokoto, Björn Scheuer-

mann, Andrzej Duda, Michał Król, and Maciej Korczyński. 2026. Netting

Phish in the IPFS Ocean: Real-Time Monitoring and Characterization of De-

centralized Phishing Campaigns. In Proceedings of the ACM Web Conference
2026 (WWW ’26), April 13–17, 2026, Dubai, United Arab Emirates. ACM, New

York, NY, USA, 11 pages. https://doi.org/10.1145/3774904.3792188

Resource Availability:
Source code of this paper has been made publicly available at https://doi.

org/10.5281/zenodo.18351495.

1 Introduction
Interplanetary Filesystem (IPFS) is one of the largest platforms

in the decentralized web, with ≈30,000 online IPFS nodes, spread
across 2,700 Autonomous Systems (ASes), and 152 countries [47].

The platform is seeing growing uptake, with more than 3M web

client accesses and over 300 k unique nodes serving content in the

peer-to-peer (P2P) network every week [17]. IPFS underpins an

ecosystem of decentralized applications [9], including social net-

working [5, 10], data storage [13, 32, 38], content search [4, 36], mes-

saging [46], streaming [2, 6, 51], gaming [8, 14], and e-commerce [3,

7]. It is also widely used as external storage for blockchain-based

applications such as non-fungible token (NFT) platforms [15, 24].

Under the hood, IPFS is a content-centric P2P network in which

each piece of content is identified by a content identifier (CID).

Anyone can add content to the platform by advertising themselves

as a provider for the corresponding CID. By default, anyone who

downloads a piece of content automatically becomes its provider,

enabling auto-scaling data dissemination.

P2P networks often host illegal or harmful content [21, 29]. Sim-

ilarly, previous studies showed that IPFS contains terrorist propa-

ganda, child sexual abuse material (CSAM), and copyrighted mate-

rial [44]. However, the impact of IPFS malicious content may be sig-

nificantly wider as: (1) public Hypertext Transfer Protocol (HTTP)

gateways make IPFS content widely available over HTTP; (2) an

attacker can hide behind public HTTP gateway domains, abusing

their reputation to evade domain-level blocking; (3) the auto-scal-

ing replication of IPFS allows an attacker to host phishing websites

briefly, after which the content is automatically served by other

nodes in the network and gateway caches; and (4) existing defenses
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do not match well with IPFS content-addressed retrieval; block-

lists such as Google Safe Browsing (GSB) operate at the host/path

level; a malicious CID may thus appear as a new uniform resource

locator (URL) on a different gateway, evading detection.

Protocol Labs introduced a moderation BadBits denylist that con-
sists of hashed CIDs representing harmful content [39]. However,

due to a partially manual moderation process, the BadBits denylist

struggles to detect and react to malicious content in a timely man-

ner [44]. This often means that phishing CIDs are blocked only

once the corresponding campaign is finished. New systems for

systematic monitoring and characterization of phishing on IPFS

are thus essential to understand its scale, inform mitigation, and

preserve user trust in decentralized infrastructures.

This work. In this paper, we propose a framework to combat

IPFS phishing through multi-source real-time monitoring and the

analysis of campaign clusters and gateway behaviors.

We introduce the first systematic measurement platform that

continuously identifies and monitors phishing abuse on IPFS. The

platform integrates diverse data sources, including CID requests

propagated via the IPFS P2P network, passive Domain Name System

(pDNS) monitoring, and the automated collection and classification

of phishing websites linked to CIDs. This approach provides a broad

view of phishing activity observed in our data. We discover 10,489

phishing CIDs—twice the number reported by existing public feeds

(e.g., APWG, OpenPhish, PhishTank) and IPFS-specific lists.

We perform a thorough analysis of phishing campaigns on IPFS,

revealing prominent clusters of activity. Approximately 80% of the

detected phishing CIDs originate from only 69 clustered campaigns.

This indicates that a small number of recurring campaign templates

account for most activity and thus offer high potential for targeted

mitigation. Our study illuminates tactics used to exploit the unique

characteristics of IPFS to avoid detection and mitigation. In par-

ticular, attackers can generate new CIDs by making minimal and

sometimes irrelevant alterations to the phishing content.

We then focus on IPFS gateways to understand how phishing

content is accessed and how quickly providers block it. We identify

573 gateways previously unlisted in public gateway lists that can

disseminate phishing websites. We also demonstrate how attackers

can exploit gateway behavior and caching mechanisms to amplify

phishing campaigns and increase their resilience to takedown. We

then evaluate usage patterns with a survival analysis to determine

blocking times.

Finally, we propose a CID-based phishing denylist that includes

evidence of maliciousness. The list is fully compatible with the

current IPFS blocklisting format, enabling easy uptake. We provide

a set of recommendations for the ecosystem, including the opti-

mal points of intervention and ways to enhance traditional Web

phishing countermeasures to encompass content-centric threats.

2 Background
This section reviews IPFS and contrasts phishing delivery and miti-

gation on the Web and IPFS.

2.1 IPFS Primer
IPFS [20] is a set of protocols that facilitate decentralized content-

addressable data storage and retrieval [16, 47]. At its core, it uses

a content-based addressing scheme employing CIDs—hash-based,

immutable, self-certifying names that decouple the address of the

content from its storage location. Any peer can serve content for a

CID, and clients can verify integrity by recomputing the hash.

Content Discovery. IPFS discovers content using a Kademlia-

based [34] distributed hash table (DHT) that stores provider records
mapping a CID to peers that can serve it. In parallel, peers query

their directly connected neighbors with Bitswap [25] also used for

the subsequent data transfer.

Content Publication andRetrieval.To publish content, a provider
computes its CID and announces availability by publishing a provider

record to the DHT. To retrieve content, clients query neighbors via

Bitswap and query the DHT for providers, then fetch the object

from an available peer using Bitswap.

HTTP Gateways. Accessing IPFS directly requires running an

IPFS node, so many users rely on HTTP gateways that translate
HTTP GET requests into IPFS retrieval. Upon receiving a request

for a CID, a gateway fetches the content from IPFS and returns

it over HTTP. Due to the immutability of content-addressed data,

gateways can implement aggressive caching policies.

A CID can be requested from a gateway with the Fully-Qualified

Domain Name (FQDN) gateway.com using one of two URL formats:

1) in the FQDN (e.g., https://𝑐𝑖𝑑.gateway.com/, the recommended

method) or 2) in the URL path (e.g., https://gateway.com/ipfs/𝑐𝑖𝑑).

2.2 Phishing Delivery and Mitigation

Traditional Web. Phishing is a social-engineering attack in which

an adversary impersonates a trusted entity to deceive users into

disclosing sensitive information (e.g., credentials) or performing

harmful actions. Traditional Web phishing campaigns achieve scale

by distributing hosting across three main channels: (i) attacker-

controlled infrastructure [19, 33, 43], (ii) compromised legitimate

websites [33, 45], and (iii) platform-mediated abuse, which includes

the services of URL shorteners (e.g., bit.ly) [35] or platform-hosted

subdomains (e.g., *.netlify.app).

Traditional phishing mitigation relies on URL blocklists and

reporting feeds ingested by browsers, mail filters, and security

vendors (e.g., APWG [1], OpenPhish [11], PhishTank [12]). These

mechanisms are effective on the Web but are largely URL-scoped.

Indicators reference specific hosts and paths, so small changes

(subdomain, path) can yield fresh, uncovered URLs, and propagation

speed varies across feeds.

IPFS. In contrast to the host-centric Web, IPFS uses content-based

addressing. The same CID can be fetched via many public gate-

ways, weakening traditional domain/URL/host-level defenses and

enabling rapid migration when content is blocked. Cache persis-

tence may outlive the original publisher, further complicating take-

downs. Prior work [44] shows that while some gateways serving

malicious content are blocked by GSB, many others remain reach-

able, allowing low-cost rotation. These properties prolong avail-

ability and reduce attacker effort.

In 2021, Protocol Labs introduced the BadBits denylist, a public
denylist of content deemed “harmful” (e.g., copyright violations,

phishing) for gateways to block [39]. To date, it includes > 480, 000

entries, each a hex-encoded SHA256 of a normalized CID, enabling
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Figure 1: System overview.

membership checks without revealing the CID itself. The list carries

no metadata: the BadBits denylist neither categorizes content nor

provides evidence (likely to avoid CSAM handling). Because public

gateways sit between IPFS and browsers, the delays or gaps in such

denylists directly translate into Web user exposure.

3 Methodology and Collected Datasets
In this section, we describe ourmethodology, system design, and the

datasets collected in this work. Figure 1 illustrates our end-to-end

pipeline. Ethical considerations are discussed in Appendix C.

Content Discovery and Fetching. Fetching IPFS data requires

the CID of the data. For that, we use two sources: (i) passive DNS
CID discovery and (ii) Bitswap-based CID collection.

In the passive DNSCID discovery, wemonitor SIE Europe pDNS
1

and identify 3.3 M CID strings embedded in subdomains using

regular expressions ( 1 ).

For Bitswap-based CID collection, we passively monitor Bitswap

request traffic using two nodes ( 2 ) without limiting the number

of inbound connections. Related work [16] showed that this is

sufficient to receive requests from the majority of the network. We

filter the requests by source, only including the requests generated

by gateways. While we likely monitor more than half of the entire

network traffic, computational constraints force us to sample a

fixed number of typically 100,000 CIDs per day, corresponding to

< 1% of daily traffic. Our work thus forms a lower bound on the

scale of phishing on IPFS. Through Bitswap monitoring, we collect

a total of 32.5 M CIDs.

Both sources of CIDs ( 3 ) feed into the downloading and meta-

data extraction infrastructure ( 4 ). Between the 18th of September

2024 and the 13th of July 2025, we attempted to download a total of

40.1 × 10
6
objects and succeeded in 92.80 % of cases. Note that this

number is higher than the number of submitted CIDs, as a CID can

encode a single file, a directory, or a range of other data. We refer

interested readers to related work for more information [16, 47].

We identify the content type of the downloaded files using the

libmime Multipurpose Internet Mail Extensions (MIME) detector

1
https://www.sie-europe.net/

and discard any non-HTML content, which results in our dataset

of phishing candidates ( 5 ).

Phishing Detection. We analyze our phishing candidates using a

lightweight phishing detection module ( 6 ). Rather than proposing

an end-to-end classifier from scratch, we benchmark three state-

of-the-art approaches: visual logo matching (Phishpedia [30]), logo

detection combined with Credential-Taking Intent (CTI) (PhishIn-

tention [31]), and DOM-structure fingerprinting via Simhash [41].

Based on benchmarking on a labeled corpus of 5,000 pages, we

select Simhash for its accuracy–efficiency trade-off, and tailor it to

IPFS. We detail the process in Appendix A. In a nutshell, we hash

each parsed HTML with SimHash and query a fingerprint index.

A hit labels the page as phishing and assigns it to the matched

campaign. On a miss, we automatically check for CTI signals (e.g.,

login/password forms). If CTI is present, we trigger a cold-start step:

we manually verify the sample and add its resulting fingerprint to

the index. We identify a total of 10,489 phishing CIDs ( 7 ). Each

identified phishing CID is then added to a phishing denylist ( 8 ),

together with a rendered screenshot for documentation.

Gateway Identification. To investigate IPFS phishing delivery

paths, we enumerate HTTP gateways by combining three signals:

(i) the public gateway list,
2 (ii) pDNS logs (Figure 1, 11 ), and (iii)

provider records correlation with pDNS.

pDNS logs enable us to detect all the gateways embedding CIDs

in FQDNs. However, this method misses the gateways that include

CIDs in the URL path. For each phishing CID, we thus perform daily

provider record lookups, store the returned peer identifiers and

their observed IP addresses ( 10 ). We then query pDNS to recover

hostnames/FQDNs seen for those IPs. These snapshots reveal which

peers advertise each CID and let us link provider-record IPs to

candidate gateway domains.

We validate candidates (the domains with CID-in-subdomain

patterns and hostnames mapped from provider-record IPs) by fetch-

ing a widely shared reference CID used in the IPFS official tutorials
3

2
https://ipfs.github.io/public-gateway-checker/

3
https://docs.ipfs.tech/how-to/command-line-quick-start/#initialize-the-repository

https://ipfs.github.io/public-gateway-checker/
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( 12 ). The domains that resolve the reference are classified as func-

tional IPFS gateway endpoints ( 13 ). We identify 588 gateways.

Uptime Measurements.We investigate how long each phishing

CID remains available through both the IPFS P2P network and

the gateways. For IPFS, we use the phishing CID provider records

described above. For gateways, we periodically request our phishing

denylist CIDs from the list of identified gateways ( 9 ). Every 2-3

days, we send probes that produce a log for every ⟨gateway, CID⟩
pair available at that time.

Gateway Caching. We then seek to distinguish between the cases

when a gateway requests the content from IPFS or uses a cached

copy. At the start of each run, we test whether a gateway is proxied
via the Cloudflare CDN. We issue an HTTP request and classify

the gateway as caching, if the response exposes Cloudflare-specific
headers (e.g., CF-Cache-Status). CDN caching can make a CID ap-

pear available even if the origin gateway no longer serves it. We

therefore record Cloudflare cache state before and after each fetch

to distinguish CDN-served availability from true origin availability.

For caching gateways, we measure twice the cache state for each

CID. Immediately before the content fetch, we query the CID URL

and record CF-Cache-Status as HIT or MISS, and immediately after
the fetch, we repeat the query and record the status again. The CID

retrieval itself is performed with the CDN instructed to ignore any

cached copy.

The pre-fetch probe checks whether a copy of the CID is already

present at the CDN, independently of the origin gateway condition.

The post-fetch probe is issued only following a successful retrieval,

capturing the cache state immediately thereafter. Together, these

paired observations quantify the prevalence of pre-existing cached

CIDs and the caching behavior following a successful retrieval.

4 Results
This section presents the results of our measurements and analyses.

We begin by examining the overall collected content, followed by an

assessment of IPFS activity. Finally, we illustrate how attackers can

exploit inherent IPFS characteristics to amplify phishing attacks.

4.1 Collected Content

Content Type Distribution. We first classify 37.2 × 10
6
down-

loaded files. Table 1 shows the most popular MIME types. IPFS

is primarily used to host structured and binary files under the

application/* MIME family (48.04%), web content HTML (28.98%),

and images (22.04%). Since our focus is on phishing characteriza-

tion, the following sections restrict the analysis to the text/html

subset.

HTML Content Themes. We group HTML files via structural

clustering and regex-based heuristics to identify dominant content

themes. Wikipedia mirrors overwhelmingly dominate the dataset

(93.4%) resulting from a popular community initiative.
4
Excluding

Wikipedia reveals a more diverse ecosystemwith Filecoin documen-

tation (0.7%), JuiceBox project pages (0.2%), phishing sites (0.1%),

and smaller clusters of miscellaneous pages (5.5%). While phish-

ing pages account for only a small fraction overall, their relative

4
https://github.com/ipfs/distributed-wikipedia-mirror

Table 1: Distribution of MIME types among collected files.

MIME Type Count Share

text/html 10,386,280 28.98%

application/json 9,997,761 27.90%

application/octet-stream 4,104,575 11.45%

image/jpeg 3,464,983 9.67%

image/png 2,630,405 7.34%

application/pdf 2,393,749 6.68%

image/webp 1,190,809 3.32%

others 1,669,483 4.66%

weight becomes noticeable once Wikipedia is excluded (1.52% of

the remaining pages), highlighting the phishing problem on IPFS.

We notice an even higher ratio of phishing content when looking

at pDNS traffic alone. From 3.3 M pDNS requests related to IPFS,

85.7 k (2.66%) were directed to known phishing resources.

PhishingCIDs.Over the observation period, our deployed pipeline
identifies 10,489 phishing HTML pages (≈53 per day). Most detec-

tions come from our Simhash-based similarity index, whichmatches

pages against known phishing templates. A smaller subset of 3.4

pages per day (6.4%) relies on heavy client-side obfuscation or

script-generated markup. For these, we re-render the page to re-

construct the realized DOM before analysis. In parallel, the CTI

module flags 11.9 pages per day as potential phishing candidates.

Our manual verification confirms 34% as phishing. The remain-

ing CTI positives are primarily benign developer templates (e.g.,

dashboard scaffolding) that resemble credential-taking pages.

4.2 IPFS Activity Trends
We investigate temporal activity trends on IPFS. We first consider

all the CIDs in the network and then contrast the results with the

phishing-related content.

Overall Activity on IPFS. We use a dataset of Bitswap traces

from prior measurements collected from May 2020 through June

2025 [16].
5
Figure 2 shows the number of unique phishing CIDs

and unique requests issued for them via Bitswap per month. We see

major activity increase towards the end of 2023, particularly w.r.t.

how many requests are performed per CID. The volume decreases

sharply in 2024, but shows signs of increased activity in 2025 again.

Phishing Activity on IPFS.We then observe activity trends for

all the phishing CIDs in our datasets. We combine CIDs detected

by us with those detected by APWG, OpenPhish, Phishtank, and

BadBits denylist. We limit the analysis to phishing CIDs for which

we can infer a first-seen date (93.27 %).

Figure 3 shows how many phishing CIDs are first observed on

Bitswap each month. The resulting time series mirrors the overall

request trends from Figure 2. Activity peaks in 2023, drops in 2024,

and then increases again from late 2024 into 2025. During this

resurgence, we observe spikes of approximately 750 newly observed

phishing CIDs per day, suggesting the launch of larger campaigns.

The close coupling between overall and phishing trends suggests

that IPFS-hosted phishing scales with broader network conditions.

5
Their monitor experienced intermittent downtime in 2024

https://github.com/ipfs/distributed-wikipedia-mirror
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4.3 Phishing CID Provider Comparison
To evaluate the effectiveness and coverage of our detection sys-

tem, we compare our collected CIDs with anti-phishing services

and BadBits denylist, an IPFS-specific blocklist. As CIDs can have

multiple formats
6
, we translate all CIDs from all the sources to the

canonical hashing scheme (i.e., v1) for comparison.

Comparison with APS.We first evaluate our dataset against CIDs

extracted from phishing URLs in the OpenPhish Community feed

[11], APWG [1], and PhishTank [12] (cf. Section 2.2). We collec-

tively refer to them as anti-phishing services (APS). We use the

data collected over the same observation period as our monitoring

timespan and extract the corresponding CIDs from the URLs. As

shown in Figure 4, there is a limited overlap between our detec-

tions and external feeds. While some high-profile campaigns appear

across datasets, APS contain 4,224 CIDs that do not appear in our

detections. Conversely, 10,153 (96.79%) of our CIDs are unique to

our system.

The limited overlap reflects the differences in scope and method-

ology. Traditional feeds are general-purpose and driven by user

submissions, web-centric crawling, and other reporting workflows.

6
https://docs.ipfs.tech/concepts/content-addressing/

In contrast, our CID-first pipeline discovers content via pDNS and

continuous IPFS monitoring. APS may thus capture phishing CID

that does not surface in our pDNS/Bitswap vantage (e.g., different

access paths or gateways). Our Bitswap monitoring also samples a

small fraction of daily traffic, making our measurements a lower

bound. At the same time, as we show later, IPFS phishing campaigns

can generate a large number of unique CIDs and our methodology

is more efficient in detecting them. This suggests that traditional

feeds miss much IPFS-hosted phishing.

Figure 4: CID overlap across different anti-phishing services
and our list.

Comparison with IPFS-Specific Blocklists. We compare de-

tected CIDs with the IPFS-specific BadBits denylist curated by Pro-

tocol Labs. Figure 5 shows the three-way overlap. Notably, BadBits

denylist adds no additional CIDs beyond the union of APS and

our detections, suggesting it largely reflects indicators surfaced by

other pipelines rather than expanding coverage. Our system alone

contributes 4,381 unique phishing CIDs (42% of our detections)

not present in other lists. Conversely, APS reports 2,292 phishing

CIDs that we do not observe in our Bitswap monitoring, indicat-

ing that web-facing threat feeds and in-network measurements

capture complementary slices of IPFS abuse (e.g., due to different

vantage points and timing). Overall, our monitoring complements

existing threat feeds, uncovering phishing content missed by both

traditional providers and the IPFS-specific BadBits denylist service.

4.4 Phishing Campaigns
Using Simhash fingerprints, we cluster 10,489 phishing pages to

infer campaigns. Here, a cluster corresponds to a set of at least

two pages that have similar fingerprints and are therefore likely to

originate from the same phishing kit or template. We find that 166

clusters account for 90% of pages, 69 clusters cover 80%, and just 11

clusters account for 50%, indicating that a small number of kits or

templates dominate phishing activity.

Analyzing the top 69 clusters, we identify the main targeted

brands: (1) Webmail / generic phishing: 68.9% (46 clusters) (2) Mi-

crosoft-related (LinkedIn, OneDrive, Office, SharePoint): 8.5% (16

https://docs.ipfs.tech/concepts/content-addressing/
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Figure 5: CID Overlap across anti-phishing services, the Bad-
Bits denylist, and our list.

clusters) (3) WeTransfer: 1.6% (3 clusters) (4) Adobe: 0.5% (2 clusters)

(5) AT&T: 0.4% (1 cluster) (6) DHL: 0.5% (2 clusters)

Webmail and generic phishing are by far the most common. This

is likely because: (1) attackers can easily swap logos or tweak brand-

ing to tailor the lure, as we observe in the wild; and (2) attackers can

reuse generic input forms and webmail-style portals across many

targets, since webmail is widely deployed.

We manually examine clusters to identify how phishing pages

vary within the same campaign. We find that attackers often gen-

erate new instances through superficial modifications (e.g., com-

ments, whitespace, or swapped logo URLs) or by changing small

code fragments that determine the intended recipient, consistent

with phishing-kit reuse across actors. In particular, for many clus-

ters, attackers modify only HTML comments between versions,

leaving all other content unchanged. We spot such modifications

in the second- (1,459 instances) and the third-largest clusters (256

instances). These minor edits exploit IPFS CID generation. Any

modification, no matter how small, yields a new CID. This enables

attackers to multiply links at minimal cost while evading static

denylist mechanisms.Appendix B provides additional details on

these campaign variations.

4.5 Gateway Perspective
Next, we examine the role of IPFS gateways in exposing, accessing,

and potentially mitigating phishing content.

Gateway and CID Categories. For visibility, we separate gate-
ways and CIDs into groups. We classify gateways into: Popular
(receiving high query volumes in pDNS), Self-hosting (publishing at
least one provider record for one of our phishing CIDs), and Other
(all remaining gateways). We also analyze three, non-mutually-

exclusive CID sets: APS (our CIDs also reported by APS), Badbits
(our CIDs also on BadBits denylist during our measurement win-

dow), and Ours (all our CIDs). When we report per-category rates

for a gateway, the denominator is the gateway count of online CIDs
(i.e., retrieved or blocked at least once throughout the measurement

period) belonging to the class.

Blocking Behavior. Figure 6 shows that Popular gateways block a
larger share of CIDs than the other groups, while Self-hosting gate-

ways exhibit the lowest blocking fractions across all CID categories.

Figure 6: Distribution of per-gateway blocking fractions
across gateway and CID categories. Each violin shows, across
gateways in a category, the fraction of that group’s online
CIDs (per class) that were blocked (returning HTTP 410/451).

Badbits CIDs are, blocked more frequently than APS and Ours in
both the Popular and Other groups. This is expected as many gate-

way implementations natively support BadBits denylist. During the

measurement period, 196 gateways updated their blocking policies,

initially allowing, but later blocking, a total of 569 CIDs.

Figure 7: Cloudflare cache hit rate (pre-fetch
CF-Cache-Status=HIT, conditioned on verified retrieval)
and average share of “Our” CIDs retrieved per run for
Cloudflare-proxied gateways.

Phishing Traffic via Gateways. Despite expecting attackers to
use obscure gateways to evade detection, our pDNS data shows

phishing is mainly served via popular gateways. Table 2 summa-

rizes the distribution of unique phishing CIDs and total requests

across our IPFS gateway list. Interestingly, many phishing CIDs

Table 2: Distribution of unique phishing CIDs and requests
across selected IPFS gateways.

Gateway Unique CIDs Total Requests

ipfs.dweb.link 3,305 67,917

ipfs.io 529 5,592

ipfs.nftstorage.link 420 3,765

ipfs.w3s.link 409 7,791

ipfs.fleek.cool 52 362

astyanax.io 47 100

4everland.io 34 156

storry.tv 4 38

cloudflare-ipfs.com 1 10
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were requested through multiple gateways, often with traffic fairly

balanced among them. All the initially online CIDs remained re-

trievable through at least one gateway throughout themeasurement

period, highlighting the persistence and resilience of phishing con-

tent on IPFS. This suggests that some threat actors are leveraging

IPFS gateways to maximize content availability and resilience.

Cloudflare-ProxiedGateways.We identify four Cloudflare-proxied

gateways by the presence of Cloudflare headers (e.g., CF-Cache-Status)

and compute cache metrics for the online CIDs that were success-

fully retrieved. These contain two official IPFS gateways operated

by Protocol Labs (ipfs.io, ipfs.dweb.link).

As shown in Figure 7, the pre-fetch cache hit rate for official gate-

ways is nearly 1.0. This indicates that the retrieved phishing CIDs

were already present in the CDN cache. Averaged over runs, these

official gateways served approximately 38% of our CIDs. We also

detect a non-official (in the Others category) Cloudflare-proxied

gateway (bitkupipfs.io) with a pre-fetch hit rate near 1.0 that hosts

≈78% of our phishing CIDs. The high cache availability adds an ad-

ditional layer of resilience for phishing content, making takedown

efforts more challenging as cached copies remain accessible even if

the origin gateway restricts access.

Gateways that Amplify Content Availability. We next investi-

gate whether gateways themselves also contribute to persistence of

content (e.g., through caching at the gateway back-end IPFS node).

We ran the following experiment: (i) we add a locally generated file
with random content to our IPFS node running in a public cloud

and fetch it through each gateway (round 1); (ii) next, we remove

the file from our IPFS node so that it is no longer provided; and

(iii) we repeat the file retrievals through all the gateways (round 2)

when, in principle, it should have no providers.

Surprisingly, all the gateways that return the CID in round 1 also

return it in round 2, despite our IPFS node being unable to provide

any content. We confirm that only our local node is the only file

provider before round 1, whereas 19 new providers appear after
round 1. This suggests that retrieving content via some gateways

amplifies content availability: the back-end IPFS nodes of gateways

not only cache content for the HTTP traffic but also announce them-

selves as providers on the IPFS network. This enables remaining

gateways to fetch the file from the network later on.

By mapping the provider IPs returned before round 2 to known

gateways, we can link 10 providers to gateways in our list. The

remaining nine providers are likely from deployments where the

gateway (front-end) and IPFS back-end reside on different hosts,

and therefore, the provider IPs are different from the gateway IPs.

4.6 Provider Perspective
Finally, we examine phishing files availability from a provider per-

spective. We collect a snapshot of provider records for all phishing

CIDs approximately every 24 hours.

ProviderChurn. Figure 8 reports the daily count of unique providers
and the inter-snapshot churn (computed from consecutive snap-

shots) Over the measurement period, the number of distinct peers

advertising these CIDs varies substantially (minimum: 74, mean: 152,

maximum: 340). To quantify these dynamics, we compute the daily

churn between consecutive snapshots using the Jaccard formula-

tion. Let 𝑆𝑡 be the set of provider peer IDs observed on day 𝑡 . We

report:

churn𝑡 = 1 − |𝑆𝑡 ∩ 𝑆𝑡−1 |
|𝑆𝑡 ∪ 𝑆𝑡−1 |

,

i.e., one minus the Jaccard similarity between successive provider

sets. We observe an average daily churn of ≈71% over the mea-

surement period. This indicates that the set of providers changes

substantially from day to day and that availability is supported by

a rapidly shifting provider population rather than a stable core.

Gateways vs. Providers.We also cross-check gateway retrievals

against the provider snapshots. For each day, we take the set of

CIDs successfully retrieved from official IPFS gateways and com-

pare it to the same–day provider snapshot to identify CIDs with

zero observed providers. Figure 8 shows that, on average, ≈32%
of the successfully retrieved CIDs had no providers in our snap-

shot that day. This further confirms that gateway accessibility can

substantially exceed what is visible from provider records alone as

because gateways serve content from their own caches/pinning in-

frastructure. However, this figure should be interpreted cautiously.

The gateway tests and provider snapshots are taken on the same

calendar date but not at the exact same time, so short–lived peers

may appear or disappear between measurements.

Figure 8: Number of providers, provider churn, and the % of
retrieved CIDs by official gateways with no providers.

The figure illustrates that the provider landscape for phishing

CIDs is highly dynamic, yet IPFS gateways and cachingmechanisms

ensure that content remains consistently available.

5 Discussion and Recommendations
In this section, we discuss the IPFS-based phishing ecosystem and

provide mitigation recommendations.

Points of Intervention. On the Web, phishing typically involves

just the victim and the hosting server. On IPFS, delivery is mediated

by content providers, DHT resolvers/indexers, and HTTP gateways.

Mitigation is possible at each layer, with varying effectiveness.

Blocking phishing at the individual provider level is impractical:

nodes are decentralized, high-churn, making coordinated enforce-

ment unrealistic. Instead, providers should be encouraged to use

denylists to avoid unintentionally redistributing harmful material.

Kubo supports denylist enforcement but disables it by default; we

recommend enabling it by default and prompting users at install

time to choose trusted blocklist sources. This action would curb

the distribution of phishing and other harmful content, e.g., CSAM.
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Filtering at the routing layer (i.e., DHT, Indexers) conflicts with

the IPFS censorship-resistance ethos: routing exists to enable dis-

covery, not to enforce policy, so adding filters undermines that

role.

Gateways are the most practical choke points: they are stable,

lower-churn, and accountable to abuse processes. Since phishing

becomes a user risk mainly when served over HTTP, gateway

blocking mitigates harm while preserving the IPFS censorship-

resistant design—all content remains available via P2P but malicious

content is no longer trivially reachable from the Web.

Gateways as Content Providers. Gateways exist to proxy be-

tween HTTP and IPFS; yet, our measurements show that they often

become inadvertent providers after the original publisher vanishes.

This happens via two paths: (i) any CID fetched through a gateway

is downloaded and then advertised by the gateway itself, and (ii)

gateways cache requested content, extending its availability beyond

the publisher activity.

While both mechanisms improve availability for benign con-

tent, they hinder abuse mitigation. We recommend disabling gate-

way provider announcements by default: re-providing likely yields

limited benefit, is ancillary to gateway functionality, and incurs

storage/bandwidth costs. Caching remains operationally valuable.

We instead recommend shortening TTLs and periodically validat-

ing provider records for cached CIDs, purging entries when no

live, legitimate providers remain. Similarly, real-time updates to

denylists should propagate to the caching layer, purging content

that has become denylisted. These measures curb long-lived expo-

sure of malicious content without materially degrading gateway

performance.

Traditional Web. Defending users against abuse can no longer

rely solely on IPFS-native or content-centric mitigation solutions.

Instead, it is crucial to extend and adapt existing Web security coun-

termeasures to recognize and address threats emerging from de-

centralized infrastructures. This approach is also more sustainable,

as traditional security feeds and blocklists—such as GSB—benefit

from established operational models and industry support. The

phishing denylist provides CID-based indicators but can be read-

ily extended to URL-style blocking compatible with traditional

defenses. Achieving this, however, requires a comprehensive and

continuously updated gateway inventory, which our monitoring

framework supplies. Thus, we hope our work serves as a stepping

stone toward the integration of decentralized threat intelligence

into the broader Web security ecosystem.

Challenges of Blocklists and Scalability. Existing blocklists (e.g.,
the BadBits denylist) are useful baselines but insufficient. Two issues

dominate: (i) limited coverage—many phishing CIDs in our dataset

are absent, and (ii) low operator adoption—the BadBits denylist

lacks annotations explaining why a CID is listed, preventing policy

and jurisdiction checks. Furthermore, recent work has shown that

the BadBits denylist largely deals with copyrighted material [44],

which can overshadow blocklisting for other categories of harmful

or illegal content (e.g., terrorist propaganda and CSAM)

We propose enriched blocklists with category labels (e.g., phish-

ing) and lightweight evidence such as screenshots and detection

labels. This enables selective enforcement (e.g., phishing-only), im-

proves operator accountability, and facilitates regulatory mandates.

Ephemeral gateways may persist, but they are amenable to tradi-

tional domain-based takedowns, shifting accountability from be-

nign gateway operators to malicious actors.

6 Related Work

Malicious Content and Moderation in Decentralized Systems.
Decentralized systems resist centralized control, complicating abuse

mitigation. Prior work on BitTorrent, KaZaA, and tools like Torrent-

Guard [22, 26, 28] document the problem in P2P systems. Similar

tensions appear in decentralized social networks, wheremoderation

without recentralization remains difficult [18, 27, 42, 52].

IPFS and its Security Landscape. IPFS has been studied for de-

sign/performance, deployment, centralization trends, and attacks

(e.g., eclipse) [16, 17, 23, 40, 47, 49]. Recent work characterizes illicit

content and the limits of the BadBits denylist [44]. We build on this

line by focusing specifically on phishing.

Fraud and Abuse Detection in Blockchain Systems. Adjacent
research detects fraud on blockchains using ML and graph-based

methods [37, 48, 50], showing the promise of data-driven detection

in decentralized settings. We adapt similar principles to content-

addressed storage.

Gap in Existing Work. Phishing is well-studied on the Web, but

not on IPFS. To our knowledge, we present the first systematic, at-

scale study of IPFS phishing campaigns, adapting web techniques

to decentralized, content-addressed properties and examining how

attackers exploit IPFS features.

7 Conclusion and Future Work
In this paper, we present a framework for monitoring and char-

acterizing phishing on IPFS. While the IPFS resilient content dis-

tribution offers clear benefits, its architecture also enables abuse

via web-facing gateways that serve phishing pages. Our measure-

ments quantify the scale and persistence of this misuse at gateways,

and indicate that gateway/CDN caching contributes to keeping

phishing content accessible.

Looking ahead, the priority is broader and more representative

visibility: expanding vantage points and pursuing opt-in collab-

oration with major gateways for real-time feeds would improve

coverage of abusive activity. Beyond visibility, ecosystem leversmat-

ter: standardized, evidence-backed CID/URL denylists and simple

gateway reputation metrics (e.g., responsiveness to reports, time-

to-block) can encourage prompt, transparent moderation without

compromising the IPFS decentralized design. Finally, because gate-

way and CDN caching can accidentally keep harmful content online

longer, we should test adaptive rules, such as real-time denylist

updates, to better balance performance and security.
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A Phishing Detection Evaluation
A.1 Dataset and Ground Truth
To evaluate alternative phishing detection paradigms, we constructed

a labeled corpus of 5,000 HTML pages fetched from IPFS between

September 2024 and March 2025. This set contains 2,940 benign

pages and 2,060 phishing pages. To mitigate temporal and source

bias, benign pages were sampled weekly and capped per large

clusters. Non-major sources were manually verified. Candidate

phishing pages were identified using static cues (e.g., presence of

credential forms, password inputs, or substantial obfuscation) and

subsequently confirmed by manual inspection. To avoid domina-

tion by popular phishing kits, we restricted the dataset to at most
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https://almonit.eth.link/
https://peergos.org
https://berty.tech
https://watchit.movie/
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100 pages per campaign (see Section 4.4). Pages that failed to ren-

der within 3 s in a standardized headless browser were excluded;

4,260/5,000 pages (85.2%) remained.

A.2 Benchmarking Protocol
We evaluated three representative detection paradigms: (i) Phishpe-

dia [30]: visual logo matching on rendered screenshots, (ii) Phish-

Intention [31]: logo detection combined with credential-taking in-

tention (CTI), (iii) Simhash [41]: DOM-structure fingerprinting via

locality-sensitive hashing applied to parsed HTML.

We used the released pre-trained models and default logo/brand

repositories for Phishpedia and PhishIntention. In 6-fold cross-

validation, we build the Simhash index from the training data and

test it on the held-out fold. We report accuracy, precision, recall, F1

score, and per-page execution time measured on identical hardware.

We ran all experiments on an Intel Core i7-13700H with 32 GB

RAM. Times are classifier-only to match our pipeline (no screenshot

rendering).

Table 3: Classifier-only performance on the 5 k-page corpus.

Method Acc Prec Rec F1 Time/page

Simhash 0.949 1.000 0.866 0.928 <1ms

Phishpedia 0.658 1.000 0.169 0.289 ∼1.5 s
PhishIntention 0.643 1.000 0.134 0.236 ∼1.6 s

A.3 Classification Results
Table 3 presents the results across all three paradigms. All methods

had zero false positives on 𝑛 = 2,940 negatives; by the rule of three,

the one-sided 95% upper bound on the true FPR is 3/𝑛 = 0.102%.

The Simhash-based approach achieved the best overall trade-

off, with a recall of 0.866 (95% Wilson CI: 0.850–0.881) and very

low computational cost (<1 ms per page). By comparison, Phish-

pedia and PhishIntention exhibited substantially lower recalls of

0.169 (95% CI: 0.154–0.185) and 0.134 (95% CI: 0.120–0.149), respec-

tively, despite perfect precision. Their misses arise primarily in

brand-agnostic credential capture or pages without logos, where

screenshot–logo matching provides a limited signal.

A.4 Operational Detection Pipeline
Guided by the comparative findings, the deployment uses Simhash

for its accuracy–efficiency trade-off. The operational pipeline con-

sists of two main paths:

(1) Fingerprint path (indexed content): Parsed HTML is hashed

(Simhash) and queried against the existing fingerprint index.

If a match is found, the page is categorized as phishing and

inherits the matched cluster (campaign). Otherwise, we fall

back to the cold-start path.

(2) Cold-start CTI path (unseen pages): If no index match is found,

we detect credential-taking intention (e.g., credential forms,

password fields). When CTI is positive, a sample is manually

verified and its fingerprint is inserted into the index.

When we detect substantial client-side generation or obfuscation,

we render the page and reapply CTI checks and Simhash finger-

printing to the realized DOM. The overall flow is shown in Figure 9.

A.5 Summary
We adopt Simhash as the default detector due to its high recall

and low runtime, with the caveat that our pipeline uses a manual

verification step for cold-start cases before adding fingerprints to

the index, which introduces operational cost but keeps compute

overhead low. Visual detectors offered high precision, yet were

sensitive to logo presence and substantially more expensive to run.

Our results should thus be read as a design trade-off tailored to

IPFS-scale measurements.

B Campaign Variations in IPFS
Below, we describe the two most common types of content changes

observed within clusters in our dataset (cf. Section 4.4).

B.1 Example A – Comment-only Edits

Description. Attackers can make minor changes to HTML com-

ments while keeping the rest of the page identical, generating new

phishing content with their own CIDs. One example cluster con-

tains 1,459 near-identical pages where only a random commented

string changes.

Representative Diff. In the following, we show two versions of

the same cluster and how they appear in the wild.

--- version1.html
+++ version2.html
@@ -1,6 +1,6 @@
<!DOCTYPE html>
<html lang="en">
-<!-- "7ucqpck1v3353s" -->
+<!-- "fjpqcv1f0p8k54" -->
<head>

<meta charset="UTF-8">
<meta name="viewport"

There are no other differences in the two versions.

B.2 Example B — Javascript Changes

Description. Attackers can modify JavaScript code. While some

edits introduce distinct behaviors, others are largely cosmetic. One

example cluster contains 228 phishing pages. The snippets below

are extracted from an obfuscated JavaScript payload and illustrate

a minimal but functionally significant change between variants. In

the original variant, the AJAX request targets:

hxxps://agenziasiforma.it/TVWDXij/dns/send.php:

ajax=new XMLHttpRequest(),
ajax[_0x1d71d4(0xce)](_0x1d71d4(0x103),
'hxxps://agenziasiforma.it/TVWDXij/dns/
send.php')

In the modified variant, the endpoint is changed to:

hxxps://medyseg.com/bt/send.php:

ajax=new XMLHttpRequest(),
ajax[_0x1d71d4(0xce)](_0x1d71d4(0x103),
'hxxps://medyseg.com/bt/send.php')

hxxps://agenziasiforma.it/TVWDXij/dns/send.php
hxxps://medyseg.com/bt/send.php
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Phishing Detection Algorithm Flowchart
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Figure 9: Phishing detection workflow: Simhash matches known pages; unmatched pages undergo credential-taking intention
(CTI) analysis; obfuscated HTML is rendered before analysis; confirmed cases are fingerprinted.

C Ethical Considerations
Our study involves monitoring and analyzing IPFS network activity

to detect and cluster phishing content. Below, we outline ethical

considerations for this work.

(1) Network Impact. To monitor IPFS content, we connect

to and observe network activity. We are aware that our

activities—such as querying nodes and downloading sus-

pected phishing content—introduce some load on the IPFS

network. To minimize any potential disruption, we rate-limit

our queries and configure our IPFS node not to re-serve any

downloaded content to other peers. We assess the result-

ing overhead as minimal and proportionate to our research

objectives (i.e., measuring and characterizing phishing on

IPFS).

(2) Data Privacy. While content on IPFS is publicly accessible

to anyone by design, we still apply careful ethical standards

in handling it. We focus solely on detecting and analyzing

phishing-related content, and we do not collect or process

any personally identifiable information. All content is down-

loaded solely for the purpose of phishing classification. We

do not inspect content manually unless it is necessary to

confirm a phishing instance.
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