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Abstract

The Data Distribution Service (DDS) specification is used in many real-time, mission-critical,

and distributed systems e.g. Air Traffic Control (ATC), autonomous vehicle fleets, and medical

devices. Setting up these systems and configuring the components and how they communicate

is not easy because of the vast number of options that can be explored. While performance

is a non-functional requirement for such systems, it plays a crucial role in the selection of

configuration values. System designers want to select the configuration which produces the

most ideal performance (lowest latency and highest throughput) throughout the run-time of

the system.

To do this, one must run performance experiments for varied configurations to capture the

behaviour of the system under different scenarios to find the most ideal configuration. This

task is laborious and requires immense time, computational power, and effort.

We contributed to this problem with a two-pronged approach. First, we executed over 6,000

performance experiments on 3 different testbeds (both virtualised and physical), to evaluate

the impact of various configuration parameters, such as Multicast (MC) and data length, on

the performance of DDS in terms of latency and throughput, considered as the two most im-

portant performance metrics. Second, we use collected data to be the first to train various

Machine Learning (ML) models (including Linear Regression (LR), Random Forest (RF), Ex-

treme Gradient Boosting (XGB), and Feed-Forward Neural Network (FFNN)) and assess the

effectiveness of ML for predicting the performance of DDS in terms of latency and throughput,

as characterised by their distributions.

Our results uncover counter-intuitive findings related to MC, insights into how larger data

lengths outperform smaller data lengths in terms of latency, specifically in worst-case scenarios,

suitable demonstration of the applicability of ML with accuracies up to 0.99 for interpolation

and several cases with accuracies above 0.9 for extrapolation, counter-intuitive findings showing

that introducing noise via a bandwidth throttle improves the predictive ability of the ML

models, and more.
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Chapter 1

Introduction

Distributed mission-critical systems use implementations of the DDS specification as defined

by Object Management Group (OMG) (Object Management Group n.d.) to communicate data

amongst internal system entities in real-time. These use cases are very different. Some systems

require an isolated Local Area Network (LAN) e.g. robots while others require a virtualised

Wide Area Network (WAN) setup e.g. distributed simulations. Different systems have different

performance requirements and are deployed on different physical infrastructures. These result in

different configurations of DDS being optimal for different systems. Identifying a good-enough

configuration is non-trivial because of the absence of the configuration’s performance, which

requires performance testing, and will unlikely identify the most performant configurations, as

such a discovery would require exhaustive performance testing of numerous configurations.

Testing out multiple configurations has a substantial temporal, energy, and financial cost.

This cost is multiplied when one requires thorough investigation since one would ideally run

the performance tests for as long as possible to accurately capture the behaviour during run-

time. Deploying this on the desired physical infrastructure which would be powered during the

performance test, costs energy, and ensuring that the system is started from a clean slate after

each performance test costs manual effort.

Our initial contribution to this problem involves the collection of performance data over a

wide variety of distinct configurations achieved by first deploying three testbeds (one virtualised

and two physical) that mimic real-life use cases. The benchmarking tool provided by Real-

Time Innovations (RTI) (RTI n.d.) (the largest DDS vendor at the time) was extended to

facilitate this. Relationships between the configuration parameters and the their impact on

DDS performance were identified to help system designers in their decision making process

when deploying DDS systems and is especially useful when the performance of a configuration
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parameter value steers from expectations as seen in our results.

We contribute further to this problem by introducing a novel data-driven method for pre-

dicting the performance of unseen configurations lowering temporal, energy, and financial costs.

The ideal scenario involves the system designer running performance tests on a smaller sub-

set of the configuration space and using this data to calibrate the pre-trained (trained by our

extensive performance data) ML models to predict the performance of untested configurations

tailored to the system being designed. Since this has not been previously accomplished, we

start by using LR as a baseline to be compared with RF, XGB, and FFNN models. We then

extend the work to explore different modelling techniques specific to this problem to provide

insights into how to better model the performance of DDS.

To this end, this research is guided by the following questions:

1. What are the quantitative impacts of key QoS parameters, multicasting, data lengths,

and network noise on DDS latency and throughput?

2. To what extent can ML models accurately predict DDS performance for untested config-

urations, and which models are most effective?

3. How do network topology and noise affect DDS performance, and can these effects be

accurately modelled and predicted?

This introductory chapter aims to provide a concise overview of the thesis structure. It

also furnishes the requisite foundational knowledge concerning DDS for a comprehensive un-

derstanding of the subsequent chapters.

This thesis is organised into six chapters. Chapter 1 provides an introduction to the research

and outlines the thesis structure. Chapter 2 presents the background and a comprehensive liter-

ature review pertinent to DDS performance evaluation and all literature related to performance

prediction is found in Chapter 5. Chapter 3 details the experimental methodology, testbed con-

figurations, and data collection processes. Chapter 4 presents the experimental performance

evaluation of DDS, analysing the impact of various parameters. Chapter 5 focuses on the de-

velopment and evaluation of model-based performance prediction techniques. Finally, Chapter

6 concludes the thesis and outlines avenues for future research.

1.1 Data Distribution Service

DDS is a widely adopted specification developed by the OMG. It is primarily employed in

real-time and mission-critical distributed systems. Such systems include, but are not limited
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DataWriter

Publisher

DataReader

Subscriber

Topic: “Telemetry”

publishes subscribes

Figure 1.1: Basic DDS Architecture with Publisher, Subscriber, DataWriter, DataReader, and Topic

to, autonomous vehicles, energy management systems, and air traffic control. For the empir-

ical investigations presented herein, the RTI Connext DDS implementation was used. Figure

1.1 illustrates a simplified architecture of DDS. DDS facilitates seamless communication be-

tween multiple system components through the establishment of logical communication chan-

nels known as topics. Communication within DDS is mediated by two primary entity types:

publishers and subscribers. Publishers use DataWriters to generate and transmit messages

on a designated topic. Conversely, subscribers employ DataReaders to acquire and process

messages from the specified topics. A single publisher may operate multiple DataWriters, and

similarly, a subscriber may manage several DataReaders. The architecture of DDS inherently

supports the dynamic addition or removal of publishers and subscribers in real-time following

system deployment, thereby demonstrating its inherent scalability. The most common terms

used throughout DDS are samples, instances, topics, and groups. A topic is a uniquely named

data type definition, an instance refers to an instance of a topic, a group refers to all instances

belonging to a DataWriter/DataReader, and a sample is an individual item of an instance of a

topic which is used interchangeably with message.

Application Layer

Data Local Reconstruction Layer (Optional)

DCPS Layer (Entities & QoS)

DDS Interoperability wire protocol (RTPS)

Transport (UDP / TCP)

Stack is reversed at
the receiver side.

Figure 1.2: Simplified DDS Architecture Stack
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As depicted in Figure 1.2, the DDS architecture consists of two primary layers, with an

optional third layer. The first layer, called the Data Local Reconstruction Layer resides on the

same level as the applications and is optional. This layer allows for the ease of integration of

DDS with applications. The lower level is called Data-Centric Publish-Subscribe (DCPS) layer

which is where all the communication happens. In this layer all the participants, both publishers

and subscribers, reside and within them are their constituent DataWriters and DataReaders.

The general process starts within the application where the data is constructed and sent to the

DCPS layer where the publishers publish this data. This data is then transferred to the DDS

Interoperability wire protocol where the data is then further transported using User Datagram

Protocol (UDP) or Transmission Control Protocol (TCP) connections where it is received by

another machine and this “stack” is reversed to be used by subscriber(s).

The DDS specification has an extensive range of QoS parameters allowing for numerous

configurations specifically customised for various scenarios. These QoS parameters range from

data length of the DDS messages being sent throughout the communications, to the history

parameter which decides where the participants store packets that have already been sent/re-

ceived. The DDS specification states that there are 22 parameters of various data types leading

to an abundant number of parameter value combinations - too many for one to try out every

single combination. If we assume each of the 22 parameters could take a binary value, there is

a total of 222 combinations which is over four million. In fact, the actual number of possible

combinations is likely much greater as many parameters assume more than two possible values.

This is true despite some combinations of parameter values being incompatible, which will de-

crease the number of possible combinations, and perhaps drastically so. Moreover, there are

non-QoS parameters with unlimited values such as data lengths of the messages sent between

publishers and subscribers, number of publishers, or number of subscribers.

Given the vastness of this parameter space, the experimental and modelling work presented

in this thesis focuses on a critical subset of these parameters, identified for their significant

impact on performance and their configurability. These include UC/MC communication, Data

Length, Number of Publishers, Number of Subscribers, Durability, and Reliability.

UC and MC are communication methods and are not considered part of the DDS specifica-

tion. UC represents the communication between two endpoints where there is one sender and

one receiver whilst multicast represents the communication from one endpoint to multiple end-

points (but not all endpoints - i.e. not broadcast). Theoretically, using the MC communication

method should increase the throughput as an increased amount of data is being disseminated.

By default, DDS does not use MC communication though this non-standard QoS parameter
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can be easily configured.

Data length represents the size of the messages sent between publishers and subscribers and

is measured in B. Increasing the data length should theoretically increase both the latency and

throughput and various vendor implementations of DDS may use different default values for

this parameter.

The number of publishers and the number of subscribers are self-explanatory. Increasing the

number of publishers should theoretically increase the throughput depending on the message

length and the size of the bandwidth since an increased number of messages are delivered to

the subscribers. Similarly, increasing the number of subscribers should theoretically also result

in a related increase.

Durability controls whether readers that join late can access the data that has previ-

ously been published. It can take one of four values including volatile, transient_local,

transient, and persistent. The volatile value does not save or deliver formerly published

samples. The transient_local value saves and delivers published samples if the DataWriter

that published the samples still exists. The transient value saves and delivers published sam-

ples using a memory-based service whilst the persistent value saves and delivers old samples

using a disk-based service. The impact on the performance of DDS can be affected by the

durability since extra packets will either be propagated or not. By default, the Durability QoS

parameter assumes the value of volatile.

The Reliability parameter decides whether missed samples are sent again or not. The param-

eter can take the value of best effort or reliable (the latter is set by default). Best effort

does not resend any missed samples and the order of the samples in the history of the DataWriter

may not match the history of received samples on the DataReader. On the other hand, if

the value of the parameter is set to reliable, then any missed samples are resent. If the

DataReader does not receive a sample, then the DataWriter blocks the samples ready to be

sent to solve the issue. This means that the DataWriter will block all future samples while it

attempts to resend the missed sample. The time period elapsed during this blocking can also

be configured in order to determine how long the DataWriter can afford to block for. Latency

should be affected depending on the value set (best effort or reliable).

Another feature of DDS is the use of domains. Domains allow partiticipants to be grouped

together and communicate with each other. Participants on the same domain can communicate

with each other, but participants on different domains cannot. This is useful for isolating

different applications or components within a system, ensuring that they do not interfere with

each other.
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1.2 Research Objectives

Building upon the identified challenges in DDS performance assessment, this thesis pursues

several key research objectives. The primary aim is to conduct a comprehensive empirical

investigation into the performance characteristics of DDS under a wide array of operational

conditions. Specifically, this involves quantifying the impact of diverse QoS parameters, data

lengths, and network environmental factors on critical performance metrics such as latency and

throughput. A further objective is to ascertain the feasibility and efficacy of employing ML

methodologies to accurately predict DDS performance for configurations not subjected to direct

empirical testing. Ultimately, this research seeks to provide actionable insights and a robust

predictive framework to facilitate the optimal design and deployment of DDS-based real-time

distributed systems.

1.3 Key Contributions

This thesis makes several novel and significant contributions to the field of DDS performance

evaluation and prediction.

• Testbeds: This research has developed three distinct testbeds (one virtualised, and two

comprising of RPis) used in the data collection stage to gather performance data of DDS.

• Tooling: Customised tooling developed on top of the chosen DDS performance bench-

marking tool to enable automated experimentation across an optionally-configured range

of QoS settings.

• Performance Evaluation of DDS

– Virtualisation: Insights into how DDS performs in virtualised conditions, including

its interaction with MC and malicious attacks.

– MC: Analysis of how MC impacts DDS performance including counter-intuitive find-

ings based off data collected across all three testbeds with various deployment strate-

gies of participants.

– Data Length: Insights into how varied data lengths impact DDS in terms of latency

and throughput when directly compared as well as its interactions with other QoS

parameters.

– Simulated Network Noise: Analysis into how throttling the BW at varying levels

impacts the performance of DDS.
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• ML Application: Pioneering the application of ML for the prediction of DDS perfor-

mance as characterised by distribution percentiles. Initial applications involved LR and

RF.

• Performance Evaluation of ML: Further development of ML modelling with two

new models (XGB and FFNNs), data from a larger testbed which better characterises

the scalability of DDS, two new levels of simulated network noise, a new approach to

the model output, and a deeper analysis into various modelling techniques and data

transformations.

The findings and methodologies presented herein are anticipated to benefit researchers,

practitioners, and system designers engaged in the development and deployment of DDS.
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Chapter 2

Literature Review

2.1 Introduction

DDS is a widely used communication specification that has been used for over two decades. Its

usage is embraced by a variety of industries due to its characteristics that facilitate incorporation

into real-time, mission-critical, and distributed systems. These industries include, for example,

autonomous vehicles, military defence systems, energy management systems, and air traffic

management systems. Development of DDS first began in 2001 by Real-Time Innovations

(RTI) (RTI n.d.) and Thales Group (Thales Group n.d.) before the OMG (Object Management

Group n.d.) published the first version of the DDS specification in 2004.

This chapter serves as the foundational background and literature review for the experi-

mental investigations presented in this thesis. It provides essential context for understanding

the design of the experimental campaigns (Chapter 3), the analysis of their results (Chapter

4).

This chapter provides a comprehensive review of the literature on the performance of DDS,

focusing on specific implementations. It seeks to answer the question: “How performant is

DDS according to various implementations?”. Since the performance of a specification cannot

be directly measured, this review considers the performance of various DDS implementations.

The chapter focuses on its performance under default QoS settings, and the performance of

different DDS implementations as documented in the surveyed literature.

Performance evaluation of DDS is useful for practitioners and researchers as the results

demonstrate how different DDS implementations perform under different conditions, and what

affects the performance. These results, thus, help understand DDS performance better, and

contribute to making decisions that may lead to the usage of DDS over other communication
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technologies. More specifically, this thesis investigates the performance of individual DDS

implementations that should benefit the decision about which implementation to choose and

under what particular conditions. Moreover, these implementations change over time and this

can therefore affect the ranking in terms of performance. Furthermore, certain implementations

may excel in certain scenarios, e.g. implementation X may have better performance when run in

virtualised environments than implementation Y, but the opposite might be true for large data

lengths in physical or virtualised environment. A full explanation of DDS and how it works is

provided in Section 1.1. At the time of writing there are several available DDS implementations

from various companies. The leading DDS products include Connext DDS from RTI (RTI

Connext n.d.), Vortex OpenSplice from ADLINK (Vortex OpenSplice n.d.), FastDDS from

eProsima (eProsima Fast DDS n.d.), MilDDS from MilSOFT (MilSOFT n.d.), and OpenDDS

from OCI (OpenDDS n.d.). In the surveyed literature RTI product versions ranged from 4.5

to 6, OpenSplice product versions ranged from 5.4.1 to 5.5.1, OpenDDS 3.4.1 was evaluated

as well as FastRTPS 1.6.0. Most of these implementations are evaluated within the reviewed

papers and their results, and related discussion, will be stated later in this chapter. Despite

each implementation following the OMG DDS specification, they differ since the standard

does not specify exactly how certain mechanisms must be implemented. In this chapter we

attempt to provide a “clean” comparison of DDS implementations by considering equivalent

QoS configurations of these products.

The remainder of this chapter is structured as follows: Section 2.2 outlines the systematic

literature review methodology used. Section 2.3 presents the findings from the surveyed litera-

ture. Section 2.4 discusses the results and identifies key themes. Finally, Section 2.5 summarises

the findings and highlights research gaps that this thesis aims to address.

2.2 Research Method

The overall objective of this chapter is to identify what has been researched in the field of

experimental evaluation of DDS performance. This includes performance of DDS under default

QoS conditions, and specific use cases such as air traffic management, video streaming, etc. To

achieve this, we have applied a systematic literature review which is a well-defined and precise

method of identifying, evaluating and analysing studies related to the subject of interest. A

systematic literature review here aids in identifying any research gaps to create a foundation

whereby further investigative research work can be realised. The research method, from which

this chapter stems from, is explained in (Kitchenham et al. 2009). This method has been used
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throughout other survey papers related to DDS such as (Köksal & Tekinerdogan 2017). There

exist six main points of the proposed approach, which have been tailored slightly to suit our

survey:

1. Identification of the research question

2. Identification of a search strategy

3. Identification of the study selection criteria

4. Data extraction from studies

5. Data summary from data extractions

6. Critical analysis and theme identifications

The structured process commences with the identification of the research question and any

sub-questions. This is in preparation for the following step: identifying the scope, since the

questions aid in the creation of the scope for the papers of interest. Since the focus of this

chapter is the experimental performance assessment of DDS, the scope is limited to just that

and any papers regarding other (related) topics, for example security vulnerabilities of DDS,

have been excluded. Once the scope is identified, we can then create a search strategy to collect

all (to the best of our knowledge) the papers of interest. This strategy defines where searches

will be made and what the search terms are to reproduce these search results if required. After

the completion of this step, we are left with a collection of studies from various literature,

e.g. journals, conferences and symposiums proceedings, etc. From this initial collection we

filter out any unrelated papers where these filtering rules are identified later in Section 2.2.4.

This produces a collection from which we extract the data that benefits in answering the

given research question. Once the data is extracted and summarised, we critically analyse

the literature and identify themes where we group the papers according to their theme. We

complete the survey paper with identification of research gaps and possible future work.

2.2.1 Research Question

This thesis focuses on surveying results about experimental performance evaluation of DDS.

Since DDS itself is a specification, one cannot meaningfully evaluate its performance and we

can instead use a sample of the most reputable DDS implementations to do so. This has led

to the research question: “How performant is DDS according to its implementations?” which

defines a scope for the rest of this chapter involving two main sub questions.

A research sub-question is as follows: “What is the difference in performance of various

DDS implementations?”. Various DDS implementations have been evaluated in the surveyed
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literature to determine which implementations excel under which conditions. As mentioned

previously within the introduction to Section 2.3.2, a complication is that various DDS im-

plementations have different versions each of which is likely to exhibit a different performance

output. We rely on the reviewed literature to provide results for various versions of a given

DDS implementation.

From these research sub-questions we generalise on the results to determine how performant

the DDS specification is according to the selected implementations.

2.2.2 Scope Identification

Once the research question has been identified, a scope had to be clarified to define what

type of papers would be pertinent for this review. We have collected possibly all (to the best

of our knowledge and efforts) papers between 2003 and 2025 that are related to DDS and

its performance evaluation. The year 2003 has been particularly chosen as this was when

the OMG released the DDS specification and 2025 is the time of which this thesis is being

written. The scope will also contain all papers that contain performance metrics related to

DDS subjects including the application of DDS with other technologies as well as evaluation of

the performance of DDS within virtualised environments.

2.2.3 Search Strategy

The search strategy includes any means of identifying potential papers of interest by applying

search terms to various literature sources including Google Scholar (Google Scholar n.d.), IEEE

Xplore, ACM Digital Library, Wiley, Science Direct and Springer. The search terms were

carefully chosen to ensure that the papers collected are relevant to the research question and

scope and include:

• “data distribution service performance evaluation”

• “data distribution service performance”

• “dds performance”

• “data distribution service performance assessment”

• “dds performance assessment”

• “opensplice dds”

• “rti dds”
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A total of 46 pieces of literature were collected including survey papers and PhD theses.

The relatively low number of the literature collected points to a lack of research in this area

and this number decreases in the next step once the selection criteria are applied.

2.2.4 Selection Criteria

The selection criteria filter out the literature of no interest. We used these criteria to further

focus on papers that aid in answering the research question and to remove any papers that are

not pertinent. The criteria included accepting papers that are written in English (some papers

were written in Korean whilst their abstracts being written in English), accepting papers that

included performance test results in the form of graphs or tables, accepting papers that did

not change how the DDS specification worked to gain performance improvements (with some

exceptions since RTI has implemented features such as AutoThrottle which is an experimental

feature that allows the user to configure a Data Writer to automatically adjust its writing rate

and send window size to provide the best latency/throughput trade-off while system conditions

change as mentioned in section 10.4 of (RTI Connext DDS Core Libraries User’s Manual 2016)).

After applying the filtering to the 46 papers, the list narrowed down to 29. Out of these,

17 papers were published in conference proceedings, 10 in journals and 2 had unidentifiable

sources (originally found as PDF (Portable Document Format) files resulting from a Google

Scholar search).

2.2.5 Data Extraction

After collecting a considerable number of papers, we extracted information related to the re-

search question and we had to identify the common data that occurred frequently throughout

all papers. This would include items of interest to the performance evaluation of DDS imple-

mentations as listed below:

• Data Length of DDS Messages

• Parameters Investigated During the Test (including both QoS and non-QoS parameters)

• Number of Publishers

• Number of Subscribers

• Products Evaluated

– Product Version

• Publication
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• Publication Type

• Paper Subject

• Number of Experimented Parameters

• Number of Products Evaluated

For each paper, we identified exactly what performance measurements were taken and then

recorded the conditions of the tests under which the measurements were obtained. This was

followed by the summary of the tests along with its corresponding conditions such as QoS

values and various items associated with its description. The data lengths recorded are the

sizes of the DDS messages sent and received during the tests whilst the number of publishers

and subscribers are self-explanatory: they are the respective participant amounts present in a

given test. The parameters investigated during the tests include both QoS and non-QoS-related

parameters where the parameters’ values were explored and experimented with. Table 2.1 lists

the parameters gathered with their corresponding descriptions.
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Parameter Description
AutoThrottle Automatically adjusts the writing rate and the send window size.
Batching Batches samples together to send instead of sending one sample at a time.
Deadline Amount of time either between writing each sample on a DataWriter or reading each sample

on a DataReader.
Destination Order Controls what sample is chosen when multiple DataWriters send the same sample to a

DataReader.
Durability Controls whether data reader that join late can access already published data.
History Controls how many samples to be stored on either the DataWriter or DataReader.
Latency Budget Provides a hint to the maximum acceptable delay from the time the data is written to the time

it is received by the subscribing applications.
Life Span Controls how long a sample can be stored in cache befor being deleted.
Liveliness Controls whether a DataWriter is “alive” in order to be used by the ownership parameter.
Maximum Transmission Unit (MTU) Size of the largest packet size that can be sent on the network.
Message Size Data length, size of the DDS message.
MC Controls whether the data can be sent one at a time or to multiple nodes at once.
Number of Nodes Amount of nodes on the network containing publishers and subscribers.
Presentation Controls how the data arrives at the data reader.
Publisher Amount Number of publishers used in the test.
Publishing Rate Samples published per second.
Reliability Controls whether missed samples are resent or not.
Subscriber Amount Number of subscribers used in the test.
Transport Priority Optional QoS parameter that describes the priority of the sample being sent.
TurboMode Adjusts the number of B in a batch at runtime according to current system conditions.

Table 2.1: Parameters and their descriptions gathered for all papers in the literature review on the experimental performance evaluation of DDS.
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DDS implementations that were evaluated based on the surveyed papers are as follows:

Vortex OpenSplice, RTI’s DDS, FastDDS, and OpenDDS. The DDS products allow users to

create required DDS applications and should not be confused with associated benchmarking

tools, such as PerfTest (RTI Perftest n.d.) provided by RTI to evaluate and monitor DDS

performance (of their, and other, products), via assessing latency, throughput, CPU utilisation,

etc.

2.2.6 Data Summary

Categorisation of the papers began by classifying the general themes of the papers followed by

documentation of the category. This led to some categories containing only a small number of,

or just one single, piece of literature indicating that these were too specific. Therefore, once

all the papers were surveyed and all categories were identified, we grouped the papers into the

following more generalised categories:

• Performance of DDS

• Performance of Applied DDS

• Performance of Virtualised DDS

Performance of DDS This is the main category of interest for this chapter. These papers

evaluated the performance of DDS, including compared multiple DDS implementations and

experimented how specific different QoS and non-QoS parameters affected the performance of

DDS.

Performance of Applied DDS Authors who applied DDS to certain scenarios or integrated

it with other technologies will have their papers placed under this category. This differs from

the previous type as with the previous types various test conditions were chosen depending

on what values were being investigated and how these values affected the performance. On

the other hand, this category specifically looked at test conditions that were customised for

certain scenarios whereby the test parameters were carefully considered to produce an optimal

performance result.

Performance of Virtualised DDS This category contains all papers that evaluated the

performance of DDS when run in virtualised environments.
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2.2.7 Critical Analysis and Theme Identification

The following themes were identified from the literature survey:

• Evaluation of Multiple DDS Implementations

• Evaluation of a Single DDS Implementation

• Evaluation of Unnamed DDS Implementations

• Evaluation of DDS Implementations in a Virtualised Environment

Some papers belong to more than one theme as they contained multiple types of tests. In

these cases, we have extracted the parts that correspond to a given theme and included it in

the related section. Thus a paper’s results can be found in more than one section.

Throughout the extraction of the test results, we have focused on three main performance

metrics: latency, throughput, and jitter. This has mainly stemmed from the fact that these

were the main metrics provided by majority of the papers. This was to be expected since

these three metrics are vital in evaluating the performance of any publish-subscribe technology.

The latency is usually measured in ms though sometimes when values are small enough, the

microseconds (µs) units are used. It should also be stated that some papers measured the

latency using the system clocks where both publisher(s) and subscriber(s) resided, and used

certain techniques to increase synchronicity between the timings. On the other hand, other

papers measured the latency on the publisher side only, by taking first the measurement a data

sample is published by a given publisher, and subsequently when the acknowledgement that a

subscriber has obtained the sample is received by the publisher. In this way the two timestamps

are taken on the same system where the publisher resides. This value, known as the Round

Trip Time (RTT) would then be halved resulting in a one-way latency. In either way, the true

one-way latency is not really obtained since the value cannot exactly be attained due to lack of

true synchronicity or the fact that the second “half” of the two-way measurement could affect

the value of the actual one-way latency and this therefore means that a “fair” comparison

cannot exactly be made which reinforces the gap in the research about the accuracy of the

latency measurements. However, there are well known approaches for attempting to get as

close as possible to this true synchronicity such as (Lamport 1978).

2.3 Results

In this section we have summarised all the results from the surveyed literature and it should be

noted that when a paper mentions that the enclosed tests are characterised with the “default”
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QoS settings, it refers to the default values stated in the DDS specification.

2.3.1 Overview of Selected Studies

A total of 29 papers were thoroughly reviewed throughout this section. From these papers, the

number of publishers involved within the reviewed experiments ranged from 1 to 45 whilst the

subscriber amount ranged from 1 to 100. Furthermore, 7 papers compared the performance

of numerous versions of various DDS implementations, 11 papers evaluated the performance

of specific DDS implementations where the tests focused on certain experimental conditions, 4

papers evaluated the performance of DDS implementations without mentioning their names or

versions, and finally, 6 papers evaluated the performance of DDS when executed in a virtualised

environment though 3 of these papers had similar authors and content. The test with the most

widely ranged configuration encompassed 8 different test variables (including QoS parameters)

and the most popular parameter was the message size which was evaluated in 13 of the papers

followed by the reliability parameter being evaluated in 8 papers. Connext by RTI was the

most popular vendor evaluated with 19 papers investigating its performance whilst FastRTPS

was the least popular product with only 4 papers.

2.3.2 Evaluation of Multiple Data Distribution Service Implemen-

tations

A total of six pieces of literature have been included within this section and all these papers

have evaluated at least two different implementations of DDS. Since these papers have been

published at different times the names of these DDS implementations may have changed and

therefore, to ensure consistency throughout the results, we refer to the ADLINK implementation

as OpenSplice, the OCI implementation as OpenDDS and finally the RTI implementation as

RTI DDS (though in many cases it was referred to by its most recent title: Connext).

Data Length

All 6 papers evaluated the performance of DDS when varying the values of data length ranging

from 2 B to 4 megabyte (MB). Typical UDP packets are 64 KB in size and therefore any

messages bigger than this are split into multiple packets and observing how this affects the

performance would be interesting since theoretically, large data lengths should increase the

latency and throughput.
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The piece of literature (Krinkin et al. 2018) tested data lengths ranging from 100 B to

100 KB and found that OpenSplice was slower than OpenDDS in terms of latency and jitter

(lower latency and higher jitter). This paper also compares the performance of OpenSplice,

OpenDDS and FastRTPS with data lengths ranging from 100 B to 1 MB where the results

from this comparison show us that OpenSplice has the highest latency, followed closely by

FastRTPS’s latency, and OpenDDS had the lowest latency of the three implementations whilst

latency increases linearly as the time progresses for all implementations. In summary, this

result shows us that whilst the latency linearly increases for all implementations (as the data

length increases), OpenSplice has the highest latency, followed by FastRTPS and OpenDDS

with the lowest latency. It must be noted that the paper mentions that all the implementations

were tested in “safe” mode, meaning that all messages were stored in memory the entire time

as well as the fact that every message was followed with a confirmation about its delivery and

this may be the reason why the processing time of each next message went up.

Performance evaluation of OpenSplice and RTI DDS was carried out in (Bellavista et al.

2013) whilst varying the data length between 128 B and 512 KB. The results in Figure 4b of the

mentioned paper shows that OpenSplice has a higher throughput up to the 4 KB mark. From

that point onwards RTI DDS significantly outperforms OpenSplice in terms of throughput since

RTI DDS has a self-contained decentralised architecture. OpenSplice crashes once a data length

of 112 KB is experimented on while RTI DDS continues performing and the authors explain

that this could be because of the saturation of the DCPS daemon continuing to consume RAM

and CPU until the crash due to such a heavy system overload. It is also stated that after

64 KB, the message must be split into multiple UDP packets which is the reason why the

throughput remains the same while the rate decreases. Data is being transported and DDS is

waiting for data to be sent before it starts writing again and RTI DDS’s defragmentation seems

to be highly optimised as mentioned by the authors of the paper. The paper also mentions

that RTI DDS saturates the bandwidth when a data length of 16 KB was used. In summary,

these results show that OpenSplice outperforms RTI DDS up to data lengths of 4 KB and for

data lengths greater, RTI DDS outperforms OpenSplice in terms of throughput.

Performance of OpenSplice for data lengths ranging from 256 B to 4 MB amongst many other

QoS configurations was carried out in (Maruyama et al. 2016). Figure 7 of the mentioned paper

shows that the latency of OpenSplice is constant for data lengths up to 4 KB where it begins

increasing non-linearly to the point where it reaches around 6 ms for data lengths of 64 KB.

Meanwhile, Figure 9 of the mentioned paper surprisingly shows a different outcome: despite the

increase in data length, the latency remains constant. This is because DDS requires marshalling
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various configurations and decisions for the QoS policy. The authors mention that they observe

a trade-off between latencies and QoS policy regardless of the data size as well as the fact that

the latencies are predictable and small even though the QoS configurations produced overhead.

Figure 9 shows us that the data length does not affect OpenSplice’s latency up to 64 KB

whilst Figure 10 of the mentioned paper shows a non-linear increase up to 4 MB before a sharp

increase in the latency when large data is split into several datagrams. From these results we

can summarise that OpenSplice’s latency increases while the data length increases as with all

DDS implementations and the degree of the increase is determined by whether the nodes are

local or remote. Specifically, OpenSplice seems to handle small data lengths significantly better

than larger data lengths.

Evaluation and comparison of the performance of OpenSplice and RTI DDS was carried out

in (Fujdiak et al. 2019) for data lengths ranging from 100 KB to 1 MB and the results seen in

Figure 6 of the mentioned paper show us that OpenSplice’s latency is significantly greater than

its competitors RTI DDS and OpenDDS which both have similar latency values. From these

results we can deduce that OpenSplice is not well-suited for large data lengths, a solidifying

trend.

It has been clearly shown that for larger data lengths, OpenSplice is outperformed by its

competitors. However, the question in focus now is how does it perform in comparison for

smaller data lengths and are the differences significant? We know from (Bellavista et al. 2013)

and (Maruyama et al. 2016) that OpenSplice’s performance is underwhelming for data lengths

greater than 4 KB, so let us investigate the comparison of OpenSplice’s performance for data

lengths below 4 KB.

OpenSplice outperforms RTI DDS in (Bellavista et al. 2013) in terms of throughput for

data lengths between 128 B and 512 KB mainly because of batching. Figure 9 of (Maruyama

et al. 2016) shows us that OpenSplice outperforms RTI DDS with a lower latency for all data

lengths from 256 B to 4 KB though it should be noted that OpenSplice is using the “reliable”

reliability setting while RTI DDS is using the “best effort” reliability setting in this graph which

is an example of an “unfair” comparison. Therefore, from these results we can summarise that

OpenSplice outperforms RTI DDS in terms of throughput for data lengths smaller than 4 KB.

At this point, OpenSplice outperforms RTI DDS for smaller data lengths and is outper-

formed by all implementations for larger data lengths. In the following paragraphs we will

investigate how the other implementations compare with each other when the data lengths

vary.

Figure 4b of (Krinkin et al. 2018) shows us that for data lengths ranging from 100 B to
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10 KB, OpenDDS outperforms FastRTPS with a lower latency. Meanwhile, for data lengths

ranging from 10 KB to 1 MB, the opposite is the case; FastRTPS outperforms OpenDDS with a

lower latency. Therefore, it seems that OpenDDS is also better suited for smaller data lengths

up to 10 KB whilst FastRTPS is better suited for larger data lengths ranging from 10 KB to 1

MB.

Figure 6 of (Fujdiak et al. 2019) shows us that between 100 to 500 KB and from 700 to

1000 KB, RTI DDS subtly outperforms OpenDDS with slightly lower delays. A strange result

is shown between 500 and 700 KB since OpenDDS outperforms RTI DDS. Comparison of

the performance of RTI DDS and OpenDDS was done in (Esposito et al. 2008) and shows

us that between 32 B and 8 KB, RTI DDS has a lower latency though the difference is not

significant, and the jitter tells us that RTI DDS has more stable behaviour than OpenDDS.

For data lengths greater than 8 KB, OpenDDS outperforms RTI DDS where the difference in

performance increases with the data length. Meanwhile, the authors in (Profanter et al. 2019)

evaluated OpenDDS and FastRTPS for data lengths ranging from 2 B to 32 KB and mentioned

that OpenDDS is considerably slower than FastRTPS throughout the tests.

In conclusion, the literature has shown that for smaller data lengths ranging from 1 B to 4

KB, OpenSplice is very performant as well as OpenDDS (though up to 10 KB in this case). The

performance of these implementations substantially worsens as the data lengths increase. For

larger data lengths ranging from 10 KB onwards, RTI DDS and FastRTPS are more performant

and better suited.

Reliability

Theoretically, the reliable value of the setting has mechanisms that introduce an overhead which

introduces the question: How significant is this overhead compared to best effort and how does

it impact the latency especially and what implementations perform best when using each value?

The first paper, (Bellavista et al. 2013), ran two types of tests that although had different

reliability values, also had different values for other QoS settings. The first test experimented

with one million packets and best effort whilst the second test looked at 5000 packets and reliable

communication. The difference in the number of packets significantly affects the results and

does not explicitly show us the impact of the reliability parameter since the authors intended

to measure the throughput and samples per second for the first type of test whilst focusing on

the latency for the second type of test. The results state that the RTT of the test where 5000

packets were sent using the reliable value was lower than the test where one million packets
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were sent using best effort. This is to be expected but exactly how different was the round-

trip time? We cannot answer this question as the authors of the paper do not share the exact

measurements or the RTT of the first test (one million packets using best effort) as they focused

on the throughput metrics as mentioned.

Another paper, (Maruyama et al. 2016), did a better job at identifying the impact of

best effort versus reliable although multiple QoS values were also set during the experiments

(confounding the interpretation of the results on how best effort affects the performance of

DDS). The paper experimented on RTI DDS and OpenSplice in a remote as well as a local

environment. The results shown in Table 4 of the mentioned paper explain that it is impossible

for RTI DDS to use reliable data greater than 128 KB whilst OpenSplice can. The authors

mention that this is due to a deficiency of additional configurations for large data on RTI DDS.

These results were obtained when running the DDS implementations remotely. Furthermore,

when ran remotely with best effort the results for both RTI DDS and OpenSplice were the

same. Data transport was possible for all data lengths except for 2 and 4 MB where the data

transport was still possible but was missing the deadline.

When running the tests locally (where messages were passed over a local loopback), it was

again impossible for RTI DDS to use data greater than 128 KB whilst OpenSplice was able

to achieve this with the same reason mentioned before. The rest of the results were the same

as mentioned before except when 4 MB of data being sent on RTI DDS using best effort was

impossible due to a halt of process or too much data loss. Figure 7 of the mentioned paper

compares the latencies of OpenSplice using reliable and RTI DDS using best effort communi-

cation and the results are quite intriguing as the graph demonstrates that the latency of RTI

DDS while using best effort communication is in fact larger than when using OpenSplice with

reliable communication meaning that the best effort method took longer. The difference in-

creases as the data lengths increase though we cannot exactly deduce that best effort produces

a larger latency as different DDS implementations were used and we cannot cleanly compare

the results as they tend to implement the reliability mechanisms in different ways. This trend

of RTI DDS best effort having a higher latency than OpenSplice reliable is shown throughout

the paper in figures 8, 9 and 10 as well.

Number of Subscribers

Overall, 2 papers evaluated the performance of DDS when varying the number of subscribers

ranging from 1 subscriber to 45. The number of subscribers that are present can affect the
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performance of DDS to a varying degree depending on other QoS parameters. On top of this,

we intend to find out what DDS implementations excel in terms of scalability. It would be

useful to first identify the impact of the number of subscribers with the default QoS settings

and then to experiment with various QoS values alongside changing the subscriber amount.

However, in terms of what has been done already, (Krinkin et al. 2018) experiments with 1, 9

and 45 subscribers in 3 separate tests. In the first test with 1 publisher and 1 subscriber it is

seen in Figure 4b of the mentioned paper that OpenSplice takes the longest to complete the

experiments throughout. Meanwhile, it is quite clear that FastRTPS has the second longest

duration followed by OpenDDS with the fastest time up to 10 KB. When compared with the

second test where 9 publishers and subscribers are present, OpenSplice still takes the longest

to complete the tests throughout all data lengths while OpenDDS and FastRTPS seem to have

similar measurements in terms of how long the tests took up to 10 KB. Between 10 KB and

1 MB, FastRTPS took longer than OpenDDS to send the packets. In the final test where 45

publishers and subscribers are present, it is again shown that OpenSplice take the longest.

However, throughout the different data lengths, both FastRTPS and OpenDDS have similar

durations and from these results we can see that OpenSplice does not handle scalability well

and the authors of the mentioned paper also state that OpenSplice has no ability to run a lot of

participants as it has a limit of 120 participants. From this we can determine that OpenSplice

is not designed for larger systems with numerous participants and large data lengths.

Scalability focused tests were ran in (Esposito et al. 2008) comparing RTI DDS and OpenDDS

where they experimented with 1, 2, 4, and 7 subscribers. For 1 and 2 subscribers, both RTI DDS

and OpenDDS had almost the exact same one-way transit time whilst for 4 and 7 subscribers,

RTI DDS outperforms OpenDDS in terms of latency. From these results we can determine

that RTI DDS handles scalability better than OpenDDS for 4 or more subscribers up to 7

subscribers.

2.3.3 Evaluation of a Single Data Distribution Service Implementa-

tion

The papers mentioned within this section have evaluated a single DDS implementation to

either evaluate the performance of DDS within a certain scenario, compare novel solutions

with traditional DDS solutions in terms of performance or even applying DDS to alternative

standards and then evaluating its performance. The usefulness of this specific segment of the

literature reviewal may result in a reinforcement of what has been previously stated in Section
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2.3.2 or the results attained may even be significantly different and will therefore produce new

questions.

Evaluation of DDS using Default QoS Settings

DDS has many competitors in terms of network communication standards and evaluating the

performance of a system using the default QoS settings as stated by the OMG standard provides

an adequate foundation for identifying the base performance of DDS. One can then tune these

parameters to identify performance benefits or detriments and we intend to discover what has

been identified in terms of the base performance of DDS using the default settings. The exact

default parameter values are listed in Table 2.2.

Parameter Default Value
Durability volatile
Deadline infinite
Latency Budget 0
Reliability reliable
History keep last

Table 2.2: Default QoS parameter values.

There are other parameters where the mentioned papers have evaluated multiple values

such as data length, total messages sent, total duration of the test, number of publishers and

subscribers, and the locations where these publishers and subscribers reside, i.e., how many

machines exist and what participants they accommodate for. With this in mind, we can

analyse the performance of DDS according to various data lengths before identifying how the

performance is affected over time throughout the duration of the test.

When a subscriber and a publisher are ran on the same local machine with the default QoS

settings and 500 B messages are disseminated, (Essers & Vaneker 2014) shows us in Figure 6

of the paper that the highest latency attained is 50 ms with an average latency of around 25

ms for the OpenDDS implementation. Meanwhile, (Almadani 2016) looked at implementing

DDS within the petroleum industry and ran tests using the default QoS settings as mentioned

using the RTI DDS implementation and the results when compared to the previous paper are

similar. For 512 B messages, the results show an average latency of 18 ms which is lower than

that of OpenDDS (25 ms).

When varying the data lengths, Figure 8 of the mentioned paper shows that the latency

increases exponentially after being constant up to 256 B and this trend was present when

experimenting with one publisher and multiple subscribers. This pattern was also seen in DDS
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for industrial automation where the latency was constant up to 512 B before exponentially

increasing.

To summarise, on average, latencies seem to be constant up to 256 B before exponentially

increasing while for message sizes of 512 B, an average latency between 18 to 25 ms is achieved.

Performance Impact of Reliability

One of the most popular experiments carried out throughout the analysed literature includes the

comparison of performance when the reliability is set to best effort versus reliable. Theoretically,

the best effort reliability should provide a lower latency as there are no mechanisms that

introduce overheads confirming message dissemination. However, in this section we aim to

investigate how significant the influence of the introduced performance overhead is and therefore

will become a vital deciding factor that may lead to the usage of a reliable setting. This section

is different to Section 2.3.2 since we are not comparing the performance of two different DDS

implementations but rather the performance of the same DDS implementation with different

reliability values.

Figure 6 of (Do & Franklin 2011) shows us that reliable and best effort values of the same

QoS setting combinations seems to have similar results in terms of latency when ran on the

RTI DDS implementation.

Figure 10 of (Yang et al. 2012) indicates that for data lengths between 16 B to 128 B, reliable

has a higher latency as expected. For messages of 8 B, it seems that the latency produced from

both best effort and reliable seem to be almost the same and this also seems to be the case for

256 B messages as well as 4096 B messages. In terms of throughput, (Almadani 2016) shows

us in Figure 11 that for 2 and 4 subscribers, both reliable and best effort produce the same

throughput. For any more subscribers, the reliable reliability produces more throughput as

expected.

To summarise, theoretically we expect the latency and throughput of reliable tests to be

higher than that of best effort. This has proven to be true in most cases, though for messages

of 8, 256, and 4096 B the latency seems to be almost the same for both reliable and best effort.

Furthermore, when up to 4 subscribers are present, the effects of the reliable value are not

shown.
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Performance Impact of Quality of Service Tuning

Two papers have looked at tuning the QoS settings to suit their scenarios to gain the best

performance. We can therefore collect the results from these results to determine how the

changes in QoS affected the performance.

The first paper, (Almadani, Aliyu & Shakshuki 2015) ran tests with a durability of “volatile”,

reliability of “reliable”, liveliness of “automatic”, history of “keep last” with a depth of 5 (in-

stead of 1), owner of “exclusive” (instead of shared), owner strength of 5 (instead of 0), and

a minimum separation value of 0.2 seconds (instead of 0) whilst using RTI DDS. A total of

100,000 messages of 28 B in length were sent and the performance both with and without the

QoS settings were compared. In terms of throughput, the results were very similar, and the

differences were not noticeable. The tuned QoS tests had an average throughput of 769 Mbps

whilst the default settings produced an average throughput of 778 Mbps. When looking at the

latency results, of the 10 iterations, 5 produced lower latencies with the tuned QoS settings

whilst the other 5 produced higher latencies. It is worth noting that on the 6th and 7th itera-

tion, the tuned QoS tests produced the highest latencies of 5500 to 7000 µs whilst the default

QoS parameters had latencies of 3500 and 3200 µs respectively. Figure 7 of the mentioned

paper shows that these experimental results seem to be outliers.

Another paper, (Al-Madani & Ali 2017), evaluated the performance using a durability of

“transient local”, a reliability of “best effort” on the publisher and “reliable” on the subscriber, a

history of “keep all” on the publisher and “keep last” on the subscriber, and unlimited resource

limit on the publisher and a value of 1 for the subscriber. The tests also compared between

Local Area Network (LAN) and Wide Area Network (WAN) and increased the number of

publishers and subscribers up to 6. The results for the default QoS settings show a lower latency

throughout all publisher and subscriber amounts. There exists a difference of around 5 ms

between the default and non-default QoS settings with the default QoS producing lower latencies

which is an outrageous difference. Overall, the latency linearly increases as the participants

increase and these results are the same for the WAN tests. The throughput follows the same

pattern though the default QoS settings has less throughput in both the LAN and WAN cases.

Performance Impact of Scalability

These reviewed papers have investigated the effect on the performance of DDS in terms of

scalability which includes varying the number of publishers, subscribers, DataWriters, and

DataReaders.
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Throughout the reviewed literature, two papers have investigated the effects of adding

participants. The first, (Rhoades et al. 2007) experimented with values of data lengths ranging

from 128 to 32768 B and increased the number of subscribers up to 7 whilst using a true

MC setting. The results show that the median latencies increase linearly as the number of

subscribers increase for data lengths up to 8192 B. Furthermore, the increase for 32768 B

messages in terms of latency from 1 subscriber to 4 was greater than from 4 subscribers to 7

and it must also be noted that the 32768 B messages had outrageous maximum latencies of

around 5000 µs. Moreover, when 2 subscribers were used, the 128 B messages had a higher

maximum latency that all other lengths up to 8192 B. As well as this, 4 KB messages with 7

subscribers had a maximum latency of 2000 µs while 8 KB messages had a maximum latency

of just over 1000 µs.

The second paper, (Almadani, Bajwa, Yang & Saif 2015) ran tests using messages of 1024

B, 1 publisher and various subscriber amounts. For the experiments where 1 publisher is used,

the latency increases linearly with the number of subscribers. When 2 to 4 publishers were

active the latency did not follow the same pattern as before. In fact, the latency decreased

when a second subscriber was added and then continued to increase for all other additional

subscribers. In terms of the throughput, 150 B messages were transported and in the case of

1 publisher and many subscribers, the throughput seemed to remain constant throughout the

increase of subscribers with a slight decrease from 6 subscribers to 8. Figure 9 of the mentioned

paper shows that when multiple publishers are used the increase in publishers seems to increase

the throughput when comparing 2 publishers to 4. It seems an increase in subscribers does not

affect the throughput.

Other Experimental Findings

Other experimental findings are those that have not exactly been repeated in multiple papers.

These tend to be papers that have carefully tuned the QoS parameters to suit specific scenarios

that the authors were interested in.

Performance of DDS when both on LAN and WAN was carried out in (Do & Franklin

2011). The paper alternates between using a 100 Mbps LAN ethernet versus a 54 Mbps WAN

connection. The results show that for messages of 28 B in length, a minimum latency of 375 µs is

attained on the LAN connection. Furthermore, the paper mentions that the WAN experimental

results tend to have high variance whilst the LAN experimental results were much more stable.

From these results we can conclude that LAN tests are preferred due to its stability though
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WAN is capable of being used when required.

Evaluation of the performance of DDS when varying values of the latency budget was carried

out in (Yang et al. 2012). The authors experimented with values between 0 and 100 and the

results of the experiments found that a higher latency budget led to a higher average latency

with only a difference of 40 µs. The case was the opposite for the maximum latency values. It

was also found that a higher latency budget led to higher jitter.

Overall, we have seen from the non-categorised experiments on individual DDS implemen-

tations that using MC improves application performance with multiple participants, WAN

measurements have high variance compared to LAN, a higher latency budget leads to a higher

average latency, lower maximum latency, and a higher jitter, TurboMode improves throughput,

and finally, AutoThrottle reduces the latency at the cost of throughput.

2.3.4 Evaluation of Unnamed Data Distribution Service Implemen-

tations

Four pieces of literature evaluated the performance of DDS and the authors had not specifically

stated the implementation that they used or may have used simulations.

Evaluation of Scalability on DDS using Simulations

Two papers investigated the effects of DDS under network simulations whilst increasing the

number of participants for each test. It should be stated that simulation performance may not

be the same as the performance from a physical setup and should therefore not be compared.

The piece of literature (Lee et al. 2015) ran tests with 1024 B messages whilst increasing the

number of subscribers from 20 to 100. The results show that the latency increases linearly with

the number of subscribers with the increase between 20 and 60 subscribers being greater than

the increase between 60 and 100 subscribers. The results also show that the latency ranges

from 5 ms at 20 subscribers to 7 ms at 100 subscribers. There is an almost linear increase in

the number of messages in correspondence with the increase in subscribers. At 20 subscribers

there are around 1000 messages being sent whilst at 100 subscribers there are around 13,500

messages being sent which is a much larger increase than what was seen in the latency.

Another paper, (Kim et al. 2015) evaluated the performance of DDS when varying the

number of DataWriters and DataReaders over 50 and 100 participants. Eight scenarios were

run increasing the number of DataWriters and DataReaders by 50 per scenario resulting in the

first scenario having the least number of DataWriters and DataReaders and the eighth scenario
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having the greatest number of DataWriters and DataReaders. The results show a strange

pattern. Scenario 5, with 100 participants, 200 DataWriters and 200 DataReaders had the

lowest throughput in terms of messages per participant whilst Scenario 4 with 50 participants,

350 DataWriters and 350 DataReaders had the highest throughput. A linear increase is then

seen from Scenario 5 up to Scenario 8. It seems that the throughput shown in terms of messages

per participant increases with the amount of DataWriters and DataReaders.

In summary, 2 papers have evaluated the performance of DDS whilst increasing the number

of participants or DataWriters/DataReaders. Generally, the latency increases with the number

of subscribers and so does the throughput though much more significantly. When adding

DataWriters and DataReaders a strange pattern is observed where 100 participants with 200

DataWriters and DataReaders produces a lower throughput than 50 participants with 350

DataWriters and DataReaders though the throughput generally increases with the number of

DataWriters/DataReaders.

Evaluation of the Impact of Multicast

Two papers also investigated the impact of the use of the MC setting. Both papers ran tests with

the exact same configurations (though one varied the messaging rate from 50 to 100 samples

per second). Both papers sent a total of 10000 messages using the best effort reliability and

varied the message sizes from 32 B to 63 KB.

Focusing on the UC results, (Youssef et al. 2015) showed a very shallow linear increase up

to 8192 B before an exponential rise from 8192 B to 63 KB in terms of latency. The second

paper, (Youssef et al. 2018) also shows a linear increase in the latency from 32 to 8192 B with

an exponential rise from 8192 B to 63 KB.

The first paper mentioned found similar patterns as the UC results within its MC results

with a higher latency at 63 KB. The second paper shows that the use of MC provides a constant

latency up to 512 B with a linear increase from 512 to 8192 B followed by an exponential rise

from 8192 to 63 KB which is very similar to the UC results. In terms of the actual latency

values being impacted by MC, the results show that using MC seems to increase the latency

very slightly overall for all data lengths in both papers with the second paper showing a larger

increase.
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2.3.5 Evaluation of Data Distribution Service Implementations in a

Virtualised Environment

This section will look at papers that have evaluated the performance of DDS whilst using virtual

machines to deploy the DDS implementations. A total of five papers have been categorised

under this section though three of these papers were written by Marisol Garcia-Valls, Rosbel

Serrano-Torres, and Pablo Basanta-Val and include the same content. These three papers are

(Garćıa-Valls & Basanta-Val 2017), (Basanta-val & Serrano-torres n.d.) and (Serrano-Torres

et al. 2013).

These papers ran tests with default QoS parameters, 1 publisher, and 1 subscriber and

the focus of these papers was to identify the effects of virtualisation on DDS. In terms of

virtualisation overhead, the results dictate that small data has more virtualisation overhead

and RTI has more virtualisation overhead than OpenSplice for both small and medium data.

When looking at the results in terms of blocking time, its seen that RTI has a greater blocking

time in general than OpenSplice though virtualisation significantly increases the blocking time

for both implementations.

Overall, it seems that OpenSplice is better suited for virtualisation than RTI DDS from

these results since RTI has less invocations per second, more virtualisation overhead, and a

greater blocking time.

Tests were run on virtual machines in (Ferreira & De Oliveira 2017). A total of 11000

messages of 250 B were sent during the test along with MC. The results in the graphs of the

paper show an average latency in the range between 270 and 320 µs. The paper states that the

maximum latencies vary from 1 to 5 ms but are less than one percent of the total samples and

the quantile graphic shows that more than 95% of the samples are very close to the median.

2.4 Discussion

2.4.1 General Discussion

This chapter has analysed the literature and identified the results for several categories; eval-

uation of single, multiple, and unnamed DDS implementations, and evaluation of DDS within

a virtualised environment. In this section we intend to generalise on the findings from the

previous section and to identify any points of interest. It is vital to state that any products

that are described as having a better performance is only a result of the survey of the men-

tioned literature throughout the paper and does not explicitly mean that the certain product
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will always behave in the described way.

As mentioned before, to compare multiple DDS implementations, its best to narrow the

results down according to each configuration parameter. Starting with the data length, the

results show us that OpenSplice and OpenDDS are better suited for small data whilst RTI

DDS and FastRTPS are better suited for larger data. When looking at reliability, the literature

has shown that OpenSplice can use reliable data over 128 KB messages whilst RTI DDS cannot.

On top of this, RTI DDS seems to lack the ability to send 4 MB messages using best effort

and it’s also shown that RTI DDS’s latency when using best effort is greater than OpenSplice’s

latency when using reliable though it’s not recommended to compare these results as they are

different implementations with different reliability settings. When looking at scalability and

increasing the number of subscribers, OpenSplice is not well-suited for scalability taking the

longest to complete all tests. OpenDDS and FastRTPS generally have similar results and are

faster than OpenSplice. RTI DDS outperforms OpenDDS in terms of latency for subscribers

ranging from 4 to 7. Therefore, it seems that RTI DDS may be the most performant when

focusing on scalability though an inadequate amount of experiments have been carried out to

solidify this hypothesis as well as the fact that it is quite difficult to justify this increase in

scalability as the gap is minimal jumping from 4 to 7 subscribers compared to a significant

increase in the tens or hundreds.

We can use the results from the papers that evaluated a single DDS implementation to

solidify what has been presented for certain implementations and to also see how various QoS

settings affect the performance of DDS when their default values are used. For these default

settings, it seems that RTI DDS has a lower average latency than OpenDDS. From these results

we cannot confidently say that RTI DDS outperforms OpenDDS though from what is seen, it

does for default QoS settings. Looking at the effects of reliability on the performance of DDS

is unclear. The literature has shown that reliable and best effort seem to produce similar

results as well as the fact that the reliable value increases the throughput for more than 4

subscribers. Finally, when focusing on scalability, it’s strange that the increase in latency from

one subscriber to four was greater than the increase in latency from four subscribers to seven.

This could mean that as more subscribers are added, the latency increase is reduced indicating

a non-linear trend. The results also show that when 7 subscribers are used, 4 KB messages

had a higher maximum latency than 8 KB messages. Furthermore, the results indicate that

increasing the number of subscribers does not affect the throughput which is opposite to our

theoretical understanding. Increasing the number of subscribers ensures that more data must

be sent which should therefore lead to an increase in the throughput. However, we cannot
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state that this reason is concrete as this depends on how loaded the network is as well as other

factors.

Again, we can find the results useful when evaluating unnamed DDS implementations to

identify how DDS performs and when looking at the scalability of DDS under simulations its

seen that the latency only increases by 2 ms when the subscribers increase by 80 whilst the

number of messages sent increases by 12500. This indicates that the throughput drastically

increases which is the opposite of what was stated/seen in the previous paragraph. MC does not

seem to significantly impact the performance of DDS. Overall, adding MC seems to increase the

latency instead of decreasing it, though this statement is only proven by two papers and should

therefore be taken lightly. Finally, in terms of the performance of DDS under virtualised

environments, OpenSplice is better suited for being run in a virtualised environment than

RTI DDS as OpenSplice in a virtualised environment has more invocations per second, less

overhead, and less blocking time even though for both implementations, virtualisation takes up

a significant portion of the total execution time.

2.5 Conclusion

DDS has been used for almost three decades and its applications are numerous ranging from air

traffic control systems to autonomous vehicles. Over the years DDS has been improved and var-

ious features have been added to it despite it already being flexible due to the ability to control

various QoS parameters and hopefully DDS continues to improve in the future. Investigating

how DDS performs under what conditions can help us understand where its weaknesses and

strengths lie and what one can do to improve this specification further. However, the literature

evaluating the performance of DDS has been quite minimal and this has been identified within

this chapter. As well as this, majority of the papers do not look at distribution of measurements

and are instead based on the point estimates which indicates a significant gap in the research.

In this chapter, we have carried out a systematic literature review on the evaluation of

the performance of DDS. From the many papers on DDS we identified 46 that mentioned

performance of DDS and may or may not have included performance metrics. Applying our

filtering, we narrowed these papers down to 29 from which we analysed the content and gener-

alised on the themes and findings. The categories explored include evaluation of multiple DDS

implementations, evaluation of a single DDS implementation, evaluation of unnamed DDS im-

plementations, and evaluation of DDS implementations in a virtualised environment. We have

extracted the various experimental performance tests carried out on DDS as well as the results
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from these experiments and have identified certain themes within the research as well as specific

gaps.

This chapter has only reviewed the performance of DDS under experimental evaluations and

we believe that there is still more to be done in terms of evaluating the performance of DDS,

such as model-based evaluations of DDS, experimental evaluations of security-enabled DDS,

and model-based evaluations of security-enabled DDS. A literature review on the model-based

prediction of DDS performance is contained within Chapter 5.
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Chapter 3

Experimentation

3.1 Introduction

The performance of DDS is critical for the real-time systems that depend on it, yet its com-

plexity makes performance evaluation a significant challenge. This difficulty stems from a vast

configuration space, with dozens of interacting QoS parameters, and a high sensitivity to the

underlying hardware and network infrastructure. Predicting how a specific configuration will

behave under certain conditions is notoriously difficult without empirical data. This chap-

ter details the rigorous experimental methodology designed and executed to generate many

comprehensive, foundational datasets for the purpose of understanding and predicting DDS

performance. The work described herein serves as the bedrock for the subsequent performance

analysis in Chapter 4 and the predictive modelling in Chapter 5.

To navigate this complexity, we adopted a systematic, bottom-up research methodology. We

begin by detailing the design and rationale for our experimental environments. This includes

two distinct physical testbeds and a virtualised platform, chosen to ensure the validity, robust-

ness, and reproducibility of our findings across different infrastructures. We then introduce

the custom software suite developed for this research: a benchmarking tool for performance

measurement (RTI’s Perftest), an automation framework to manage the large-scale execution

of thousands of unique configurations, and an analysis tool to explore the impact of DDS QoS

parameters.

Following the description of the infrastructure and tooling, we describe the series of ex-

perimental campaigns that were conducted. Each campaign was designed to systematically

investigate specific hypotheses regarding the influence of factors like message size, network

noise, and communication patterns on DDS performance. We then explain the multi-stage
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data processing pipeline that was developed to clean, transform, and structure the raw out-

puts from these campaigns. Finally, we conclude by presenting the curated datasets that are

the primary output of this experimental work. This process uncovers non-trivial performance

characteristics and provides the robust, empirical foundation required for the analytical work

and predictive modelling that follows.

3.1.1 Contributions

The primary contributions of this chapter are as follows:

• The design and implementation of three distinct, controlled test environments (two phys-

ical and one virtualised) to facilitate reproducible DDS performance analysis.

• The development of a bespoke software suite for automated experiment execution, data

collection, and preliminary analysis, enabling the systematic exploration of the vast DDS

configuration space.

• The execution of over 20 systematic experimental campaigns, resulting in many large-

scale, empirical datasets capturing DDS performance across thousands of configurations.

• The curation of the raw experimental data into 17 well-structured, analysis-ready datasets,

which serve as the foundation for the subsequent analysis and modelling chapters.

3.2 Testbeds

To comprehensively evaluate the performance of DDS across different operational conditions,

three distinct testbeds were established, as summarised in Table 3.1. This multi-environment

approach ensures that our findings are robust and not confined to a single type of infrastructure.

We used one virtualised environment to represent a common enterprise or cloud deployment,

and two physical environments of different scales to provide a controlled, reproducible baseline

for performance measurement.

3.2.1 Justification for Choice of Testbeds

The selection of testbeds for this research was guided by the need to balance realism with

experimental control. The virtualised testbed was chosen to represent a typical, non-isolated

enterprise or cloud environment, where DDS applications often coexist with other services and

compete for resources. This setup, with its inherent network noise, provides a realistic setting

for evaluating DDS performance under less-than-ideal conditions.
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The physical testbeds, constructed from Raspberry Pi (RPi) clusters, were chosen for several

reasons. Firstly, they provide a low-cost, power-efficient, and physically isolated environment,

which is crucial for conducting controlled and reproducible experiments. The absence of un-

predictable network noise in these clusters allows for a clearer measurement of the impact of

specific DDS parameters on performance. Secondly, RPis, with their resource-constrained na-

ture, are representative of many real-world embedded systems where DDS is deployed. By

testing on this hardware, the findings of this thesis are more directly applicable to a wide range

of practical use cases. While more powerful, industrial-grade hardware would offer a different

performance profile, the use of RPis allows for a more accessible and replicable experimental

setup, which is a key consideration for the broader research community.

Specification Virtualised 3-Node
Cluster
(3Pi)

5-Node
Cluster
(5Pi)

Hardware Shared Server RPi 3A+ RPi 4B
CPU Virtualised 1.4GHz 1.5GHz
RAM 8 GB 512 MB 4 GB
Operating
System

CentOS 7.9 RPi OS RPi OS

Network
Interface

Virtualised Ethernet Ethernet

Table 3.1: Summary of Testbed Specifications

3.2.2 Virtualised Testbed

The first testbed comprised four Virtual Machine (VM) hosted on City, St George’s, University

of London’s shared infrastructure. This setup was designed to emulate a typical, non-isolated

enterprise environment where DDS applications might coexist with other services, competing

for network and computational resources. Each VM was configured with CentOS 7.9-2009,

allocated 8GB of RAM and a 250GB HDD. The machines operated on a Virtual Local Area

Network (vLAN), meaning the network was shared with numerous other VMs and services. This

inherent “network noise” was a key characteristic of this testbed, allowing for the evaluation of

DDS performance under real-world conditions.

3.2.3 Physical Testbeds: Raspberry Pi Clusters

To complement the virtualised testbed, two physical testbeds were constructed using clusters

of RPi devices. These clusters provided a low-cost, power-efficient, and physically isolated
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environment, enabling highly controlled and reproducible experiments, free from the network

unpredictability of the shared vLAN. This absence of unpredictable network noise was crucial

for clearly measuring the impact on performance of DDS under controlled conditions. Both

clusters followed a controller-slave architecture, where a single controller node managed the

experiments on the slave nodes.

Key features common to both physical testbeds include:

• Connectivity: All nodes in each cluster were connected via a dedicated Ethernet switch

to a private, isolated local network.

• Control: The controller node in each cluster (named k1) was equipped with cellular

internet access via a router, allowing for remote management and data retrieval.

• Reliability: Each slave node was connected to a Tapo P100 smart plug, creating a remote

power management system. This allowed for manual power cycling to recover any node

that became unresponsive during long-running experiments, ensuring high availability.

The 3-Node Cluster (3Pi)

The smaller physical testbed consisted of one RPi 3B and two RPi 3A+ nodes. It included one

controller (k1) and two slaves (p1, p2). This testbed served as a pathfinder, used for initial

experiments and to validate the experimental tooling in a simple, controlled setting before

deployment on the larger cluster.

Network Performance Characterisation To establish a baseline for the network’s maxi-

mum capacity, the iperf tool was used. The tests, run between all pairs of slave nodes, revealed

a stable network with an average throughput of 5.5 Mbps and a maximum observed throughput

of 9 Mbps, consistent with the capabilities of the 100 Mbps Ethernet ports on the RPi 3A+

under load. One might ask why a low value of 9 Mbps was observed instead of something closer

to the theoretical maximum of 100 Mbps. This is due to the nature of the switch used in the

testbed, which has 5 10/100/1000 Mbps ports and therefore dynamially negotiates the speed

of each port based on the connected device.

The 5-Node Cluster (5Pi)

The larger physical testbed comprised five RPi 4B nodes (4GB model), with one controller (k1)

and four slaves (k2 through k5) as shown in Figure 3.1. This more powerful environment, with

its Gigabit Ethernet capabilities, was designed to investigate the scalability of DDS performance
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Figure 3.1: Physical 5-Node RPi Cluster Testbed

with an increased number of participating nodes.

Network Performance Characterisation Throughput tests using iperf were conducted

across 12 permutations of client-server pairs among the slave nodes. Anomalous results were

filtered and the results showed a robust average throughput of 94 Mbps. A single measurement

of 1120 Mbps was recorded; however, this was dismissed as a measurement anomaly, as it

exceeds the theoretical maximum of the Gigabit Ethernet interface and was not reproducible.

The stable 94 Mbps figure was therefore taken as the representative network capacity.

3.3 Tools

To facilitate the extensive and complex experimentation required for this research, a suite of

three primary software tools was employed. This suite consisted of a well-established bench-

marking tool (Perftest), a custom-built automation framework to manage the experiments

(AutoPerf), and a tool for post-experiment parameter analysis (PAT).

3.3.1 RTI Perftest

The core performance measurement was conducted using RTI Perftest1, a command-line utility

designed to benchmark the performance of DDS systems. It is a specialised tool for measuring

1The source code and documentation for RTI Perftest are available at: https://github.com/rticommunity/
rtiperftest
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key metrics such as minimum latency, maximum throughput, and loaded latency across a wide

range of configurable scenarios. This benchmarking tool was chosen after careful consideration

of its capabilities, ease of use, and compatibility with the RTI Connext DDS implementation

used in this research. Other benchmarking tools were found to be obslete, unsupported, or

lacking the necessary features for our requirements. This choice initiated the collaboration

with RTI, which provided support and resources to enhance the tool’s functionality for our

specific needs.

Perftest operates by creating two distinct application types: a Perftest Publisher and a

Perftest Subscriber. To avoid ambiguity with the underlying DDS entities, we refer to these as

PPub and PSub, respectively, while the standard DDS entities are referred to as DPub (DDS

Publisher) and DSub (DDS Subscriber).

A crucial aspect of the Perftest architecture is that each of its applications contains both

a DDS publisher and a DDS subscriber. That is, a single PPub application hosts one DPub

and one DSub, and likewise for the PSub application. This internal structure allows the tool

to manage the two-way communication necessary for metrics like round-trip time and latency

measurement.

The tool allows the usage of two types of tests: latency or throughput. The latency tests

are widely known as ping-pong tests where the publisher will send a latency measurement

packet to the subscriber after taking a timestamp. Once the subscriber receives this latency

measurement packet it returns it immediately and the publisher records the second timestamp

after receiving the packet. This process is repeated continuously until either the defined total

number of samples to be sent has been met or the test duration has been reached.

The throughput test is similar to the latency test. The publisher starts by taking a times-

tamp before sending a latency measurement packet (the same case as the latency test). Once

the subscriber returns this latency measurement packet the round-trip time is recorded and the

one-way latency is calculated by dividing this round-trip time by two. Once this measurement

has been taken, the throughput test differs because the publisher then publishes a user-defined

amount of throughput packets of a user-defined size. Once this amount of throughput packets

has been communicated, the publisher will then send a latency measurement packet. Therefore,

in summary, the latency test only sends latency measurement packets while the throughput test

sends a latency measurement packet followed by a defined amount of throughput packets and

the process is repeated. Figure 3.2 gives a visual comparison of the two types of performance

tests. It should be noted that the packets shown in the figure are constant streams of commu-

nication.
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Figure 3.2: Latency and Throughput Test Comparison in RTI’s Perftest.

The tool records the latency only on the first publisher. That is the publisher with an

ID value of 0. This means that in the case where multiple publishers are present within the

test, only the first publisher is recording the latency. With this in mind, it should be noted

that this latency value is not exactly the “true” latency. The “true” latency would in this

case be how long it takes the publisher to send a message to all subscribers. This includes

the acknowledgement from all subscribers. However, since the tool describes that only the first

publisher will send a single latency measurement packet to a single subscriber, the “true” latency

measuring the transmission of a message is not recorded. Nonetheless, an aspect of the latency

is still being recorded and we can use this metric to evaluate the performance of DDS. Javier

Morales, the head of the team behind RTI Perftest assisted in the usage of the benchmarking

tool throughout this work resulting in an ongoing collaboration with the developers of the

leading DDS product for the past 5 years. He has assisted in understanding the granular

functionality of the benchmarking tool and its configuration abilities. This collaboration has

benefited both parties with discussion resulting in updates to the tool allowing functionality

to write results to a file as well avoiding errors in undesired default configuration values which

has increased the velocity of the experimental performance evaluation data collection stage.

3.3.2 AutoPerf

While RTI Perftest is effective for single tests, the scale of this research, requiring thousands

of unique configurations, necessitated a robust automation solution. To this end, a bespoke

automation tool named AutoPerf2 was developed in Python. AutoPerf is a framework built

around Perftest, designed to orchestrate the entire experimental lifecycle from test generation

to data collection. The tool was developed using a modern software stack, including the use of

pytest for a comprehensive test suite to ensure reliability.

AutoPerf’s design is modular, allowing for flexibility and extensibility. Its key features

include:

2The source code for AutoPerf is available at https://github.com/kaleem-peeroo/AutoPerf/tree/oop refactor

41

https://github.com/kaleem-peeroo/AutoPerf/tree/oop_refactor


• Automated Testing: Runs a large number of performance tests with minimal human

intervention.

• Flexible Configuration: Defines complex test scenarios using a simple and intuitive

Tom’s Obvious, Minimal Language (TOML) configuration file.

• Resilient Operation: Automatically retries failed tests, resumes interrupted campaigns,

and handles unresponsive machines.

• Remote Execution: Runs tests on remote machines using Secure Shell (SSH), facili-

tating distributed experimentation.

• Detailed Logging: Tracks the status of each test in a comprehensive Experiment Status

Spreadsheet (ESS).

Its features can be grouped into three key areas:

Test Definition and Generation: AutoPerf provides two methods for generating test con-

figurations. To simulate imperfect network conditions, it was integrated with the standard

Linux tc (traffic control) utility. Before each test run, AutoPerf constructed and executed the

appropriate tc commands on the slave nodes, allowing for the dynamic application of specific

network conditions.

Execution, Monitoring and Resilience: The tool manages the execution of test cam-

paigns, which can be queued to run in sequence. State management and monitoring are han-

dled through a mechanism named the ESS. For each campaign, an ESS file is created as a

gzip-compressed JSONL file (.jsonl.gz), where each line represents a single test attempt with

its configuration, timestamps, and outcome, including any errors. This structured log serves

two critical functions: firstly, it provides a detailed audit trail for monitoring and debugging.

Secondly, it enables robust resilience; if a campaign is interrupted, AutoPerf consults the ESS

to identify the last successful test and resumes the campaign from that point, preventing data

loss and redundant work. The tool also provides real-time feedback to the user’s console using

the rich library and can automatically power-cycle unresponsive nodes using the tapo library.

Data Management: After each test run, AutoPerf automatically retrieves the output, parses

the key performance metrics using the pandas and numpy libraries, and aggregates the results.

The final, structured datasets are stored in the efficient Apache Parquet (Parquet n.d.) format

using the fastparquet library.
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Configuration

Every experimental campaign is defined by a central configuration file using the TOML format,

which is parsed using the toml library. Configuration files are structured with one or more

[[campaigns]] sections, each defining a set of experiments. This file dictates the behaviour

of AutoPerf, specifying the test generation strategy, the QoS parameters to be explored, the

network noise settings, and the machine details for the testbed nodes. An example of such a

configuration file is shown in Listing 3.1.

[ [ campaigns ] ]

campaign name = ”My F i r s t Campaign”

gen type = ”pcg”

max f a i l u r e s = 10

max re t r i e s = 3

r e s t a r t a f t e r r e t r i e s = 2

ping attempts = 3

ssh attempts = 3

[ campaigns . q o s s e t t i n g s ]

du r a t i on s e c s = [ 10 , 20 ]

da ta l en byt e s = [1024 , 2048 ]

pub count = [ 1 , 2 ]

sub count = [ 1 , 2 ]

u s e r e l i a b l e = [ true , f a l s e ]

u s e mu l t i c a s t = [ true , f a l s e ]

d u r ab i l i t y = [ 0 , 1 ]

l a t ency count = [ 1 0 0 ]

[ [ campaigns . s l ave mach ines ] ]

hostname = ”machine1”

pa r t i c i p an t t yp e = ”pub”

ip = ”192 . 168 . 1 . 101”

s sh key path = ”˜/ . ssh / i d r s a ”

username = ” user ”

p e r f t e s t p a t h = ”/path/ to / p e r f t e s t p u b l i s h e r ”

[ [ campaigns . s l ave mach ines ] ]
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hostname = ”machine2”

pa r t i c i p an t t yp e = ”sub”

ip = ”192 . 168 . 1 . 102”

s sh key path = ”˜/ . ssh / i d r s a ”

username = ” user ”

p e r f t e s t p a t h = ”/path/ to / p e r f t e s t s u b s c r i b e r ”

Listing 3.1: Example AutoPerf configuration file in toml format.

Architecture and Workflow

Campaign
- Name
- Gen Type

Experiment
- QoS Settings
- Slave Machines

ExperimentRunner
- Retry Logic
- ESS Logger

Machine
- SSH Connect
- tc Control

1..*

1..1

Uses

Figure 3.3: Modular class architecture of the AutoPerf framework.

AutoPerf is built with a modular architecture. Figure 3.3 shows several key classes that

manage different aspects of the experimental process:

• Config: Responsible for parsing and validating the TOML configuration file, creating

Campaign objects.

• Campaign: Represents a collection of experiments, managing experiment generation (Pre-

set Combination Generation (PCG) or Random Combination Generation (RCG)) and the

ESS.

• Experiment: Encapsulates a single test with a specific QoS configuration and a set of

machines.

• ExperimentRunner: Orchestrates the execution of a single experiment, handling environ-

ment setup, test execution, and result collection.

• Machine: Represents an individual testbed machine (publisher or subscriber), managing

its SSH connection (using paramiko), script execution, and result retrieval.
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• QoS: Represents the QoS settings for an experiment.

• SSHClient: A dedicated wrapper around the paramiko library for robust SSH connec-

tions.

run.py + TOML Config

Config & Campaign Objects

Test Generation
(PCG or RCG)

ExperimentRunner
Remote Nodes
(SSH + tc)

Execute

Figure 3.4: The AutoPerf experimental lifecycle and data flow.

The typical workflow for an AutoPerf campaign shown in Figure 3.4 is as follows:

1. The main execution script (e.g., run.py) is invoked with a path to the configuration file.

2. The Config class parses the configuration and instantiates one or more Campaign objects.

3. Each Campaign generates a list of Experiment objects based on the specified generation

type (PCG or RCG).

4. For each Experiment, an ExperimentRunner object is created and executed.

5. The ExperimentRunner connects to the designated Machine instances, runs the Perftest

benchmarks, and collects the raw results.

6. The results, along with experiment metadata and any errors, are recorded in the ESS.

Preset Combination Generation

The PCG mode is designed for exhaustive, systematic exploration of a defined parameter space.

When gen_type is set to pcg, AutoPerf computes the Cartesian product of all parameter lists

provided in the qos_settings. This generates a test for every possible combination of the

specified parameters, ensuring complete coverage of the defined experimental space. This mode

is ideal for smaller-scale experiments where comprehensive testing is feasible.
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Random Combination Generation

The RCG mode is designed for the efficient exploration of a large parameter space where exhaus-

tive testing would be computationally intractable. In this mode, AutoPerf uniformly randomly

samples one value from each parameter list in qos_settings to construct a unique test con-

figuration. This process is repeated until a rcg_target_test_count of unique configurations

has been generated. This stochastic approach allows for broad coverage of a vast configuration

space, increasing the likelihood of discovering non-obvious parameter interactions.

3.3.3 AutoPerf Monitor

To provide real-time oversight and facilitate post-campaign analysis of the extensive experi-

mental data, a dedicated companion tool, the AutoPerf Monitor, was developed. Its primary

purpose is to monitor ongoing AutoPerf campaigns running on remote clusters, automating the

collection of performance data and logs.

Architecture and Functionality

AutoPerf Monitor operates by connecting to remote clusters via SSH, using the paramiko

library for secure communication. It is configured via TOML files (e.g., 3pi.toml, 5pi.toml)

that define the remote clusters, including their IP addresses, SSH credentials, and the path to

the AutoPerf installation on the remote machine.

The core functionality of the Monitor includes:

• Remote Data Collection: Automatically downloads the latest ESS files and restart

logs (e.g., tapo_restart.log) from the remote AutoPerf instances.

• Status Reporting: Provides a Command Line Interface (CLI) for reading and displaying

ESS data in a human-readable format, leveraging the rich library for enhanced console

output and tables. It can parse and highlight errors and standard output from machine

runs.

• Campaign Management: Allows users to select a specific cluster and ESS file for

detailed inspection, aiding in debugging and progress tracking.

Key components of the AutoPerf Monitor include:

• Config: Parses and validates the TOML configuration files for remote clusters.

• Cluster: Encapsulates operations related to a single remote cluster, managing SSH com-

munication and file transfers.
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• SSHClient: A wrapper around paramiko for simplified SSH operations (connecting, ex-

ecuting commands, file listing, downloading).

• ESS: Handles the parsing, manipulation (using pandas.DataFrame), and reporting of

downloaded ESS files.

3.3.4 Performance Analysis Tool

The final component of the bespoke software suite was a Python-based CLI tool designed for

in-depth analysis of the experimental data. Its primary goal is to assist in understanding

how different experimental parameters influence performance metrics, and to identify optimal

parameter settings.

Key Features and Functionality

The Performance Analysis Tool (PAT) offers a comprehensive set of features for data exploration

and statistical analysis:

• Data Loading and Preparation: Loads data from a specified Parquet file (e.g.,

2025_02_21_datasets.parquet), standardises experiment names, and allows for the ex-

clusion of undesired datasets.

• Interactive Filtering: Provides an interactive command-line interface for dynamically

filtering datasets based on specific parameter values, enabling focused analysis of subsets

of the data.

• Statistical Rigour: Employs statistical methods (e.g., Kolmogorov-Smirnov (KS)) test

and confidence intervals for robust comparisons of data distributions.

• Advanced Visualisation: Generates Empirical Cumulative Distribution Function (eCDF)

plots with confidence bands to visually represent performance differences between param-

eter combinations. It supports both static plots (using matplotlib.pyplot and seaborn)

and terminal-based plotting (using plotext).

• Automated Classification: Identifies and classifies the most performant parameter

combinations based on statistical analysis.

• Correlation Analysis: Utilises Chi-squared (χ2) tests and Cramér’s V (V) to determine

correlations between parameters and performance outcomes.

Operational Mechanism

A summary of how the PAT operates is as follows:
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1. Generate variations of parameter value, e.g., 100B + 1 pub vs. 100B + 10 pubs vs. 100B

+ 15 pubs.

2. Generate all pairings of variations, e.g., 1 pub vs. 10 pubs, 1 pub vs. 15 pubs, 10 pubs vs.

15 pubs.

3. For each pairing:

(a) Let the pairing be made up of a and b.

(b) Calculate eCDF of a and eCDF of b.

(c) Calculate error margin of a and error margin of b.

(d) Find all matching probabilities in both eCDF of a and eCDF of b such that each

probability is accurate to 2 decimal places, where the probabilities are point estimates

corresponding to quantile values as calculated in the library (ecdf — SciPy v1.16.2

Manual n.d.).

i. Example:

ii. If probabilities a = [0.0003, 0.0005, 0.0006, 0.01412, 0.02344, 0.1541].

iii. If probabilities b = [0.0001, 0.0003, 0.0005, 0.05169, 0.15412].

iv. Then the matching probabilities would be [0.00, 0.05, 0.15].

(e) Remove the quantile values for the matching probabilities.

(f) You should be left with a single list of probabilities to 2 decimal places and quantile

values for a and quantile values for b for each probability value seen in the matching

probabilities.

(g) Interpolate for all missing intermediary values in either list.

(h) For each quantile in both a and b, calculate the lower and upper values by subtracting

and adding the error margin.

(i) Calculate the difference between the lower value of b and the upper value of a for

all values.

(j) If all differences are positive, then a is on the left and b is on the right.

(k) Calculate the difference between the lower value of a and the upper value of b.

(l) If all differences are positive, then b is on the left and a is on the right.

(m) Note this classification down for the given pairing, i.e., record who is leftmost between

a and b, who is rightmost between a and b, or if they cross over.

4. At this point, you are left with a list of pairings and the leftmost and rightmost value per

pairing.

5. If interested in latency:
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(a) Find the value that appears as leftmost most of the time and assign as temporary

winner.

6. If interested in throughput:

(a) Find the value that appears as rightmost most of the time and assign as temporary

winner.

7. If the winner has ever intersected with any other value, there is no winner; else, this is

the winner.

A sketch of the eCDF stochastic ordering algorithm is shown in Figure A.1 in Appendix A.

3.4 Experimental Campaigns

3.4.1 Introduction

This section details the systematic experimental campaigns conducted to comprehensively eval-

uate the performance of the DDS. These investigations progressively explore DDS behaviour

across diverse configurations and environmental conditions, building from foundational stud-

ies to more complex, real-world scenarios. Our primary objective is to elucidate the intricate

relationships between DDS performance metrics (such as latency and throughput) and key in-

fluencing factors, including participant numbers, communication modes, data message sizes,

network noise, and QoS settings. By executing these campaigns across distinct testbeds, we

aim to provide robust, generalisable insights into DDS scalability and reliability.

3.4.2 Justification for Choice of Experimental Parameters

The experimental campaigns were designed to systematically explore the vast configuration

space of DDS. The choice of parameters and their ranges was guided by a combination of

factors, including the findings of the literature review, the capabilities of the testbeds, and the

desire to investigate both typical and extreme use cases.

The number of publishers and subscribers was varied to assess the scalability of DDS. The

chosen ranges, from 1 to 75, cover a wide spectrum of deployment scenarios, from simple one-

to-one communication to large-scale, many-to-many interactions. The data message sizes were

selected to represent a variety of application payloads, from small control messages (e.g., 100

B) to larger data packets (e.g., 1 MB).

The QoS parameters, such as reliability and durability, were chosen for their known im-

pact on performance. Both reliable and best-effort communication were tested to evaluate the
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trade-off between guaranteed delivery and performance. The different levels of durability were

investigated to understand the performance implications of data persistence. The use of MC

was also a key parameter, as it is a common optimisation for one-to-many communication.

The introduction of network noise, through Bandwidth (BW) capping, was a deliberate

choice to move beyond idealised laboratory conditions and to evaluate DDS performance in

more realistic, constrained environments. The chosen BW caps were selected to represent

different levels of network congestion, from moderate to severe.

While it is impossible to cover the entire DDS configuration space, the selected parame-

ters and their ranges provide a representative and comprehensive basis for the performance

evaluation and prediction tasks undertaken in this thesis.

Contributions

This section presents a series of pivotal experimental campaigns, each contributing uniquely to

our understanding of DDS performance:

• Initial studies established a crucial baseline for DDS performance on VMs, exploring

fundamental characteristics.

• Further investigations on VMs focused on MC communication, Distributed Denial of

Service (DDoS) simulations, and malicious subscriber attacks.

• The impact of single versus multi-machine deployments was also rigorously examined.

• On the 3Pi Cluster, campaigns precisely determined participant thresholds and re-evaluated

MC performance in a controlled physical environment.

• Significant effort was dedicated to simulating network noise through BW capping on the

3Pi Cluster, facilitating the collection of data for Machine Learning (ML) model training.

• The 5Pi Cluster extended these investigations, including comprehensive QoS capture

campaigns with the sole purpose of exploring the QoS parameter space.

• Studies on increasing load and further participant threshold analyses were conducted on

the 5Pi testbed.

• Additional noise generation experiments were performed on the 5Pi testbed to enrich the

dataset for predictive modelling.
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3.4.3 Virtualised Environment

Base Case

To establish a foundational performance baseline against which all subsequent, more complex

scenarios could be compared, a “Base Case” campaign was designed. The primary objective

was to quantify the fundamental throughput and latency characteristics of DDS in a controlled,

minimally configured environment on the virtualised testbed.

The experimental setup involved varying the number of publishers and subscribers, and the

communication mode (UC or MC). Key parameters were:

• Publishers and Subscribers: Either 1 or 3 publishers, and either 1 or 3 subscribers.

• VM Allocation: For each VM, publishers were allocated as 1 on VM1, 1 on VM2, 1 on

VM3, 0 on VM4, and subscribers as 1 on VM1, 1 on VM2, 1 on VM3, 0 on VM4.

• Data Message Size: Fixed at 100 B.

• Test Duration: Each test ran for 21600 seconds (6 hours).

• Reliability: All communication was configured to be reliable, ensuring guaranteed mes-

sage delivery.

• Communication Mode: Both UC and MC communication were tested.

This experiment serves as a crucial baseline against which all subsequent experimental

campaigns on the VMs will be compared.

Multicast Exploration

Building upon the established baseline, this campaign was designed to test a core hypothesis

regarding DDS scalability. It posits that MC communication offers a significant performance

advantage over UC as the number of subscribers increases. While UC requires the publisher

to send a separate copy of each message to every subscriber, MC allows a single message to be

sent to a group address. This theoretically reduces network traffic and publisher load. This

experiment aimed to quantify this effect by systematically measuring latency and throughput

across a wide range of publisher and subscriber counts for both communication modes. We

set up our tests with the values seen in Table 3.2. Results of this campaign were published in

(Peeroo et al. 2022).
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Setting Values
Data Message Size 100 B
Test Duration 6 Hours
Latency Count 1000
Reliability Reliable
Publisher Count 1, 3, 10, 25, 50, 75
Subscriber Count 1, 3, 10, 25, 50, 75

Table 3.2: MC Exploration Campaign Configuration. Latency count is the number of messages to send
before a latency measurement is taken. In this case latency measurements are taken every 1000 messages.

Distributed Denial of Service

To investigate the resilience of DDS to network saturation, a campaign was designed to sim-

ulate a DDoS attack. The hypothesis was that high-volume traffic, even on a separate DDS

domain, could degrade the performance of a primary application by consuming shared network

resources. This scenario models a common security concern in shared network environments.

The campaign compared a baseline of normal DDS traffic against a condition where a high-

load “attacker” domain was simultaneously active, allowing for a direct measurement of the

performance degradation caused by network contention.

We varied the following aspects:

• Publisher and Subscriber Counts: 20, 50, 100, and 150 pairs of publishers and

subscribers.

• Normal Usage Simulation: Half of these simulated normal network usage, with a data

message size of 100 B.

• DDoS Attack Simulation: The other half simulated a DDoS attack, where we varied

the data message size as follows:

– 300 B, 500 B, 1 KB, 16 KB, 64 KB, 128 KB, 512 KB, and 1 MB.

This experiment allows for direct comparison with the Base Case Experimental Campaign

because both experiments used the same number of non-malicious publishers and subscribers.

Malicious Subscriber Attack

Setting Values
Data Message Size 100 B
Test Duration 900 Seconds
Latency Count 1000
Reliability Reliable

Table 3.3: Malicious Subscriber Attack Campaign Configuration
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This campaign was designed to investigate a different type of security vulnerability: the

resource-depletion attack. The hypothesis was that a set of “malicious” subscribers, by ex-

pressing interest in data without ever reading it, could consume publisher resources and degrade

performance for legitimate subscribers. This scenario models a subtle attack vector where the

network itself is not saturated, but the publisher’s internal queues and memory are strained.

The experiment measured the performance of a group of “good” subscribers while a varying

number of “bad” subscribers were simultaneously connected to the same topic. Configurations

for this campaign are shown in Table 3.3 for the following publisher/subscriber combinations:

• 10 publishers and 20 subscribers

• 25 publishers and 50 subscribers

• 50 publishers and 100 subscribers

• 75 publishers and 150 subscribers

Confirmation of Variation

A foundational methodological question for this entire body of research was the determination

of a sufficient experiment duration. An adequate duration must be long enough to overcome

initial transient effects and produce statistically stable, reproducible results, without being so

long as to make the execution of thousands of tests computationally infeasible. To this end,

a dedicated campaign was conducted to quantify the impact of test duration on performance

measurement variability. Initial exploratory tests ran for 15 minutes yielded inconsistent results

with high variance. The test duration was therefore extended, with a 12-hour test demonstrat-

ing significantly more stable measurements. Based on these findings, a duration of 6 hours

was selected as the standard for all subsequent campaigns on the VMs, representing a robust

trade-off between the need for statistical stability and the practical constraints of large-scale

experimentation. This campaign involved four experiments. We varied the following aspects:

• Publisher/Subscriber Counts: 1 and 3 publishers, and 1 and 3 subscribers.

• VM Allocation: Publishers were allocated per VM as 1, 1, 1, 0, and subscribers as 1,

1, 1, 0.

• Data Message Size: Fixed at 100 B.

• Test Duration: Each test ran for 21600 seconds (6 hours).

• Reliability: All communication was configured to be reliable, ensuring guaranteed mes-

sage delivery.

• Communication Mode: Both UC and MC were tested.
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Single vs Multi Machine

This campaign was designed to investigate the performance implications of co-locating DDS

participants on the same physical host. The central hypothesis is that communication between

participants on the same machine may occur via a more efficient intra-process or shared-memory

transport, bypassing the network stack entirely and resulting in significantly lower latency

compared to communication between participants on separate machines. This experiment

aimed to test this hypothesis by measuring the latency of two scenarios: one where the publisher

and subscriber are on the same host, and one where they are on different hosts, thereby clarifying

whether DDS is intelligent enough to optimise for co-located participants.

3.4.4 3 Raspberry Pi Cluster

QoS Capture

Following the initial investigations on the virtualised testbed, the research moved to the con-

trolled environment of the 3Pi cluster. The primary objective of this phase was to conduct

a large-scale, systematic exploration of the DDS QoS parameter space. This “QoS Capture”

campaign was designed to generate a comprehensive dataset for a fine-grained analysis of how

different QoS policies and their interactions influence performance. The central hypothesis is

that QoS settings related to Reliability and Durability will have a significant and quantifiable

impact on both latency and throughput, and that these impacts may not always be linear or

intuitive. This dataset serves as a foundational resource for the detailed performance evaluation

in Chapter 5. The tests were configured with the settings seen in Table 3.4.

Setting Values
Duration (s) 600
Data Length (B) 100, 512, 1024, 4096, 8192
Publisher Count 1, 5, 10, 15, 20, 25
Subscriber Count 1, 5, 10, 15, 20, 25
Reliability true, false
MC true, false
Durability Level 0, 1, 2, 3
Latency Count 100

Table 3.4: 3Pi QoS Capture Campaign Configuration
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Participant Threshold

Before conducting large-scale experiments on the 3Pi cluster, it was essential to first establish

the practical limits of the testbed itself. This “Participant Threshold” campaign was therefore

designed as a prerequisite investigation to determine the maximum number of DDS participants

(publishers and subscribers) that the RPi 3A+ nodes could reliably sustain. The hypothesis

was that beyond a certain number of participants, resource limitations (such as CPU, mem-

ory, or network interface capacity) would lead to failures, dropped samples, and unresponsive

applications, rendering the performance data invalid. By systematically increasing the partici-

pant count, this campaign aimed to identify this operational ceiling, thereby ensuring that all

subsequent experiments on this testbed were designed to run within its known reliable limits.

The tests were configured with the settings seen in Table 3.5.

Setting Values
Duration (s) 600
Data Length (B) 512
Publisher Count TBD
Subscriber Count TBD
Reliability true, false
MC true, false
Durability Level 3
Latency Count 100
BW Cap -

Table 3.5: Participant Threshold Campaign Configuration

Through iterative testing, it was determined that 26 publishers and 26 subscribers repre-

sented the operational threshold for this testbed.

Multicast Exploration

Having established the operational limits of the 3Pi cluster, this campaign aimed to re-evaluate

the performance of MC communication in a controlled, physical environment. The central

hypothesis, based on previous findings, was that UC communication would outperform MC

at higher participant counts, contrary to the theoretical efficiency of the MC protocol. It is

hypothesised that this effect is due to implementation-specific overheads or resource contention

that emerges at scale. This campaign was therefore designed to systematically compare the two

communication modes up to the maximum reliable participant count of the testbed, which was

established as 26 participants in the preceding “Participant Threshold” campaign. The tests

were configured with the settings seen in Table 3.6.
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Setting Values
Duration (s) 600
Data Length (B) 100, 512
Publisher Count 1, 5, 10, 15, 20, 25
Subscriber Count 1, 5, 10, 15, 20, 25
Reliability true
MC true, false
Durability Level 0
Latency Count 100

Table 3.6: 3Pi Multicast Exploration Campaign Configuration

Participant allocation involved one host for publishers and one host for subscribers.

BW Capping

To enhance the ecological validity of our experimental setup, this campaign was designed to

investigate the impact of simulated network noise on DDS performance through the addition

of limitations on the BW. Recognising that isolated network environments are not generally

representative of real-world deployments, the central hypothesis was that controlled network

impairments, specifically BW limitations and packet-level corruptions, would significantly affect

DDS latency and throughput. This campaign employed the Linux netem utility, integrated

within AutoPerf, to introduce caps on the available BW and to simulate various network noise

profiles. The objective was to generate a dataset reflecting DDS behaviour under realistic,

non-ideal network conditions, thereby providing a more robust foundation for performance

prediction.

To train ML models for predicting DDS performance under more realistic usage, a sub-

stantial amount of data is required. This data needs to encompass various levels of simulated

network interference.

Specifically, we aimed to collect approximately 1000 tests with minimal noise, corresponding

to an 8 Mbps BW cap. Additionally, 1000 tests with significant noise were targeted, correspond-

ing to a 6 Mbps BW cap.

Based on previous findings on the 3Pi testbed, the lowest achievable BW throttle was 5

Mbps. Conversely, the maximum throughput observed on the 3Pi testbed was 9 Mbps.

Assuming a minimum throughput of 5 Mbps and a maximum of 9 Mbps, the 25% value is

approximately 6 Mbps, and the 75% value is 8 Mbps. These values informed the selection of

two distinct campaigns for noise levels:

• The Low BW campaign.
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• The High BW campaign.

Low BW (6 Mbps)

This campaign, designated “ML Data Collection 6Mbps”, was a targeted effort to gather a

substantial dataset specifically for training ML models. The primary objective was to enable

the prediction of DDS performance under a defined low BW noise profile, precisely set at 6

Mbps. This dataset is crucial for understanding DDS behaviour when network capacity is

significantly constrained, a common scenario in many real-world deployments. The tests were

configured with the settings seen in Table 3.7. The duration of 600 seconds is significantly

shorter than the 6 hours used in the VM campaigns. This choice of a shorter duration was

a result of multiple factors. First, the results from the VM campaigns indicated that 6 hours

was necessary to achieve stable and reproducible results in a virtualised environment. This is

different to the 3Pi and 5Pi testbeds, where there are no processes sharing the network. The

3Pi and 5Pi testbeds are designed to run isolated experiments, where each test is conducted in

a controlled environment without the overhead of virtualisation. Therefore, with less variation

seen in shorter durations, we opted for a 600-second duration for the 3Pi and 5Pi testbeds.

Setting Values
Duration (s) 600
Data Length (B) 512, 1000
Publisher Count 1, 5, 10, 15, 20
Subscriber Count 1, 5, 10, 15, 20
Reliability true, false
MC true, false
Durability Level 0, 1, 2, 3
Latency Count 100
BW Cap 6 Mbps

Table 3.7: Low BW Cap Campaign Configuration (6 Mbps)

High BW (8 Mbps)

This campaign, designated “ML Data Collection 8Mbps”, was a parallel effort to the low BW

cap campaign, also aimed at gathering a substantial dataset for training ML models. The

objective was to predict DDS performance under a specific high BW noise profile, precisely

set at 8 Mbps. This dataset complements the low BW data by providing insights into DDS

behaviour under less severe, but still constrained, network conditions, thereby enriching the

training data for robust predictive models. The tests were configured with the settings seen in

Table 3.8.
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Setting Values
Duration (s) 600
Data Length (B) 512, 1000
Publisher Count 1, 5, 10, 15, 20
Subscriber Count 1, 5, 10, 15, 20
Reliability true, false
MC true, false
Durability Level 0, 1, 2, 3
Latency Count 100
BW Cap 8 Mbps

Table 3.8: High BW Cap Campaign Configuration (8 Mbps)

3.4.5 5 Raspberry Pi Cluster

QoS Capture

This campaign, designated “QoS Capture”, was meticulously designed to amass a comprehen-

sive dataset. This dataset encompasses a wide spectrum of QoS configurations on the 5Pi

testbed. The primary objective was to generate sufficient empirical data. This data is crucial

for training robust ML models. These models are intended to predict DDS performance across

diverse QoS settings. The 5Pi testbed, with its increased node count compared to the 3Pi clus-

ter, allowed for the investigation of DDS behaviour under higher participant loads and more

complex communication patterns. This systematic exploration is vital for understanding the

scalability and performance characteristics of DDS in larger, distributed environments. The

campaign was executed in three distinct variations. Each variation differed in the strategic al-

location of publishers and subscribers across the 5Pi testbed machines. These variations were:

1P 3S, 2P 2S, and 3P 1S. Here, “P” denotes machines exclusively hosting publishers, and “S”

denotes machines exclusively hosting subscribers.

Setting Values
Duration (s) 600
Data Length (B) 100
Publisher Count 1, 5, 10, 25
Subscriber Count 1, 5, 10, 25
Reliability true, false
MC true, false
Durability 0, 1, 2, 3

Table 3.9: QoS Capture Configuration for 1P 3S, 2P 2S, and 3P 1S
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Increasing Load

This campaign investigated the behaviour of DDS when increasing the load by varying the al-

location of publishers and subscribers across the 5Pi Cluster’s four slave machines. Specifically,

it explored scenarios where all publishers were placed on a single machine, while subscribers

were distributed across the remaining machines.

Three primary participant allocation scenarios were examined:

• 1P1S: One machine hosted all publishers, and one machine hosted all subscribers.

• 1P2S: One machine hosted all publishers, and two machines hosted all subscribers.

• 1P3S: One machine hosted all publishers, and three machines hosted all subscribers.

Where “XPYS” denotes that X machines hosted all publishers and Y machines hosted all

subscribers. The tests were configured with the settings seen in Table 3.10.

Setting Values
Duration (s) 600
Data Length (B) 100, 1000
Publisher Count 1, 5, 10, 25
Subscriber Count 1, 5, 10, 25
Reliability true, false
MC true, false
Durability Level 0
Latency Count 100

Table 3.10: Increasing Load Campaign Configuration for 1P1S, 1P2S, and 1P3S

Participant Threshold

This campaign aimed to determine the maximum number of publishers and subscribers that

could be reliably run on the 5Pi Cluster testbed. It was hypothesised that the participant

limit would be reached at some point after 20 publishers or subscribers. Therefore, testing

commenced from 15 participants. The tests were configured with the settings seen in Table

3.11.

Through iterative testing, it was determined that 20 publishers and 20 subscribers repre-

sented the operational threshold for reliable usage on this testbed. Best effort communication,

however, was observed to handle up to 28 publishers and subscribers.

Multicast Exploration

This campaign aimed to confirm the results previously observed regarding the effects of MC

communication on DDS performance, as detailed in a prior publication (Peeroo et al. 2022).
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Setting Values
Duration (s) 600
Data Length (B) 512
Publisher Count TBD
Subscriber Count TBD
Reliability true, false
MC true, false
Durability Level 3
Latency Count 100
BW Cap -

Table 3.11: 5Pi Participant Threshold Campaign Configuration

Specifically, it sought to verify the finding that UC communication somewhat uninventively as

we reported in (Peeroo et al. 2022) outperforms MC for a larger number of participants. These

tests were replicated on the 5Pi Cluster testbed. Prior to this campaign, the Participant

Threshold campaign was conducted to determine the maximum number of publishers and

subscribers the 5Pi Cluster could handle. This preliminary work concluded that 20 publishers

and 20 subscribers represented the maximum reliable participant count for this testbed. It was

hypothesised that UC would outperform MC for larger numbers of participants. The tests were

configured with the settings seen in Table 3.12.

Setting Values
Duration (s) 600
Data Length (B) 512
Publisher Count 1, 5, 10, 15, 20
Subscriber Count 1, 5, 10, 15, 20
Reliability true
MC true, false
Durability Level 0
Latency Count 100

Table 3.12: 5Pi Multicast Exploration Campaign Configuration

Two participant allocation strategies were employed:

• 1 machine for publishers and 3 machine for subscribers (1P3S).

• 2 machines for publishers and 2 machines for subscribers (2P2S).

Noise Generation

This campaign aimed to confirm the effectiveness of network noise generation by throttling BW

on the 5Pi Cluster. It sought to verify that varying levels of simulated noise would indeed impact

DDS performance. To define appropriate BW throttling values, the average (94 Mbits/sec)

throughput of the 5Pi Cluster was considered. Based on these figures, tests were designed to
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run at 24 Mbps (25% of max) and 71 Mbps (75% of max). All tests used the QoS settings

seen in Table 3.13, with only the BW cap varying. All tests were conducted using four slave

machines with two machines dedicated to publishers and two machines dedicated to subscribers.

Setting Values
Duration (s) 600
datalen (B) 512
Publisher Count 1, 5, 10, 15, 20
Subscriber Count 1, 5, 10, 15, 20
Reliability true, false
MC true, false
Durability Level 3
Latency Count 100
BW Cap 24, 47, 71

Table 3.13: 5Pi Noise Generation Campaign Configuration

ML

This campaign, titled “ML Data Collection”, aimed to gather a substantial dataset for training

ML models. The objective was to predict DDS performance under varying levels of network

noise. Specifically, the campaign sought to collect approximately 1000 tests with significant

noise, corresponding to a 25% BW usage (24 Mbps). Additionally, 1000 tests with minimal

noise were targeted, corresponding to a 75% BW usage (71 Mbps). The tests were configured

with the settings seen in Table 3.14.

Setting Values
Duration (s) 600
Data Length (B) 512, 1000
Publisher Count 1, 5, 10, 15, 20
Subscriber Count 1, 5, 10, 15, 20
Reliability true, false
MC true, false
Durability Level 0, 1, 2, 3
Latency Count 100
BW Cap 24 Mbps, 71 Mbps

Table 3.14: ML Data Collection Campaign Configuration

Participant allocation involved two hosts for publishers and two hosts for subscribers. The

data collected for each BW cap was separated into two distinct datasets.
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3.5 Data Processing

This section details the comprehensive methodology employed for processing the raw exper-

imental data. It outlines the transformation of raw files into structured datasets, addresses

potential data anomalies, and describes the techniques used for filtering faulty experiments.

Furthermore, this section elaborates on the transient and outlier analysis procedures applied

to ensure data quality and reliability. The section is structured as follows:

• Subsection 3.5.1 describes the conversion of raw experimental files into structured datasets,

detailing the format and content of the files.

• Subsection 3.5.2 explains the criteria and methods used to identify and remove faulty

experiments from the datasets.

• Subsection 3.5.3 outlines the two-stage process for transient and outlier analysis, ensuring

the integrity of the data used for further analysis.

3.5.1 Raw Files to Datasets

The process of parsing the raw files into datasets begins with each experiments which generates

a csv file for the initial publisher and a separate csv file for each subscriber. Consequently, an

experiment involving n subscribers is expected to yield n+ 1 csv files.

For latency measurements, the csv file originating from the primary publisher is designated

as pub_0.csv. This file comprises the following columns:

• Length (B)

• Latency (µs)

• Ave (µs)

• Std (µs)

• Min (µs)

• Max (µs)

Meanwhile, each subscriber’s csv file is designated as sub_n.csv, where n represents the

subscriber’s identifier. Each subscriber file contains the following columns:

• Length (B): The size of the DDS message in B.

• Total Samples: The total number of samples received by the subscriber.

• Samples/s: The number of samples received per second.

• Avg Samples/s: The average number of samples received per second.
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• Mbps: The throughput measured in megabits per second.

• Avg Mbps: The average throughput measured in megabits per second.

• Lost Samples: The number of samples that were not received by the subscriber.

• Lost Samples (%): The percentage of samples that were not received by the subscriber.

Each sub_n.csv file is expected to contain x rows, where x corresponds to the experiment’s

duration in seconds.

File Processing

The processing of these raw files necessitates reading the file content to identify the designated

start and end messages. Subsequently, these delimiting sections are removed, and all intermedi-

ate measurements are parsed. Only the latency measurements are extracted, with all associated

calculated statistics being disregarded, as these can be re-derived post-processing. This proce-

dure yields a singular list of latency measurements, which is then stored in a dedicated column

within a Parquet file, alongside throughput measurements in other columns.

We extract all relevant columns from the subscriber files, including the Mbps column, which

is subsequently stored in a separate Parquet file dedicated to that specific experiment which also

contains latency measurements and throughput measurements for all other subscribers. The

measurement processing involves iterating through each subscriber file. The start message and

the initial occurrence of the end message are identified. All measurements situated between

these two points are then processed. The subscriber’s identifier is prepended to the Mbps

column within the experiment’s Parquet file e.g., sub_n_mbps. Upon loading all subscriber

data into the experiment’s Parquet file, the average and total Mbps across all subscribers are

computed on a per-row basis. This entails iterating through each row, aggregating all samples

per subscriber, and then calculating both their average and sum. These computations yield

two distinct columns: average Mbps per subscriber and total Mbps across all subscribers. This

is repeated for other metrics seen in the subscriber files, such as total samples, samples/s, avg

samples/s, lost samples, and lost samples (%).

Average versus Total Throughput

Throughput is measured on a per-second basis for each subscriber. Experiments vary in the

number of active subscribers. To facilitate comparisons across different experiments, the to-

tal throughput received across all subscribers is computed. While the calculation of average
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throughput across all subscribers was considered, this metric does not readily permit straight-

forward inter-experiment comparisons.

Potential Data Anomalies

Certain experimental data may exhibit anomalies. In some instances, latency measurements

are entirely absent. The corresponding files indicate both the initiation and termination of the

experiment, yet no measurements are recorded. Observations suggest that such occurrences

correlate with experimental conditions leading to exceptionally high latencies, thereby preclud-

ing the acquisition of a sufficient number of measurements within the designated experiment

duration. It is important to note that latency measurements are captured at intervals of m

messages, as specified by the latency count setting and explained in Subsection 3.3.1. Conse-

quently, a combination of a high latency count and significantly large latency values is likely to

result in no measurements being recorded during the experiment. Furthermore, some latency

csv files are found to be completely empty, indicated by a data length of 0 B. These instances

are classified as faulty experiments. The emptiness of these files may stem from the experiment

becoming unresponsive. It is also possible that the experiment failed to conclude properly.

The precise cause of this behaviour remains undetermined. In these specific cases, subscriber

throughput files typically contain data. This suggests that the publisher within the experiment

likely became overloaded, rendering it unresponsive to the testing tool. During data inspection,

certain experiments exhibited an unexpectedly high number of samples. These instances were

documented, revealing a discernible pattern of trailing zero values in the throughput measure-

ments for subscribers. This issue was addressed by truncating any trailing zero values within

the experiment’s data. This process involves reversing the list of measurements, identifying the

first non-zero value, removing all preceding elements, and subsequently reversing the list to its

original order.

3.5.2 Filtering Out Experiments

All experiments are initially included during the processing of raw files into datasets. However,

to properly ensure a good sampling of probabilities, experiments with less than 30 measurements

are excluded from the final dataset. Subsequently, faulty experiments are systematically filtered

from the generated dataset. Several recurring types of faults were identified.

In some instances, a sequence of 0 Mbps measurements was observed at the end of the

experiment for the subscribers. To address this, each experiment was processed to remove all
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trailing zeroes.

There were situations where the number of throughput measurements exceeded the expected

number. For example, an experiment conducted for 600 seconds is anticipated to produce 600

measurements. However, in certain cases, a greater number of measurements were recorded. In

such scenarios, all data from the expected endpoint onwards are truncated. For instance, if a

10-minute test yielded 900 measurements, data from the 600-second mark to 900 measurements

are removed. The reliability of the data within the initial, “usable” portion is considered. Based

on checks of a limited number of experiments, truncating the data at the expected endpoint was

deemed appropriate. In some cases, values beyond this point diverged significantly, suggesting

the concatenation of another experiment with the same identifier. In other cases, similar

values persisted, indicating that some subscribers might have continued recording data post-

experiment termination. In both scenarios, truncating the data from the expected endpoint

onwards is considered a safe approach.

3.5.3 Transient and Outlier Analysis

To ensure the integrity of the data used for analysis, a two-stage process of transient and outlier

analysis was developed. This process is critical for removing initialisation bias and handling

anomalous data points that could otherwise skew the results.

Transient Period Analysis

The initial phase of any performance test can be subject to transient effects as the system

stabilises. To ensure that our analysis is based on steady-state performance, we developed a

systematic approach to identify and remove these periods. This methodology balances the need

to eliminate initial non-stationarity with the imperative to preserve the maximum amount of

valid experimental data.

For each dataset, a representative random sample of 100 experiments was subjected to

graphical analysis. The time-series data for each experiment was plotted, and binned averages

were overlaid to clarify performance trends (as illustrated in Figure 3.5). Each experiment was

then classified based on the observed duration of its transient phase, categorised as resolving

within 10%, 20%, 30%, 40%, or persisting beyond 40% of the test duration.

The final truncation percentage for a given dataset was determined by applying a conser-

vative threshold principle. The goal was to select a single truncation value for the entire

dataset that would confidently remove the transient periods from the vast majority of its con-
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stituent experiments. For example, if analysis revealed that most transients resolved within

the first 10% of the test duration, but a significant minority required up to 20%, the more

conservative 20% threshold would be selected for all experiments in that dataset. This ensures

methodological consistency and effectively filters initialisation bias across the entire dataset,

even at the minor cost of discarding some early steady-state data from the fastest-stabilising

experiments.

A unique behaviour was observed in certain datasets subjected to high network pressure,

such as the “3Pi Machine Learning with Low Bandwidth Cap” campaign. In these cases, a

significant minority of experiments displayed pronounced performance fluctuations beginning

late in the experiment’s duration (e.g., after the 40% mark). Upon review, it was determined

that these late-stage events are not representative of initial transient behaviour. Instead, they

are hypothesised to be a critical performance characteristic of the system operating under

sustained network pressure. These periods of instability likely represent the point at which sys-

tem buffers are overwhelmed or other resource limits are reached. Classifying this behaviour as

“transient” and removing it would therefore risk discarding valuable data needed to understand

the system’s performance limits. In such cases, the most methodologically sound approach is

to not apply a universal transient removal filter, ensuring that the full spectrum of performance

behaviours is captured.

Outlier Analysis and its Critical Implications

The second stage of data cleaning involves the identification and handling of outliers. A stan-

dard approach, based on the transformation of data to standard scores (Z-scores), was initially

considered. This method defines outliers based on a threshold of standard deviations from the

mean (typically ±2.5 for small samples and ±4 for large samples).

However, the application of this method to our performance data proved to be unsuitable

and highlighted a critical methodological challenge. The method consistently classified an un-

acceptably high percentage of data points as outliers (in some cases, over 90%). Especially since

this was applied on a per-experiment basis, it resulted in the removal of nearly all data points

from many experiments. This is a strong indication that the underlying assumption of a normal

(or near-normal) distribution, upon which this outlier detection method is based, does not hold

for our latency and throughput data. Network performance data is frequently characterised by

non-normal, skewed, and multi-modal distributions, for which standard deviation-based outlier

detection is inappropriate.
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Figure 3.5: Example of Transient Analysis with Binned Averages for 25 Random Experiments

More importantly, a critical examination of what this method identifies as “outliers” re-

vealed that these are often the most significant data points for this research. The high-latency

events and sudden throughput drops are not mere statistical noise; they represent the system

operating at its limits, under stress, or experiencing contention. To remove these data points

would be to discard the very phenomena we seek to understand and predict. It would funda-

mentally undermine the goal of the analysis and lead to a sanitised but unrealistic view of DDS

performance.

Therefore, a critical methodological decision was made: no data points were removed
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from the ML datasets on the basis of being statistical outliers. This decision was

made to ensure that the predictive models are trained on a complete and representative picture

of the system’s behaviour, including its performance under stress. While this approach may

increase the difficulty of the modelling task, it is essential for the development of robust and

realistic performance prediction models. For the initial QoS capture datasets, where a very small

percentage of extreme, anomalous values were observed (e.g., <2%), a conservative filtering was

applied. However, for the primary datasets used for predictive modelling, all data was retained.

This approach ensures that the subsequent analysis is robust and that the predictive models

are not biased by the unwarranted removal of critical performance data. The potential impact

of these extreme values on model training is a key consideration in the discussion of the model-

based prediction results in Chapter 5.

3.6 Datasets

This section describes the datasets used in our experiments. To reiterate, the datasets produced

by the VMs are not included in this section, as the direct impact of DDS configuration param-

eters was confounded by the shared nature of the VM testbed. Therefore, the datasets are

categorised according to the two physical testbeds established for this research: 3Pi and 5Pi.

The majority of these datasets are the product of experimental campaigns conducted on these

testbeds, which are detailed in Section 3.4. For each dataset, a concise description is provided,

including the total number of experiments and the transient removal truncation percentages

applied to each metric, as determined by the methodology outlined in Section 3.5.3.

3.6.1 3 Raspberry Pi Cluster

The 3Pi datasets originate from the experimental campaigns detailed in Section 3.4. There are

five datasets in total, each corresponding to a specific experimental campaign, as enumerated

in Table 3.15.

Dataset Experiment Count
QoS Capture 1466
Multicast Exploration 50
ML No Bandwidth Cap 1537
ML Low Bandwidth Cap 339
ML High Bandwidth Cap 352
Total 3744

Table 3.15: Experiment Counts for 3Pi Datasets.
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The campaigns from which these datasets were derived are as follows:

• QoS Capture.

• Multicast Exploration.

• ML, which is subdivided into:

– Dataset without a bandwidth cap.

– Dataset with a low bandwidth cap.

– Dataset with a high bandwidth cap.

It should be noted that the ML datasets are created from a combination of other datasets.

The truncation percentages applied to each dataset to account for transient effects, based on

the methodology in Section 3.5.3, are displayed in Table 3.16.

Dataset Latency
Truncation

(%)

Throughput
Truncation

(%)
QoS Capture 10 25
Multicast Exploration 10 10
ML No Bandwidth Cap 15 20
ML Low Bandwidth Cap 0 0
ML High Bandwidth Cap 10 0

Table 3.16: Transient Percentages for 3Pi Datasets.

ML Without a Bandwidth Cap

This dataset originates from a combination of several experimental campaigns and comprises

1537 experiments. To balance the removal of transient effects across this diverse set, the

initial 15% of the latency data and 20% of the throughput data were truncated. As per the

policy detailed in Section 3.5.3, no data points were removed as statistical outliers. Summary

statistics of the numeric configuration parameter values for this dataset are shown in Table

3.17. To better visualise the configuration parameter space, a pairplot is provided in Figure

3.6.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 32000 100 64000 32000 23330 25157
Publisher Count 10 1 75 10 21 22
Subscriber Count 1 1 75 10 24 24

Table 3.17: Summary Statistics for the Configuration Parameter Values for 3Pi ML Without a Bandwidth
Cap.
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Figure 3.6: Pairplot of Configuration Parameters’ values for 3Pi ML Without a Bandwidth Cap split
between “Val” (used for validating interpolation and shown in green) versus “Out” (used for validating
extrapolation and shown in red).

ML with Low Bandwidth Cap (6 Mbps)

This dataset originates from the 3Pi ML campaign with a low bandwidth cap of 6 Mbps,

containing 339 experiments. As detailed in Section 3.5.3, the performance instability observed

late in these experiments was determined to be a critical performance characteristic under

sustained network load, not initialisation bias. Therefore, no transient removal was applied

to either the latency or throughput data for this dataset. Summary statistics of the numeric

configuration parameter values for this dataset are presented in Table 3.18, and a pairplot is

used to visualise the configuration parameter space in Figure 3.7.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 512 512 1000 512 745.2035 244.1214
Publisher Count 1 1 20 5 4.8614 4.5236
Subscriber Count 1 1 20 10 8.6637 6.7174

Table 3.18: Configuration Parameters for 3Pi ML with Low Bandwidth Cap (6 Mbps).
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Figure 3.7: Pairplot of Configuration Parameters’ values for 3Pi ML with Low Bandwidth Cap (6 Mbps)
split between “Val” (used for validating interpolation and is shown in green) versus “Out” (used for vali-
dating extrapolation and is shown in red).

ML with High Bandwidth Cap (8 Mbps)

This dataset originates from the 3Pi ML campaign with a high bandwidth cap of 8 Mbps and

contains 352 experiments. Transient analysis revealed that latency measurements stabilised

consistently within the first 10%, which was therefore truncated. For throughput, late-stage

instability was deemed a key performance characteristic under this specific load, so no transient

removal was applied. Summary statistics of the numeric configuration parameter values for this

dataset are shown in Table 3.19, with a corresponding pairplot visualisation in Figure 3.8.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 512 512 1000 512 739.3636 243.7787
Publisher Count 1 1 20 5 5.8153 5.2333
Subscriber Count 1 1 20 10 8.9574 7.1493

Table 3.19: Configuration Parameters for 3Pi ML with High Bandwidth Cap (8 Mbps).
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Figure 3.8: Pairplot of Configuration Parameters for 3Pi ML with High Bandwidth Cap (8 Mbps) split
between “Val” (used for validating interpolation and is shown in green) versus “Out” (used for validating
extrapolation and is shown in red).

3.6.2 5 Raspberry Pi Cluster

For the 5Pi testbed, we generated several datasets by varying the allocation of participants per

node. These datasets use the notation xPyS, where x denotes the number of machines allocated

solely to publishers, and y denotes the number of machines allocated solely to subscribers. In

cases where no notation is used, it indicates a 2P2S configuration where machines are allocated

to both publishers and subscribers. A summary of the datasets, including the number of

experiments and truncation percentages for latency and throughput, is provided in Table 3.20.

ML Without a Bandwidth Cap

This dataset originates from a combination of several 5Pi campaigns and contains 549 experi-

ments. A conservative 10% of the latency data and 20% of the throughput data were truncated.

No outlier removal was performed. Summary statistics of the numeric configuration parameter

values for this dataset are shown in Table 3.21, and a pairplot visualisation is provided in Figure
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Campaign Experiment
Count

Latency
Truncation

(%)

Throughput
Truncation

(%)
QoS Capture (2P2S) 110 10 20
QoS Capture (3P1S) 107 10 10
QoS Capture (1P3S) 179 10 20
Multicast Exploration (1P3S) 62 10 10
Multicast Exploration (2P2S) 49 10 10

Table 3.20: Summary of experiment counts and truncation percentages for latency and throughput in the
5Pi Quality of Service (QoS) Capture and Multicast Exploration campaigns.

3.9.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 100 32 128000 100 16256 33277
Publisher Count 1 1 28 5 6 7
Subscriber Count 1 1 75 9 10 9

Table 3.21: Configuration Parameters for 5Pi ML Without a Bandwidth Cap.

ML with Low Bandwidth Cap (24 Mbps)

This dataset originates from the 5Pi ML campaign with a low bandwidth cap of 24 Mbps and

contains 629 experiments. For latency, a 10% truncation was applied. For throughput, late-

stage instability was determined to be a key performance characteristic, so no transient removal

was applied. Summary statistics of the numeric configuration parameter values for this dataset

are shown in Table 3.22, with a corresponding pairplot visualisation in Figure 3.10.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 512 512 1000 512 747.08 244.03
Publisher Count 1 1 20 10 8.63 6.46
Subscriber Count 1 1 20 10 9.08 6.69

Table 3.22: Configuration Parameters for 5Pi ML with Low Bandwidth Cap (24 Mbps).

ML with High Bandwidth Cap (71 Mbps)

This dataset originates from the 5Pi ML campaign with a high bandwidth cap of 71 Mbps and

contains 610 experiments. Applying the conservative threshold principle, a 20% truncation was

applied to latency data and a 30% truncation to throughput data to account for transients

observed across the constituent experiments. Summary statistics of the numeric configura-
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Figure 3.9: Pairplot of Configuration Parameters for 5Pi ML Without a Bandwidth Cap split between
“Val” (used for validating interpolation and is shown in green) versus “Out” (used for validating extrapo-
lation and is shown in red).

tion parameter values for this dataset are shown in Table 3.23, and a pairplot visualisation is

provided in Figure 3.11.

Column Mode Min Max Median Mean Std.
Dev.

Data Length (B) 512 512 1000 512 746.40 244.01
Publisher Count 1 1 20 10 9.81 7.01
Subscriber Count 5 1 20 10 10.05 6.78

Table 3.23: Configuration Parameters for 5Pi ML with High Bandwidth Cap (71 Mbps).
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Figure 3.10: Pairplot of Configuration Parameters for 5Pi ML with Low Bandwidth Cap (24 Mbps) split
between “Val” (used for validating interpolation and is shown in green) versus “Out” (used for validating
extrapolation and is shown in red).
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Figure 3.11: Pairplot of Configuration Parameters for 5Pi ML with High Bandwidth Cap (71 Mbps) split
between “Val” (used for validating interpolation and is shown in green) versus “Out” (used for validating
extrapolation and is shown in red).
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Chapter 4

Experimental Performance Evaluation

of Data Distribution Service

4.1 Introduction

This chapter presents a comprehensive experimental performance evaluation of DDS. The pri-

mary objective is to systematically investigate the impact of various configuration parameters,

including QoS policies (e.g. reliability and durability), and network-related factors (e.g. mul-

ticast communication, message size, and network noise), on the performance of DDS in terms

of latency and throughput. This is implemented via RTI’s Connext DDS implementation,

specifically through the use of RTI’s Perftest benchmarking tool. Delays in data delivery or

bottlenecks in throughput can have severe consequences in applications such as autonomous

driving, air traffic control, and industrial automation. Evaluating the performance of DDS

will provide a deep understanding of how different settings affect the real-time communication

capabilities in various scenarios, and may reveal counter-intuitive performance characteristics.

Therefore, a thorough performance evaluation is essential to ensure that DDS can meet the

stringent requirements of these systems.

This analysis is conducted across three distinct testbeds: a virtualised environment and two

physical RPi clusters of varying sizes (3Pi and 5Pi). Latency and throughput measurements

were collected for a wide range of configurations, varying QoS policies, message sizes, and

network conditions as detailed in Chapter 3. Majority of the analysis is done via the use

of eCDFs which show the total percentage of measurements that are less than or equal to a

specific value ranging from 0 to 1 (0% to 100%). For a given point (x, y) on the eCDF, y

represents the proportion of measurements that are less than or equal to x. These results are
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analysed to identify trends, anomalies, and the influence of data length, publisher/subscriber

count, reliability, use of multicast communication, and durability on latency and throughput

performance.

4.1.1 Contributions

The main contributions of this chapter are threefold.

1. Provides an objective view of the results when assessing the performance evaluation of

DDS under a wide range of configurations, offering insights into its behaviour and reveal-

ing unexpected performance trends.

2. Identifies the most influential QoS parameters and quantifies their impact on latency and

throughput.

3. The experimental data collected in this study serves as the foundation for the subsequent

chapter on model-based performance prediction as well as for any parties interested in

carrying out further analysis and prediction of such data.

4.1.2 Structure of the Chapter

This chapter is organised as follows. Section 4.2 evaluates the performance of DDS in virtualised

environments. Section 4.3 discusses the impact of multicast on DDS performance, including

its often counter-intuitive behaviour across different environments. Section 4.4 investigates

the effect of data length on latency and throughput. Section 4.5 examines the influence of

network noise on DDS performance. Section 4.6 analyses the causes and implications of 0

Mbps throughput measurements which were observed at a high frequency in the experiments.

Section 4.7 discusses the limitations of the experimental setup used in this study. Finally,

Section 4.8 concludes the chapter and outlines future work.

4.2 Virtualised Environments

Virtualisation is a common practice in modern computing infrastructure, and understanding its

impact on DDS performance is crucial for real-world deployments. The use of VMs introduces

an additional layer of complexity to network communication, which can potentially affect the

performance of real-time systems like DDS. This section provides insight into the performance

characteristics of DDS when deployed in virtualised settings, highlighting the challenges and

considerations that arise in such environments.
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A series of experimental campaigns were designed to systematically evaluate the perfor-

mance of DDS in the VM testbed. These campaigns aimed to explore various aspects of DDS

performance, including the effects of MC communication, resilience to DDoS attacks, the im-

pact of malicious subscribers, and the influence of network noise. Below is an overview of each

experimental campaign:

• Subsection 4.2.1 - Base Case Campaign: Establishes a baseline for DDS perfor-

mance, comparing UC and MC communication under standard conditions.

• Subsection 4.2.2 - Exploration Campaign: Investigates the impact of MC on latency

and throughput under different conditions.

• Subsection 4.2.3 - DDoS Campaign: Evaluates the resilience of DDS against simu-

lated DDoS attacks.

• Subsection 4.2.4 - Subscriber Attack Campaign: Examines the effect of malicious

subscribers on the performance of DDS, simulating an attack scenario where subscribers

consume resources not intended for them.

• Subsection 4.2.5 - Confirmation of Variation Campaign: Conducting additional

experiments to confirm the presence of variation in the measurements.

• Subsection 4.2.6 - Single versus Multiple Machine Campaign: Compares the

performance of DDS when deployed on a single machine versus multiple machines.
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4.2.1 Base Case

Figure 4.1: Latency measurements for the base case campaign, comparing UC and MC communication
over time across 3 runs.

The “Base Case” experimental campaign established an initial understanding of DDS per-

formance within virtualised environments. Figure 4.1 shows the latency measurements over

time for both UC and MC communication across 3 runs and the throughput eCDFs are seen in

Figure 4.2 for the same conditions. Latency measurements revealed a range of 104 to 14624 µs

for UC communication, with a mean of 483 µs. Multicast communication exhibited a latency

range of 95 to 12832 µs, with a mean of 560 µs. The presence of maximum latency values at

the commencement of experiments suggests a warm-up period for the system. Median latency
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Figure 4.2: eCDF of throughput for the base case campaign, comparing UC and MC communication
across all runs across each individual subscriber.

figures were 453 µs for UC and 520 µs for multicast. In terms of throughput, both UC and

multicast demonstrated comparable performance, ranging between 40 to 80 Mbps across all 3

experimental runs. These findings indicate that, under standard conditions, both communi-

cation methods deliver similar throughput, while multicast exhibits slightly higher mean and

median latency compared to UC. The initial high latency values underscore the importance

of allowing systems to stabilise before commencing performance-critical measurements. This

“Base Case” provides a source of comparison for subsequent experimental campaigns.

4.2.2 Multicast Exploration

Whilst not specified within the DDS standard, the use of MC is an impactful factor of DDS

performance that can significantly improve the efficiency of data distribution to multiple sub-

scribers. However, its performance can be affected by various factors, such as network configu-

ration and the number of subscribers. This campaign investigates the performance of DDS with

MC enabled, exploring its impact on latency and throughput under different conditions and

further details are provided in Subsection 3.4.3. The results of the MC exploration campaign

are presented in Figures 4.3, 4.4, 4.5, and 4.6.

The latency box plots in Figure 4.3 show an almost-linear increase in latency with the

number of participants for both UC and MC communication. The latency ranges from 0.1

to 0.4 ms for 1 publisher and 1 subscriber and from 0 to 700 ms for 75 publishers and 75
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Figure 4.3: Box plots comparing latency for UC in green and MC in red communication across different
configurations in the MC exploration campaign.

subscribers.

Figure 4.4 shows that UC outperforms MC for 3, 50, and 75 publishers and subscribers,

while MC outperforms UC for 10 publishers and 10 subscribers. Simliar performance is observed

for 3 and 25 publishers and subscribers for both UC and MC. In the case of 3 publishers and

3 subscribers there is an evident peak at 500 µs.

A linear increase in throughput with the number of participants is not observed in Figure

4.5. The highest throughput is seen for 10 publishers and 10 subscribers, especially for MC

communication, which reaches up to 340 Mbps. The throughput ranges from 80 to 100 Mbps for

1 publisher and 1 subscriber, and from 220 to 340 Mbps for 10 publishers and subscribers. The

following observations are seen in Figure 4.6. Similar performance is seen for 3 publishers and

3 subscribers for both UC and MC with a peak around 190 Mbps and throughput ranging from
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Figure 4.4: eCDFs (left column) and histograms (right column) of latency for UC (green) and MC (red)
communication across 3, 10, 25, and 75 publishers/subscribers in the MC exploration campaign. 95%
confidence intervals included.

5 to 225 Mbps. For 10 publishers and subscribers, MC outperforms UC with a peak around

290 Mbps (versus 250 Mbps for UC). The eCDF also demonstrates stochastic ordering (a visual

separation of both lines) in favour of MC. MC is also more performant for 25 publishers and

25 subscribers with a peak around 220 Mbps (versus 200 Mbps for UC). The eCDF shows a

crossover around 185 Mbps and then MC outperforms UC for the rest of the distribution. In

the case of 50 publishers and 50 subscribers, MC again outperforms UC with a peak around

180 Mbps (versus 175 Mbps for UC) with clear stochastic ordering in favour of MC. A switch

in performance is observed for 75 publishers and 75 subscribers, where UC outperforms MC

with a peak around 180 Mbps (versus 165 Mbps for MC) with a clear stochastic ordering in
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Figure 4.5: Box plots comparing throughput for UC in green and MC in red communication across
different configurations in the MC exploration campaign.

favour of UC.

In summary, an almost-linear increase in latency is observed with the number of participants

for both communication types. UC outperforms MC for 3, 50, and 75 publishers and subscribers,

MC outperforms UC for 10 publishers and 10 subscribers, and similar performance is observed

for 3 and 25 publishers and subscribers in terms of latency. This almost-linear increase in latency

is not observed in throughput, where no clear trend is seen with the number of participants.

The highest throughput is observed for 10 publishers and 10 subscribers, especially for MC

communication, which reaches up to 340 Mbps. UC outperforms MC for 3 and 75 publishers

and subscribers, while MC outperforms UC for 10, 25, and 50 publishers and subscribers in

terms of throughput.
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Figure 4.6: eCDFs (left column) and histograms (right column) of throughput for UC (green) and MC
(red) communication across 3, 10, 25, and 75 publishers/subscribers in the MC exploration campaign. 95%
confidence intervals included.

4.2.3 Distributed Denial of Service

Data Length UC Mean
Difference (ms)

MC Mean
Difference (ms)

500 B ∼24 ∼27
1 KB ∼29 ∼30
16 KB ∼31 ∼25
64 KB ∼30 ∼14
128 KB ∼24 ∼33

Table 4.1: Mean differences in latency for UC and MC communication during the DDoS campaign across
different data lengths.

DDoS attacks constitute a formidable challenge to the operational integrity of network
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services. This investigation evaluates the resilience of the DDS against such DDoS attacks. It

specifically examines the system’s capacity to sustain effective communication in the presence

of malicious network traffic. Details of this experimental campaign can be found in Subsection

3.4.3.

The increases in mean latency for UC and MC communication during the DDoS campaign

are detailed in Table 4.1. These increases confirm that DDoS attacks elevate latency for both

UC and MC communication, as anticipated. However, no periods of communication failure

are observed, indicating that the DDS maintains functionality without significant disruption

during a DDoS attack. For a 16 KB payload, the ordering of UC and MC latency reverses,

with UC exhibiting a mean latency of approximately 26 ms and MC approximately 29 ms

under normal conditions. During a DDoS attack, the UC mean latency rises to approximately

57 ms, while the MC mean latency increases to approximately 54 ms. This suggests that DDoS

attacks substantially affect the latency of both communication methods, though MC maintains

relatively stable communication. For a 64 KB payload, a similar reversal in latency ordering

occurs, with UC mean latency at approximately 26 ms and MC at approximately 29 ms during

normal operation. Under a DDoS attack, the UC mean latency increases to approximately

56 ms, while the MC mean latency rises to approximately 43 ms. For a 128 KB payload,

the UC mean latency increases to approximately 50 ms during a DDoS attack, while the MC

mean latency rises to approximately 52 ms. Notably, the latency increase at 128 KB is less

pronounced than at 1 KB, suggesting that DDS can handle larger data payloads with minimal

communication disruption. A linear relationship between message size and the diferrence in UC

or MC mean latency differences is not observed. For UC communication, a 128 KB payload,

the largest tested, is as ineffective at increasing latency as a 500 B payload, the smallest tested.

For MC communication, a 64 KB payload is the least effective at increasing latency, performing

better than both 500 B and 128 KB payloads, while the 128 KB payload is the most effective,

as expected.
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Figure 4.7: Average latency for the DDoS campaign with 25 publishers and 25 subscribers, comparing UC and MC communication across different data lengths.
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Figure 4.7 illustrates the average latency observed during the DDoS campaign, involving 25

publishers and 25 subscribers, and compares UC and MC communication across varying DDoS

data payload sizes. As indicated in Table 4.2, DDoS attacks increase latency by an average

of 94%, nearly doubling the baseline values. For UC communication, the smallest impact on

latency occurs with a 500 B payload, exhibiting a 96% increase, though the 128 KB payload

is marginally higher by 1%. The greatest impact on UC latency is observed with a 16 KB

payload, which results in a 121% increase. For MC communication, the least impact on latency

is seen with a 64 KB payload, showing a 49% increase. The most significant impact on MC

latency occurs with a 1 KB payload, resulting in a 101% increase. These findings suggest that,

for maximising the effectiveness of a DDoS attack, a 16 KB payload should be used with UC

communication instead of the expected larger 128 KB payload. Alternatively, if employing MC

communication, a 1 KB payload is most effective, again contrary to the expectation of using the

largest tested payload. When unrestricted in choice, a 16 KB payload with UC communication

yields the highest latency impact.

Data Length UC Mean
Difference (%)

MC Mean
Difference (%)

300 B 113 56
500 B 96 93
1 KB 110 101
16 KB 121 87
64 KB 118 49
128 KB 97 82
Average 109 78
Min 96 49
Max 121 101

Table 4.2: Mean differences in latency for UC and MC communication during the DDoS campaign across
different data lengths, expressed as percentages.
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4.2.4 Malicious Subscriber Attack
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Figure 4.8: eCDFs with 95% confidence intervals (left column) and histograms (right column) of latency
(ms) for normal (green) and malicious (red) cases with 10, 25, 50, and 75 publishers.

In addition to external attacks, DDS systems can also be vulnerable to attacks from within,

such as a malicious subscriber attempting to eavesdrop on communication. This campaign

investigates the impact of a malicious subscriber on the performance of DDS. Details of the

experiments can be found in Subsection 3.4.3.

Analysis of the eCDFs in Figure 4.8 reveals that additional malicious subscribers will in-

crease the latency with clear stochastic ordering observed for all cases. Examination of the

Probability Density Function (PDF) shows that they resemble skewed normal distributions

which suggests a common behavioural pattern across the distributions. As the number of

subscribers increases, the peaks of these distributions gradually shift towards higher latency

values. This indicates a consistent and predictable degradation in performance with increased

subscriber load. A distinct stochastic ordering was observed across different subscriber counts,

unequivocally showing that a higher number of subscribers consistently led to elevated latency.

Analysis of the eCDF in Figure 4.9 show similar change in performance related to through-

put. Adding malicious subscribers results in a decrease in throughput, easily identified as
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Figure 4.9: eCDF and PDF of throughput for malicious subscribers across different subscriber counts
both individually and combined.

demonstrated with clear stochastic ordering seen in all eCDFs. The eCDFs indicate that sys-

tems with 25 and 50 subscribers exhibit comparable performance. A clear stochastic ordering is

evident when comparing the 10-subscriber configuration against both the 25- and 50-subscriber

configurations, with the latter 2 generally outperforming the former. Both the 25- and 50-

subscriber configurations peaked at approximately the same throughput value, around 240

Mbps. However, the 50-subscriber configuration displayed a higher peak in its PDF, suggesting

a greater concentration of instances operating at this high throughput value. These findings

strongly suggest that the system’s throughput is capped at approximately 240 Mbps. Both

the 25- and 50-subscriber configurations appeared to be reaching this performance limit. The

results imply that the system likely encounters a performance ceiling at around 25 subscribers.

This is particularly evident in the combined PDF plot, where the 50-subscriber configura-

tion showed a significantly higher concentration of values around 220 Mbps compared to the

25-subscriber configuration, indicating a state of network saturation. This saturation point

highlights a critical limitation in scaling the system’s throughput beyond a certain number of

malicious subscribers.
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4.2.5 Confirmation of Variation

The VMs were operating on a vLAN comprising 38 machines. It was hypothesised that other

machines on the vLAN were interfering with the measurements and to confirm this, additional

experiments were conducted. Details regarding the setup of this experimental campaign are

provided in Subsection 3.4.3. Variations observed between runs suggested that external traffic

was influencing the measurements.
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Figure 4.10: eCDFs with 95% confidence intervals for UC (green) and MC (red) latency (ms) of three
15-minute runs (left) versus three 24-hours runs (right).

Figure 4.10 shows the latency measurements for both the 15-minute and 6-hour configu-

rations and Figure 4.11 compares the eCDF of latency and throughput for the variation con-

firmation campaign against the base case. These figures demonstrate varation between runs,

indicating that external traffic on the vLAN is impacting the measurements. This variation is

minimal for latency measurements and the overall pattern remains consistent. However, the

variation is more pronounced in throughput measurements and as such does not provide a clear

insight into the performance of DDS.
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Figure 4.11: Comparing variation confirmation eCDF against base case for both latency and throughput.
Top: latency. Bottom: throughput. Left: base case. Right: variation confirmation.

4.2.6 Single versus Multiple Machine

The results of the Single versus Multiple machine campaign detailed in Subsection 3.4.3 are

presented in Figure 4.12. Negligible variation is observed in the multi-machine experimental

setup while considerable variation is noted in the single-machine configuration which is counter-

intuitive. Greater variation would be anticipated across multiple machines due to network

involvement, yet the opposite is observed. The results suggest that messages may be exiting

the single machine and returning to it, potentially causing the observed variability. These

results in combination with those from the variation confirmation campaign in Subsection

4.2.5 indicate that external network traffic is impacting the measurements and evaluating DDS

performance in virtualised environments is challenging due to uncontrollable external factors.

A “cleaner” view of DDS performance is more attainable in physical environments without

external interference.
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Figure 4.12: Latency over time for single (top) versus multiple machines (bottom) over 3 runs combined.

4.3 Analysis on the Impact of Multicast

4.3.1 Introduction

This section presents a detailed analysis of the impact of MC on the performance of the DDS.

MC is a crucial feature for efficient communication to multiple subscribers, and this analysis

aims to quantify its benefits and drawbacks under various conditions. UC communication

defines that a host will only send data to another single host at any time while MC establishes

the use of 1-to-n communication whereby a single host can send to multiple hosts in a single

communication.
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Despite not being defined within the DDS specification, the use of UC or MC still plays a

vital role in how the communication of messages within DDS takes place. DDS users who have

limited knowledge of the details of MC implementation and may assume that MC transport

should, theoretically, outperform that of UC for greater numbers of participants since the data

is being sent in one communication rather than multiple. This, however, does not necessarily

hold in practice - a phenomenon that is explored in this section and is built on top of our work

published in (Peeroo et al. 2022).

This section is structured as follows.

• Section 4.3.2 presents an initial analysis of the impact of MC on DDS performance using

data collected on VMs (which was published in (Peeroo et al. 2022)).

• Section 4.3.3 builds on top of this by analysing the impact in a physical testbed (3Pi)

within a segregated network.

• Section 4.3.4 and Section 4.3.5 further extends the analysis by examining data from a

larger physical testbed (5Pi) with a more complex network topology.

• Section 4.3.6 provides a comparative analysis of the latency results across all testbeds

used in this study and Section 4.3.7 does the same for throughput results.

• Section 4.3.8 analyses the impact across all dataset collected, broken down into quantiles

of interest and compares eCDFs of both UC and MC communication using the PAT tool

(see Subsection 3.3.4).
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4.3.2 Initial Analysis

An initial analysis of the data is performed to get a high-level understanding of the impact

of MC. This was done by analysing the data collected on the VM testbed and details of the

experimental campaign can be found in Subsection 3.4.3. The counter-intuitive results produced

were validated by Javier Morales, the head of the performance team at RTI and lead to the

publication of our paper (Peeroo et al. 2022). This subsection presents the results of this initial

analysis broken down into latency and throughput results.

95



0.10 0.15 0.20 0.25 0.30 0.35 0.40
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1P + 1S Unicast vs Multicast Latency eCDF
Unicast (95% CI)
Multicast (95% CI)

0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

3P + 3S Unicast vs Multicast Latency eCDF
Unicast (95% CI)
Multicast (95% CI)

0 2 4 6 8 10 12
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

10P + 10S Unicast vs Multicast Latency eCDF
Unicast (95% CI)
Multicast (95% CI)

0 20 40 60 80 100
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

25P + 25S Unicast vs Multicast Latency eCDF
Unicast (95% CI)
Multicast (95% CI)

0 100 200 300 400 500
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

50P + 50S Unicast vs Multicast Latency eCDF

Unicast (95% CI)
Multicast (95% CI)

0 200 400 600 800 1000 1200
Latency (ms)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

75P + 75S Unicast vs Multicast Latency eCDF

Unicast (95% CI)
Multicast (95% CI)

Figure 4.13: Latency eCDFs for varying participant numbers.
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Latency Results

In experiments with 1 publisher and 1 subscriber, UC had very similar latency to MC with both

communication types having a mean of 0.22 ms indicating that MC incurs a small overhead

even in this simple scenario. In the experiments with 3 publishers and 3 subscribers, UC had

a mean of 0.56 ms whilst MC had a mean of 0.62 ms - an 11% increase for MC over UC. For

the experiments with 10 publishers and 10 subscribers, the ranking was reversed: the mean UC

latency was 3.6 ms whilst the mean MC latency was 3.2 ms - an 11% decrease for MC over

UC which shows the effectiveness of MC in this scenario. However, this effectiveness was not

demonstrated in experiments with 25 publishers and 25 subscribers where similar performance

was seen. Experiments with 50 publishers and 50 subscribers also showed stochastic dominance

where MC consistently produced higher latencies. UC had a latency mean of 8.3 ms whilst

MC had a latency mean of 12.5 ms - a 51% increase. This is not aniticipated because MC is

expected to perform better with larger numbers of participants. In the final experiment with 75

publishers and 75 subscribers, the distribution function shows consistently lower latency values

for UC (with a mean of 312 ms) compared to MC (having a mean of 427 ms - a 37% increase).

Again, this is counter-intuitive as MC is expected to perform better with larger numbers of

participants.
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Figure 4.14: Throughput eCDFs for varying participant numbers.
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Throughput Results

Throughput measurements are presented as eCDFs in Figure 4.14 for 1, 3, 10, 25, 50 and

75 publishers/subscribers. The experiments involving 1 publisher and 1 subscriber show that

roughly the first 10% of the ordered throughput measurements were almost identical. For

throughput measurements above 85 Mbps, making up a majority of all measurements, UC

produced higher throughput values than MC. In the experiments with 3 publishers and 3

subscribers, neither communication setting was dominant, while MC outperforms UC for 10

publishers and 10 subscribers with a 23% increase in the mean throughput (237 Mbps for

UC compared to 292 Mbps for MC). Similar performance was also seen for 25 publishers and

25 subscribers for the first roughly 10% of the ordered throughput measurements and MC

outperforms UC for the rest of the measurements above 190 MBps. The performance gain for

MC over UC disappears in the experiments with 50 and 75 publishers/subscribers where UC

outperforms MC by 6% and 9% according to the mean values, respectively.

Analysis

Publisher
Count

Subscriber
Count

Latency Throughput

1 1 UC UC
3 3 UC mixed
10 10 MC MC
25 25 mixed MC
50 50 UC UC
75 75 UC UC

Total UC 4 3
MC 1 2

mixed 1 1
Total 6 6

Table 4.3: Most performant communication type per participant configuration for both latency and
throughput on the VM testbed.

When a large number of participants uses MC communication, one can expect that all of the

recipients’ data are sent using one communication rather than multiple (as in the case of UC)

which should theoretically result in better performance (lower latency and higher throughput).

The results, however, demonstrate the opposite in several cases. A summary showing the most

performant communication is shown in Table 4.3.

The inferior performance of MC in high-participant scenarios could be attributed to several

factors. Firstly, MC introduces a higher protocol overhead compared to UC. This includes the
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management of MC groups and the processing of Internet Group Management Protocol (IGMP)

messages by network switches. While this overhead is negligible in small-scale deployments, it

can become significant as the number of participants grows, potentially outweighing the benefits

of 1-to-n communication.

Secondly, the performance of MC is highly dependent on the capabilities of the underly-

ing network hardware, particularly the switches. Inexpensive or unmanaged switches may not

handle MC traffic efficiently, leading to packet flooding and network congestion. Even with

managed switches, the efficiency of MC is contingent on the proper implementation and con-

figuration of IGMP snooping, which allows switches to intelligently forward MC traffic only to

the ports that need it. Without effective IGMP snooping, MC packets can be broadcast to all

ports, negating the benefits of MC and potentially leading to worse performance than UC.

Thirdly, the use of UDP for MC transport in DDS means that there is no built-in mechanism

for reliable delivery at the transport layer. While DDS provides its own reliability protocol, the

underlying best-effort nature of MC can lead to higher packet loss rates in congested networks,

which in turn can trigger retransmissions at the DDS layer, increasing latency and reducing

throughput.

After investigating the cause of this, we conjecture that performance gained when using

MC communication with DDS largely depends on the network setup. Specifically, which MC

routing protocol is being used. The main point from this work is that one must have a thorough

understanding of how MC communication is implemented on one’s (experimental) setup before

using it for DDS deployment. One should not assume that using MC via a DDS implementation

with large numbers of participants will necessarily result in better performance. The results

may not be representative of a real-world scenario where the network topology and MC routing

protocols may differ significantly and a critical evaluation of the network infrastructure and the

specific DDS implementation is essential for making an informed decision about when to use

MC. This analysis is extended in subsequent sections by examining data from physical testbeds

with different network topologies and configurations to uncover the conditions under which MC

can be expected to outperform UC in DDS deployments.

4.3.3 Analysis on the 3 Raspberry Pi Multicast Dataset

New experiments (detailed in Subsection 3.4.4) on the 3Pi testbed were executed to validate

and further investigate the initial analysis. These added experiments used 100 B or 512 B,

reliable communication, a durability level of 0, and explored new combinations of participant
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counts including cases with a single publisher/subscriber. The results are therefore grouped

into 3 sections (where n > 1):

1. Analysis of n Publishers and n Subscribers

2. Analysis of 1 Publisher and n Subscribers

3. Analysis of n Publishers and 1 Subscriber

The Analysis of n Publishers and n Subscribers section matches the publisher/subscriber

counts used in the initial analysis on the VM testbed. The following section, Analysis of 1

Publisher and n Subscribers, explores the impact of MC in its theoretically most advantageous

scenario where a single publisher sends data to multiple subscribers. The final section, Analysis

of n Publishers and 1 Subscriber, investigates the reverse scenario where multiple publishers

send data to a single subscriber to investigate if MC has any benefits in this case. Finally, a

summary of all results related to the 3Pi testbed is presented in Summary of 3Pi Multicast

Analysis to provide a wholistic view.

Analysis of n Publishers and n Subscribers

Latency Figure 4.15 displays eCDFs that compare MC and UC latency for configurations

with 1, 5, 10, 15, and 25 publishers and subscribers. MC achieves lower latencies than UC

in experiments involving 1, 5, and 10 publishers and subscribers, though in the case with 10

publishers/susbcribers, there is some overlap at the lower percentiles. Similar performance is

seen for 15 publishers/subscribers, and UC outperforms MC in the 25-participant experiment.

As the number of participants increases, the gap between the two communication types narrows

before reversing in favour of UC at 25 publishers and subscribers which is counter-intuitive as

one would expect MC to perform better with larger numbers of participants. This supports

the findings from the initial analysis on the VM testbed in Subsection 4.3.2.

Throughput The analysis of throughput, illustrated by the eCDFs in Figure 4.16, reveals

more cases in favour of MC. The case with 1 publisher/subscriber is the only scenario where

both communication types show overlapping performance. For all other cases (5, 10, 15, and 25

publishers/subscribers), MC consistently outperforms UC, demonstrating stochastic ordering

with a clear separation favouring MC. An interesting observation is the larger number of 0

Mbps values specifically for UC which increases with the number of participants. This is seen

by the “rising” of the start of the UC eCDF shown in green at the far left of the graph as

the number of participants increases from 10 to 25 publishers/subscribers. Not only is MC

producing higher throughput, but it also appears to be more resilient to network delays that
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Figure 4.15: eCDFs of MC (red) and UC (green) latency for 1, 5, 10, 15, and 25 publishers and subscribers
for the 3Pi MC dataset. The x-axis is in log scale.
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Figure 4.16: eCDFs of MC (red) and UC (green) throughput for 1, 5, 10, 15, and 25 publishers and
subscribers for the 3Pi MC dataset.
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result in 0 Mbps throughput values. The results here align with the expectation that MC should

excel in scenarios with multiple subscribers due to its design for efficient data dissemination and

do not conform to the counter-intuitive findings from the initial analysis on the VM testbed in

Subsection 4.3.2.

Analysis of 1 Publisher and n Subscribers

Latency Figure 4.17 demonstrates a clear and consistent advantage for MC communication

across all tested subscriber counts (1, 5, 10, 15, and 25). The gap between the eCDFs are similar

for 5, 10, and 25 subscribers, and are much larger for 1 and 15 subscribers which might point

to some underlying network behaviour specific to those configurations and warrants further

investigation. Nonetheless, these results confirm the expectation that MC should excel in 1-to-

n communication scenarios.

Throughput Figure 4.18 demonstrates that MC outperforms UC in terms of throughput for

5, 10, and 15 subscribers with clear stochastic ordering and this ordering switches in the case

of 25 subscribers where UC outperforms MC with some intersection at higher percentiles. This

is unexpected as one would expect MC to perform better with larger numbers of subscribers

and hints at a potential bottleneck.

Analysis of n Publishers and 1 Subscriber

Latency Figure 4.19 shows that MC latencies consistently outperform UC with stochastic

ordering though the distinction is not as pronounced in the case with 5 publishers. Nonetheless,

these results demonstrate a clear advantage for MC in terms of latency in n-to-1 communication

scenarios which is unexpected. What is particularly intriguing is that the gap in performance

increases with the number of publishers indicating that MC becomes increasingly advantageous

as more publishers are added.

Throughput The throughput results for the n-to-1 configuration are presented in Figure 4.20

and show a very similar pattern for 5, 10, 15, and 25 publishers where both communication types

exhibit similar performance throughout. However, the gap is more pronounced in favour of MC

for 25 publishers indicating that MC becomes increasingly advantageous as more publishers are

added, a trend also seen in the latency results.
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Figure 4.17: eCDFs of MC (red) and UC (green) latency for 1 publisher and 1, 5, 10, 15, and 25
subscribers for the 3Pi MC dataset. The x-axis is in log scale.

105



40 45 50 55 60
Throughput (Mbps)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1 Publishers + 1 Subscribers
Unicast (95% CI)
Multicast (95% CI)

10 15 20 25 30 35
Throughput (Mbps)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1 Publishers + 5 Subscribers

Unicast (95% CI)
Multicast (95% CI)

5 10 15 20 25
Throughput (Mbps)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1 Publishers + 10 Subscribers

Unicast (95% CI)
Multicast (95% CI)

5 6 7 8 9 10
Throughput (Mbps)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1 Publishers + 15 Subscribers

Unicast (95% CI)
Multicast (95% CI)

1.0 1.5 2.0 2.5 3.0 3.5 4.0
Throughput (Mbps)

0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 D

at
a

1 Publishers + 25 Subscribers
Unicast (95% CI)
Multicast (95% CI)

Figure 4.18: eCDFs of MC (red) and UC (green) throughput for 1 publisher and 1, 5, 10, 15, and 25
subscribers for the 3Pi MC dataset.
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Figure 4.19: eCDFs of MC (red) and UC (green) latency for 1 subscriber and 1, 5, 10, 15, and 25
publishers for the 3Pi MC dataset. The x-axis is in log scale.
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Figure 4.20: eCDFs of MC (red) and UC (green) throughput for 1 subscriber and 1, 5, 10, 15, and 25
publishers for the 3Pi MC dataset.
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Summary of 3Pi Multicast Analysis

Table 4.4 summarises the results of the analysis by showing the most performant communi-

cation type (either UC or MC) for each combination of publisher and subscriber count. MC

outperforms UC in 10 cases for both latency and throughput while UC only outperforms MC

in 1 case for throughput and none for latency. The large number of cases in favour of MC

indicates that MC is more effective in the 3Pi testbed.

Publisher Count Subscriber Count Latency Throughput
1 1 MC none
1 5 MC MC
1 10 MC MC
1 15 MC MC
1 25 MC mostly UC
5 1 none none
5 5 MC MC
10 1 MC MC
10 10 MC MC
15 1 MC mostly MC
15 15 none MC
25 1 MC MC
25 25 none mostly MC

Total UC 0 1
MC 10 10
none 3 2

Table 4.4: Most performant type of communication (UC or MC) in terms of latency and throughput
for each combination of publisher and subscriber count according to visual stochastic ordering seen when
comparing eCDFs. Mostly UC/MC indicates that there was some intersection seen in the eCDF. None
indicates that there was no clear difference between the 2 communication types. Values in bold indicate
cases with the same outcomes as seen in VMs.

Direct comparisons between these results and those collected on the VMs cannot be made

because the testbeds are different (virtualised vs physical), the network setups differ (shared vs

segregated) and the hardware specifications are not the same (VM vs RPi 3A+). Nonetheless,

comparisons are made for 1, 10, and 25 publishers and subscribers since these configurations

were used in both experimental campaigns to identify any similarities or differences in trends.

Similarities are seen for 10 publishers and subscribers where MC outperforms UC for both

latency and throughput. This is also the case for 25 publishers and subscribers where MC

outperforms UC for throughput. These similarities may be indicative of a trend and we analyse

5Pi data in the next subsection to further investigate this.
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4.3.4 Analysis on the 5 Raspberry Pi Multicast Dataset

Similiar to the experiments on the 3Pi testbed that investigated the impact of MC, new ex-

periments (detailed in Subsection 3.4.5) were executed on the 5Pi testbed to further validate

and investigate the findings from both the initial analysis on VMs (Subsection 4.3.2) and the

3Pi testbed (Subsection 4.3.3). These new experiments used 512 B, reliable communication, a

durability level of 0, and explored values of 1, 5, 10, 15, 20, and 25 publishers/subscribers.

Just like in the 3Pi analysis, we break down the results into 3 sections (where n > 1):

1. Analysis of n Publishers and n Subscribers

2. Analysis of 1 Publisher and n Subscribers

3. Analysis of n Publishers and 1 Subscriber

Analysis of n Publishers and n Subscribers

Latency The latency results for the n-to-n configuration on the 5Pi testbed are presented

in Figure 4.21 and shows a clear pattern in favour of MC with intersection seen at higher

percentiles in the case of 15 publishers and subscribers. This is especially interesting for the

case with 1 publisher and subscriber where MC outperforms UC which is unexpected as one

would expect both communication types to perform similarly in this simple scenario.

Throughput The throughput results for the n-publisher-to-n-subscriber configuration are

shown in Figure 4.22 and do not show a clear pattern similar to the latency results. MC is

seen to outperform UC in the cases with 5, 10, and 15 publishers and subscribers, though

there is some intersection for the case with 5 publishers and subscribers. However, in the case

with 1 publisher and subscriber, UC outperforms MC which is unexpected as one would expect

both communication types to perform similarly in this simple scenario. A noticeable step-like

pattern is seen in the case of 5 and 10 publishers and subscribers which may point to some

clustering of throughput values possibly due to network behaviour.

Analysis of 1 Publishers and n Subscribers

Latency The latency results for the 1-to-n configuration on the 5Pi testbed are presented in

Figure 4.23 and are unequivocal: MC consistently demonstrates lower latency than UC across

all subscriber counts and this is consistent with the findings from the 3Pi testbed. The eCDFs

show stochastic ordering in favour of MC, and the performance gap between the communication
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Figure 4.21: eCDFs of MC (red) and UC (green) latency for 1, 5, 10, and 15 publishers and subscribers
for the 5Pi MC dataset. The x-axis is in log scale.

methods is even more pronounced on the 5Pi. These results strongly support the theoretical

expectation that MC should excel in 1-to-n communication scenarios.
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Figure 4.22: eCDFs of MC (red) and UC (green) throughput for 1, 5, 10, and 15 publishers and subscribers
for the 5Pi MC dataset.

Throughput The throughput results, shown in Figure 4.24, also show a clear advantage for

MC in all cases with more subscribers and 1 publisher though there is intersection in the case of

1 publisher and 5 subscribers. This indicates that for 1-to-n communication on the 5Pi testbed,
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Figure 4.23: eCDFs of MC (red) and UC (green) latency for 1 publisher and 1, 5, 10, 15, 20, and 25
subscribers for the 5Pi MC dataset. The x-axis is in log scale.
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Figure 4.24: eCDFs of MC (red) and UC (green) throughput for 1 publisher and 1, 5, 10, 15, 20, and 25
subscribers for the 5Pi MC dataset.
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MC is the superior choice for maximising throughput.

Analysis of n Publishers and 1 Subscriber

Latency The latency results for the n-to-1 configuration on the 5Pi testbed are presented in

Figure 4.25 and shows the same trend across all publisher counts; both communication types

produce extremely similar performance. Step-like patterns emerge in the case with 15 and

20 publishers which may point to some clustering of latency values possibly due to network

behaviour. This hints at two possible states in the network that cause latency to cluster around

two distinct values.

Throughput The throughput results for the n-to-1 configuration are shown in Figure 4.26

and similar to the latency results, show very similar performance between MC and UC. In the

cases with 15 and 20 publishers, UC outperforms MC with intersection at lower and higher

percentiles. This performance gain for UC over MC indicates that the subscriber is receiving

more data when multiple publishers are sending data using UC compared to MC and is counter-

intuitive.

Summary of 5Pi Multicast Analysis

Table 4.5 summarises the results of the analysis by showing the most performant communication

type (either UC or MC) for each combination of publisher and subscriber count. Similar to

the 3Pi analysis, MC outperforms UC in 10 cases for latency and 9 cases for throughput while

UC only outperforms MC in 2 cases for throughput and none for latency. Similar results

were seen in terms of latency for all cases with 1 and 5 publishers and n subscribers and 10

publishers and subscribers when compared to the 3Pi analysis. This demonstrates a trend that

MC generally outperforms UC in these configurations across different physical testbeds. What

is particularly interesting is that MC also outperforms UC in the case with 1 publisher and 1

subscriber for both latency and throughput which was also seen in the 3Pi analysis. This is an

unexpected result as one would expect both communication types to perform similarly in this

simple scenario.

4.3.5 Analysis on the 5 Raspberry Pi Quality of Service Dataset

The subsection analyses the 5Pi QoS Capture dataset, and as detailed in Subsection 3.4.5,

includes results from experiments with different data lengths (100 B instead of 512 B), reliability
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Figure 4.25: eCDFs of MC (red) and UC (green) latency for 1 subscriber and 1, 5, 10, 15, and 20
publishers for the 5Pi MC dataset. The x-axis is in log scale.
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Figure 4.26: eCDFs of MC (red) and UC (green) throughput for 1 subscriber and 1, 5, 10, 15, and 20
publishers for the 5Pi MC dataset.
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Publisher Count Subscriber Count Latency Throughput
1 1 MC UC
1 5 MC mostly MC
1 10 MC MC
1 15 MC MC
1 20 MC MC
1 25 MC MC
1 50 MC MC
5 1 none none
5 5 MC mostly MC
10 1 none none
10 10 MC MC
15 1 none none
15 15 mostly MC MC
20 1 none mostly UC

Total UC 0 2
MC 10 9
none 4 3

Table 4.5: Comparison of Latency and Throughput for Different Publisher and Subscriber Counts. Most
performant communication type (UC or MC) per participant count determined by stochastic ordering seen
in eCDF. “Mostly MC” indicates that the majority of the eCDF showed stochastic ordering in favour of
MC with some intersection. Results also seen from the 3Pi analysis as well as here are highlighted in bold.
“none” indicates that there was no clear difference between the 2 communication types.

(both reliable and best effort instead of just reliable) and durability settings (all levels instead

of just level 0). This introduces new variables that may impact the performance of MC versus

UC communication and the analysis aims to uncover any differences in performance under these

varied QoS conditions.

Just like in the previous analyses, we break down the results into 3 sections (where n > 1):

1. Analysis of n Publishers and n Subscribers

2. Analysis of 1 Publisher and n Subscribers

3. Analysis of n Publishers and 1 Subscriber

Analysis of n Publishers and n Subscribers

Latency Analysis of the eCDFs depicting latency performance in Figure 4.27 reveals similar

performance for both communication types in the case with 5 publishers and subscribers. MC

outperforms UC in the cases with 1 and 10 publishers and subscribers with clear stochastic

ordering except for some intersection at higher percentiles in the case with 1 publisher and

subscriber. This result aligns with the findings from the 5Pi MC exploration dataset, though

MC outperformed UC in the 5-participant case there. The step-like pattern seen in the case

of 5 publishers and 5 subscribers may be attributed to the inclusion of other QoS parameters
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used in this campaign, namely a smaller message size (100 B versus 512 B), the inclusion of

best-effort reliability, and the testing of all durability levels. These variations in QoS evidently

play a role in shaping the latency performance characteristics observed.
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Figure 4.27: eCDFs of MC (red) and UC (green) latency for 1, 5, and 10 publishers and subscribers for
the 5Pi QoS dataset. The x-axis is in log scale.

Throughput For the single publisher and subscriber scenario, the throughput performance

is broadly similar for both communication types with many overlapping values as shown in

Figure 4.28. However, for configurations with 5 and 10 participants, MC demonstrates superior

throughput, which aligns with theoretical expectations. This observation is consistent with the

results from the 5Pi MC exploration dataset, indicating that the performance advantage of MC

persists even with different QoS parameters (smaller data length, best effort communication,

and all durability levels) for throughput. The eCDFs for the 1-participant case exhibit a distinct
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step-like pattern for both communication types. This pattern suggests the presence of distinct

performance clusters within the aggregated data, likely corresponding to different individual

experiments within the campaign. This observation highlights the need for a more granular

analysis at the level of individual experiments to avoid the confounding effects of aggregation. A

closer inspection of the vertical segments within the stepped eCDF suggests that for individual

experimental configurations, MC may consistently outperform UC.
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Figure 4.28: eCDFs of MC (red) and UC (green) throughput for 1, 5, and 10 publishers and subscribers
for the 5Pi QoS dataset.

Analysis of 1 Publishers and n Subscribers

Latency The eCDFs in Figure 4.29 show noticeable crossover points in all cases (1 publisher

with 1, 5, 10, and 25 subscribers). These crossover points seem to shift downwards as the
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number of subscribers increases. This demonstrates that MC’s performance advantage increases

as the system scales, supporting the hypothesis of its efficiency in 1-to-n scenarios. These results

show that in the case with 5 and 10 subscribers, MC outperforms UC and especially so at higher

percentiles. With the added QoS parameters (smaller data length, best effort communication,

and all durability levels), these results further demonstrate the performance advantage of MC

in 1-to-n scenarios in terms of latency.
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Figure 4.29: eCDFs of MC (red) and UC (green) latency for 1 publisher and 1, 5, 10, and 25 subscribers
for the 5Pi QoS dataset. The x-axis is in log scale.
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Throughput The eCDFs in Figure 4.30 depicting the throughput results further support the

latency findings. Here, MC consistently outperforms UC across all subscriber counts (1, 5, 10,

and 25).
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Figure 4.30: eCDFs of MC (red) and UC (green) throughput for 1 publisher and 1, 5, 10, and 25
subscribers for the 5Pi QoS dataset.

Analysis of n Publishers and 1 Subscriber

Latency The eCDFs shown in Figure 4.31, are very similar to those seen in the 5Pi MC

exploration dataset. In all cases (5, 10, and 25 publishers with 1 subscriber), both communi-
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cation types exhibit nearly identical performance with a slight gap seen in the first half of the

percentile range which increases with the number of publishers. Whilst this gap is not suffi-

cient to establish clear stochastic ordering in favour of either communication type for 5 and 10

publishers, it is consistent across these two configurations and indicates a minor performance

edge for MC. Much like the previous 5Pi MC exploration dataset, noticeable step-like patterns

emerge and a more granular analysis at the level of individual experiments would be required

to avoid the confounding effects of aggregation.

Throughput The eCDFs in Figure 4.32 depict throughput results that are very similar to

those seen in the 5Pi MC exploration dataset. Similar performance is observed between both

communication types for 5 and 10 publishers with 1 subscriber (just like in the case with the

5Pi MC exploration dataset). A surprisingly similar pattern is seen in the case of 25 publishers

here and 20 publishers seen in the 5Pi MC exploration dataset where UC has a more vertical

shape while MC has a more pronounced single step around the 50th percentile. This repeated

observation across different datasets suggests that there may be underlying network dynamics

or QoS configurations that consistently influence throughput performance in n-to-1 scenarios.

Summary of 5Pi Quality of Service Analysis

Table 4.6 summarises the results of the analysis by showing the most performant communication

type (either UC or MC) for each combination of publisher and subscriber count. A majority

of the cases for latency show no clear difference between UC and MC (6 out of 11) while MC

outperforms UC in 4 cases and UC outperforms MC in 1 case. For throughput, MC outperforms

UC in 8 cases while UC outperforms MC in none and 3 cases show no clear difference between

the 2 communication types. These results indicate that MC generally outperforms UC in

terms of throughput in the 5Pi QoS dataset. However, throughout the results many instances

of step-like patterns are seen in both latency and throughput eCDFs which suggest that a

more granular analysis at the level of individual experiments would be required to avoid the

confounding effects of aggregation introduced by the varied QoS parameters (smaller data

length, best effort communication, and all durability levels).

4.3.6 Comparative Analysis of Latency Across Testbeds

We analysed the impact of MC on latency and throughput performance across virtualised (VMs)

and physical (3Pi and 5Pi) testbeds. In this subsection, we focus on latency results across all
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Figure 4.31: eCDFs of MC (red) and UC (green) latency for 1 subscriber and 1, 5, 10, and 25 publishers
for the 5Pi QoS dataset. The x-axis is in log scale.

datasets to identify consistent performance trends, specifically on physical testbeds because

they provide a more “cleaner” insight. Our findings are summarised in Table 4.7. The table

shows almost exact results between the 3Pi and 5Pi testbeds with the MC exploration dataset
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Figure 4.32: eCDFs of MC (red) and UC (green) throughput for 1 subscriber and 1, 5, 10, and 25
publishers for the 5Pi QoS dataset.

where UC never outperforms MC and MC outperforms UC in 10 cases for both testbeds.

When comparing the results for the MC dataset between the two testbeds, there are two

similarities. Firstly, MC is more performant in all cases with 1 publisher and n subscribers (1, 5,

125



Publisher
Count

Subscriber
Count

Latency Throughput

1 1 mostly MC none
1 5 none MC
1 10 none MC
1 25 mostly MC MC
5 1 mostly UC none
5 5 none MC
5 10 none MC
5 25 MC MC
10 1 none none
10 10 MC MC
25 1 none mostly MC
Total UC 1 0

MC 4 8
none 6 3

Table 4.6: Comparison of Latency and Throughput for Different Publisher and Subscriber Counts for the
5Pi QoS dataset. Most performant communication type (UC or MC) per participant count determined by
stochastic ordering seen in eCDF. “Mostly MC” indicates that the majority of the eCDF showed stochastic
ordering in favour of MC with some intersection.

10, 15, and 25 subscribers) for both testbeds. This demonstrates the superiority of MC in 1-to-n

communication scenarios across different physical testbeds. However, this trend is not seen with

the introduction of varied QoS parameters (smaller data length, best effort communication, and

all durability levels). This indicates that the introduction of new parameter values are likely

interacting with the communication type to influence performance and exploration investigating

these interactions would be a valuable avenue for future work. Secondly, MC is more performant

in the cases with 1, 5, and 10 publishers and subscribers for both testbeds, though this trend is

not seen with 15 or 25 publishers and subscribers which may indicate a limit to how well MC

scales with more physical machines. A difference seen in the results between the two testbeds

is that MC is more performant with 10 and 15 publishers and 1 subscriber on the 3Pi testbed

but not on the 5Pi testbed. This may hint at two possibilities: either MC performs better with

less physical machines or MC performs worse with more physical machines. Though this is only

seen with 1 subscriber and further investigation would be required to confirm either hypothesis.

When comparing the outcomes across all datasets, the only consistent results show MC out-

performing UC in the cases with 1 publisher and 1 subscriber, 10 publishers and 10 subscribers,

and 1 publisher and 25 subscribers. This recurrence across all datasets and testbeds highlights

specific configurations where MC consistently excels in latency performance and further inves-

tigation can reveal if this is truly coincidental or if there are underlying factors at play. The

aim of this analysis is to objectively present the comparative performance of MC and UC across
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different testbeds without delving into speculative explanations for the observed trends. Future

work invovles exploring the underlying causes of these performance patterns in greater detail

including investigating the interactions between QoS parameters and communication types.

Publishers Subscribers 3Pi 5Pi 5Pi QoS
1 1 MC MC mostly MC
1 5 MC MC none
1 10 MC MC none
1 15 MC MC -
1 25 MC MC mostly MC
1 50 - MC -
5 1 none none mostly UC
5 5 MC MC none
5 10 - - none
5 25 - - MC
10 1 MC none none
10 10 MC MC MC
15 1 MC none -
15 15 none mostly MC -
20 1 - none -
25 1 MC - none
25 25 none - -

Total UC 0 0 1
MC 10 10 4
none 3 4 6

Table 4.7: Most performant communication type (UC or MC) according to latency for each variation
of publisher and subscriber count summarised across all datasets on physical testbeds. Values in bold
represent results consistent across all testbeds. “-” indicates that the configuration was not tested in that
dataset.

4.3.7 Comparative Analysis of Throughput Across Testbeds

Just like in the previous subsection, we analysed the impact of MC on throughput performance

across virtualised (VMs) and physical (3Pi and 5Pi) testbeds. In this subsection, we focus on

throughput results across all datasets to identify consistent performance trends, specifically on

physical testbeds because they provide a more “cleaner” insight. Our findings are summarised

in Table 4.8 and shows a clearer trend that holds consistent across all datasets (unlike latency

results). Overall, MC outperforms UC in most configurations (many of which are consistent

across testbeds) while UC rarely outperforms MC. There are more configurations where both

communication types show similar performance than configurations where UC outperforms MC.

When comparing between 3Pi and 5Pi for the MC dataset, there are three similarities.

Firstly, MC is more performant in all cases with 1 publisher and 5, 10, and 15 subscribers
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for both testbeds which demonstrates the superiority of MC in 1-to-n scenarios. Secondly,

MC is more performant in the cases with 5, 10, and 15 publishers and subscribers. This

consistent pattern across both testbeds highlights the scalability of MC in n-to-n communication

scenarios. Finally, both testbeds show similar performance for the case with 5 publishers and

1 subscriber which is unexpected as UC should perform worse in this scenario due to each

publisher sending many messages to the single subscriber. These similiarities highlight two

points: the effectiveness of MC in 1-to-n and n-to-n scenarios across different physical testbeds,

and the need for further investigation into the unexpected performance parity in the 5 publishers

and 1 subscriber case.

Whilst there are many similarities between the two testbeds, there are more differences.

Firstly, in the case with 1 publisher and 1 subscriber, UC is more performant on the 5Pi

testbed while both communication types show similar performance on the 3Pi testbed. While

these testbeds have different numbers of machines, for this configuration both testbeds use 2

machines (1 per participant). Therefore, the difference in performance may be attributed to the

hardware specifications of the machines used in each testbed. Another difference is seen in the

case with 1 publisher and 25 subscribers where UC is more performant on 3Pi while MC is more

performant on 5Pi which could mean two things: either UC performs better with less physical

machines or MC performs better with more physical machines. This difference is only seen in

this configuration and further investigation would be required to confirm either hypothesis. The

third difference observed is in the case with 10 publishers and 1 subscriber where MC is more

performant on 3Pi while both communication types show similar performance on 5Pi. This

similarity in performance seen on 5Pi is unexpected because with more publishers and only

1 subscriber, UC should perform worse due to each publisher sending many messages to the

single subscriber. One could speculate that the load distribution on the 2 slave machines (3Pi)

is better here than the load distribution on the 4 slave machines (5Pi) but further investigation

would be required to confirm this. Finally, a difference is seen in the case with 15 publishers

and 1 subscriber where MC is more performant on 3Pi while both communication types show

similar performance on 5Pi. This difference also sparks the same questions as the previous

difference and further investigation would be required to confirm any hypotheses.

Whilst there are only three similarities seen across all datasets, this consistency may show

insight into how MC performs in certain configurations regardless of the testbed or QoS param-

eters used. The first similarity is seen in the case with 1 publisher 5 and 10 subscribers where

MC is more performant across all testbeds. Much like previous discussions, this demonstrates

the superiority of MC in 1-to-n scenarios. The second similarity is seen in the case with 5
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publishers and 1 subscriber where both communication types show similar performance across

all testbeds. This unexpected result once again highlights the need for further investigation

into this configuration because UC should perform worse in this scenario due to each publisher

sending many messages to the single subscriber. Finally, in the cases with 5 and 10 publishers

and subscribers, MC is more performant across all testbeds which highlights the scalability of

MC in n-to-n communication scenarios. Overall, these consistent results across all datasets and

testbeds highlight specific configurations where MC consistently excels in throughput perfor-

mance and further investigation can reveal if this is truly coincidental or if there are underlying

factors at play.

While similarities point to recurring behaviour regardless of testbed or QoS parameters,

differences highlight areas where performance varies based on these factors and can provide

insight into the conditions under which each communication type excels or falters. The first

difference is seen in the case of 1 publisher and 1 subscriber where UC is more performant

with the MC dataset on 5Pi while all other datasets show similar performance between both

communication types. The interesting aspect of this difference is the consistency seen across

the 3Pi and 5Pi QoS datasets where both communication types show similar performance. This

deviation in the outcome for the 5Pi MC dataset has to be further investigated to understand

why UC performs better in this simple configuration only in this dataset. The second difference

is seen in the case with 1 publisher and 25 subscribers where UC is more performant on 3Pi

while MC is more performant on the 5Pi (for both datasets). This difference may highlight

a case where MC scales better with more physical machines or UC performs better with less

physical machines. Further investigation would be required to confirm either hypothesis. The

final difference is seen in the case with 10 publishers and 1 subscriber where MC is more

performant on 3Pi while both communication types show similar performance on 5Pi (for both

datasets). It is strange that MC is more performant in this case on 3Pi and this may be due to

the load distribution on the 2 slave machines (3Pi) being better here than the load distribution

on the 4 slave machines (5Pi and 5Pi qos).

As mentioned before, the aim of this analysis is to objectively present the comparative per-

formance of MC and UC. As such, many questions have been raised throughout this subsection

regarding the observed differences and future work invovles exploring the underlying causes of

these performance patterns in greater detail including investigating the interactions between

QoS parameters and communication types.
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Publishers Subscribers 3Pi 5Pi 5Pi QoS
1 1 none UC none
1 5 MC mostly MC MC
1 10 MC MC MC
1 15 MC MC -
1 25 mostly UC MC MC
1 50 - MC -
5 1 none none none
5 5 MC mostly MC MC
5 10 - - MC
5 25 - - MC
10 1 MC none none
10 10 MC MC MC
15 1 mostly MC none -
15 15 MC MC -
20 1 - mostly UC -
25 1 MC - mostly MC
25 25 mostly MC - -

Total UC 1 2 0
MC 10 9 8
none 2 3 3

Table 4.8: Most performant communication type (UC or MC) according to throughput for each variation
of publisher and subscriber count summarised across all datasets on physical testbeds. Values in bold
represent results consistent across all testbeds. “-” indicates that the configuration was not tested in that
dataset.
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4.3.8 Quantile-Based Analysis

In previous sections that analysed the impact of MC communication, the results revolved

around the number of publishers and subscribers and the eCDFs were aggregated across all

experimental configurations within each dataset. This aggregation approach, while useful for

identifying general trends, has limitations. A subset of the eCDF plots showed step-like patterns

indicating clustering of performance data. This clustering suggests that different experimental

configurations may have distinct performance characteristics that are obscured when data is

aggregated. To address this limitation, a new approach is proposed that involves categorising

individual experimental configurations. This method uses the PAT tool mentioned in Section

3.3.4 to extract the every individual unique experimental configurations from all datasets and

compare the performance of MC and UC within these configurations. This allows the identifi-

cation of specific scenarios where one communication type outperforms the other, providing a

more granular understanding of performance dynamics ensuring that the unique characteristics

of each configuration are preserved and analysed.

The output of this approach consists of a list individual unique configurations and whether

MC or UC or neither (labelled as “Uncategorised”) was the more performant communica-

tion type based on latency and throughput metrics. This granularity is further enhanced by

analysing performance across different percentile ranges of the latency and throughput distri-

butions. These percentile ranges help to capture performance variations that may occur at

different points in the distribution, such as best-case, average-case, and worst-case scenarios.

We define these percentile ranges as follows: the 0 to 5th percentile captures the best-case

performance, the 5th to 95th percentile represents the average-case performance, the 95th to

100th percentile reflects the worst-case performance, and 0 to 100th percentile encompasses the

overall performance.

The quantile-based analysis described in this section is broken down into two main parts:

latency and throughput. Each metric is further divided into two types of analysis: distribution

and statistical. The distribution analysis focuses on the distributions of the parameter values

within the defined percentile ranges, while the statistical analysis employs hypothesis testing to

determine the significance of performance differences between MC and UC within these ranges.

Therefore, within each type of analysis (distribution or statistical), we present findings for each

percentile range (0 to 5th, 5th to 95th, 95th to 100th, and 0 to 100th percentiles).
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Distribution Analysis of Latency

A summary of the distribution of cases across the defined percentile ranges is presented in

Table 4.9. This table breaks down the number of experimental configurations where UC, MC,

or neither (“Uncategorised”) outperformed the other within each percentile range. There may

be cases where some configurations show MC outperforming UC in certain percentile ranges

while UC outperforms MC in others though this is likely to be rare. This section is further

broken down into analyses for each percentile range.

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

UC 12 19 28 2
MC 18 60 114 17
Uncategorised 139 90 27 150
Total 169 169 169 169

Table 4.9: Distribution of cases across percentile ranges for UC and MC communication (“Uncategorised”
indicates no stochastic ordering).

0th to 5th Percentile The distribution of experimental configurations for the 0 to 5th

percentile is detailed in Table 4.9 and visualised in Figure 4.33. For the 12 cases where UC

outperformed MC, experiments were distributed across several data lengths; 8 cases involved

100 B packets, 2 used 1 KB, and 2 employed 512 B. Publisher counts were spread across all

values with no clear concentration and subscriber counts were similar with notable peaks at 5

and 25 subscribers. A majority of these cases used reliable communication while durability was

spread across levels of 0 (6 casees) and 3 (8 cases).

A total of 18 cases of the 169 showed MC as the most performant communication type.

Publisher and subscriber counts for MC were notably lower than for UC in this performance

bracket. None of these cases used best effort communication and the durability levels were

mostly low.

The remaining 139 uncategorised cases in this percentile were dominated by experiments

using a 100 B data length. Publisher and subscriber counts for these cases ranged mostly

between 5 and 10 participants. Reliable communication was seen to be twice as common as

best-effort and all cases used a durability level of 0.
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Figure 4.33: Histogram of data distribution for the 0 to 5 percentile range.

Figure 4.34: Histogram of data distribution for the 5 to 95 percentile range.
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5 to 95 Percentile For the 5 to 95th percentile, the data are presented in Table 4.9 and

Figure 4.34. UC outperformed MC in 19 configurations. Majority of these cases used 100 B

(13 cases) while the rest used 1 KB (6 cases). A majority of the cases employed 1 publisher

while subscriber counts were spread between 5, 10, and 25 subscribers with a preference for 25.

All communication was best effort and durability levels were spread with slight preferences for

0 and 3.

In contrast, 60 configurations favoured MC communication. Here, the publishers count was

predominantly 1 with many cases also using 5 and 10 publishers, and the subscriber count

peaked at 5 and 10 subscribers. All 60 cases used reliable communication and durability levels

were mostly set to 0.

The remaining cases (90) were uncategorised and used primarily 100 B and 1 KB data

lengths. Publisher and subscriber counts mostly ranged between 1 to 15 with a spike at 25

subscribers. Reliable communication (55 cases) was more common than best-effort (35 cases)

and all durability levels were 0.

From these findings, it can be inferred that UC communication tends to perform better

in scenarios with smaller data lengths and higher subscriber counts, particularly when using

best-effort communication. Meanwhile, MC communication appears to be more effective in con-

figurations with lower subscriber counts and a consistent use of reliable communication within

this mid-range latency bracket. The identification of parameters that influence performance in

this range are starting to emerge, but further analysis is needed to draw definitive conclusions.
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Figure 4.35: Histogram of data distribution for the 95 to 100 percentile range.

Figure 4.36: Histogram of data distribution for the 0 to 100 percentile range.
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95 to 100 Percentile The highest performance bracket is detailed in Table 4.9 and Figure

4.35 and reports 28 configurations where UC communication was more performant, compared

to 114 configurations favouring MC. Uncategorised cases were identified in 27 configurations.

This indicates a pronounced advantage for MC communication in the higher latency ranges.

The 28 UC cases primarily involved small data lengths, such as 100 B and 1 KB. Publisher

counts were low (1 to 5), while subscriber counts were at medium (5 to 10) levels with a spike

at 25. Best-effort communication (18 cases) was more common than reliable communication

(10 cases) and most of the cases were configured with a durability of 0.

The 114 MC cases showed a strong prevalence for 100 B data lengths (62 cases) and 512 B

(21 cases). Publisher counts remained low, and subscriber counts ranged from low to medium

levels. Reliable communication and a durability of 0 were the predominant values observed.

100 B was the most common in both the UC and MC cases, which makes it hard to distin-

guish the impact of data length on performance in this percentile. Therefore, when comparing

the second most common data lengths, UC communication had a significant number of cases

with 1 KB packets, while MC had a notable presence of 512 B packets. This suggests that UC

communication may have an advantage with slightly larger data lengths in this high latency

range. Low publisher counts were consistent across both communication types, indicating that

the number of publishers may not be a significant factor in this percentile. Subscriber counts

were more varied in UC cases, spanning medium levels, while MC cases included both low and

medium levels. Best-effort communication was more prevalent in UC cases, whereas reliable

communication dominated in MC cases.

The uncategorised cases in this percentile were composed of experiments with 100 B, 1 KB,

and 512 B data lengths. Publisher counts ranged from low to medium levels while subscriber

counts included both low and high values. Reliability was equally distributed between best-

effort and reliable methods and the durability settings included both 0 and 3. These findings

suggest that in the highest latency range, UC communication tends to perform better with

slightly larger data lengths and a more varied subscriber count, particularly when using best-

effort communication. Meanwhile, MC communication appears to be more effective with smaller

data lengths and a consistent use of reliable communication.

0 to 100 Percentile The overall distribution is shown in Figure 4.36 where only 2 cases

were identified showing UC communication consistently outperforming MC. In contrast, 17

configurations favoured MC communication and the majority of configurations (150) did not

show a consistent performance advantage for either communication type across the entire dis-
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tribution. For the 17 MC communication across the full percentile range, data lengths were

varied, including cases with 100 B and 512 B packets. Publisher counts were consistently low,

and subscriber counts ranged from low to medium levels. Reliable communication was the

predominantly applied protocol and all cases had a durability setting of 0.

These 150 uncategorised experiments featured a wide array of data lengths, with a high

concentration at 100 B. Publisher counts ranged from low to medium, while subscriber counts

were mostly low but with a notable spike at 25 subscribers. Reliable communication was more

frequently used than best-effort, and all cases were configured with a durability of 0.

The limited number of categorised cases across the full latency distribution suggests that

consistent performance advantages for either communication type are rare.

Using all of the insights gained from the individual percentile ranges, a consolidated sum-

mary of the key characteristics for each communication type is presented in Table 4.10.
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Section Classification Cases Data Length Publishers Subscribers Reliable Durability
0 to 5 UC 12 of 169 100 B Spread Spread (peak at 5 and 25) Reliable 0 and 3
0 to 5 MC 18 of 169 100 B, 512 B Low Low Reliable 0
5 to 95 UC 19 of 169 100 B Low High Best Effort Spread
5 to 95 MC 60 of 169 100 B Low Low to Mid Reliable 0
95 to 100 UC 28 of 169 100 B Low Mid Best Effort 0
95 to 100 MC 114 of 169 100 B Low Low to Mid Reliable 0
0 to 100 UC 2 of 169 1 KB Low Low and High Best Effort 0
0 to 100 MC 17 of 169 100 B, 512 B Low Low to Mid Reliable 0

Table 4.10: Summary of case classifications across percentile ranges for latency analysis.
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Statistical Analysis of Latency

Solely relying on visual interpretations of histograms can lead to subjective conclusions. To pro-

vide a more objective assessment, a statistical analysis was conducted using the χ2 experiment

to evaluate the independence of various parameters on latency performance. This statistical

experiment identifies whether there is a significant association between categorical variables

and helps to determine which parameters have a meaningful impact on latency outcomes where

either MC or UC was more performant. Alongside the χ2 statistic, the p-value, DoF, and V

were calculated to assess the strength of any identified associations. The combination of both

the χ2 statistic and the p-value provides a comprehensive understanding of the relationships

between the parameters and latency performance.

To interpret the strength of these associations according to the χ2 statistic, one can compare

the p-value against a significance level (set at 0.05). If the p-value is less than this threshold, it

indicates a statistically significant association between the parameter and latency performance.

The DoF in the χ2 test, are calculated as (r− 1)(c− 1), where r and c represent the number of

rows and columns in the contingency table, respectively. High DoF, such as 24 for subscriber

count and 20 for data length, indicate large contingency tables with multiple categories (e.g.,

subscriber counts of 1, 5, 10, 25, 50), reflecting complex experimental designs. Moderate DoF,

such as 18 for publisher count and 6 for durability, suggest fewer categories, corresponding to

varied but less extensive configurations. Low DoF, such as 2 for reliability, imply simple con-

tingency tables (e.g., binary categories like reliable versus best-effort), making the experiment

sensitive to small differences. Higher DoF increase the chi-squared test’s sensitivity but require

larger χ2 values for statistical significance.

On top of this, the V offers a measure of the strength of the association ranging between 0

and 1, with values closer to 1 indicating a stronger relationship. In summary, a p-value below

0.05 indicates a statistically significant association, and the V quantifies the strength of this

association, ranging from 0 to 1. The statistical significance of these parameters is detailed in

Tables 4.11 through 4.14.

0 to 5 Percentile Of the 169 cases, 12 configurations favoured UC communication, while

18 configurations favoured MC communication in the 0 to 5 percentile range. According to

the χ2 experiment results in Table 4.11, the parameters with a p-value below the significance

threshold of 0.05 are publisher count, subscriber count, reliability, and durability. Of these

4 parameters, publisher count and subscriber count exhibit the highest V values (0.4013 and
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Parameter 0 to 5
χ2

0 to 5
P-Value

0 to 5
DoF

0 to 5
V

Data Length (B) 20.5909 0.4217 20 0.2468
Publisher Count 54.4218 1.6e-05 18 0.4013
Subscriber Count 56.7796 0.0002 24 0.4099
Reliability 22.7863 1.1e-05 2 0.3672
Durability 21.5760 0.0014 6 0.2527

Table 4.11: Statistical analysis for the 0 to 5 percentile range. Bold values indicate statistical significance
(p-value < 0.05).

0.4099 respectively), indicating a moderate association with latency performance in this per-

centile range. Meanwhile, reliability shows a slightly lower V of 0.3672, and durability has the

lowest V of 0.2527 among the significant parameters. Data length, with a p-value of 0.4217,

does not show a statistically significant association with latency performance in this range.

Therefore, the analysis suggests that publisher and subscriber counts are the most influential

parameters affecting latency performance in the 0 to 5 percentile range, followed by reliability

and durability. This suggests that configurations with varying numbers of publishers and sub-

scribers, as well as the choice of reliability and durability settings, determine latency outcomes

in the most performant scenarios.

Parameter 5 to 95
χ2

5 to 95
P-Value

5 to 95
DoF

5 to 95
V

Data Length (B) 44.2573 0.0014 20 0.3619
Publisher Count 46.2382 0.0003 18 0.3699
Subscriber Count 57.5735 0.0001 24 0.4127
Reliability 70.6080 4.7e-16 2 0.6464
Durability 9.2119 0.1620 6 0.1651

Table 4.12: Statistical analysis for the 5 to 95 percentile range. Bold values indicate statistical significance
(p-value < 0.05).

5 to 95 Percentile Of the 169 cases, 19 configurations favoured UC communication, while

60 configurations favoured MC communication in the 5 to 95 percentile range. Between the

5th and 95th percentiles, as shown in Table 4.12, all parameters except durability exhibit

p-values below the significance threshold of 0.05. This indicates that data length, publisher

count, subscriber count, and reliability have statistically significant associations with latency

performance in this range. Reliability stands out with the highest V of 0.6464, suggesting a

strong association with latency performance. This is followed by subscriber count and publisher

count, with V values of 0.4127 and 0.3699 respectively, indicating moderate associations. Unlike

the 0 to 5 percentile range, data length now shows a statistically significant association with
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latency performance, albeit with a lower V of 0.3619. Durability, with a p-value of 0.1620,

does not show a statistically significant association in this range. Overall, the analysis suggests

that reliability is the most influential parameter affecting latency performance in the 5 to 95

percentile range, followed by subscriber and publisher counts. Data length also plays a role, but

to a lesser extent, while durability appears to have minimal impact on latency outcomes in this

mid-range performance bracket. The change in significance for data length compared to the 0

to 5 percentile range indicates that its impact on latency may be more pronounced in scenarios

with a broader range of performance outcomes and this warrants further investigation.

Parameter 95 to 100
χ2

95 to 100
P-Value

95 to 100
DoF

95 to 100
V

Data Length (B) 22.6879 0.3044 20 0.2591
Publisher Count 55.8326 9.4e-06 18 0.4064
Subscriber Count 54.8032 0.0003 24 0.4027
Reliability 22.7026 1.1e-05 2 0.3666
Durability 11.8186 0.0661 6 0.1870

Table 4.13: Statistical analysis for the 95 to 100 percentile range. Bold values indicate statistical signifi-
cance (p-value < 0.05).

95 to 100 Percentile Between the 95th to 100th percentiles, 28 configurations favoured UC

communication, while 114 configurations favoured MC communication. As detailed in Table

4.13, publisher count, subscriber count, and reliability exhibit p-values below the significance

threshold of 0.05. This indicates that these parameters have statistically significant associations

with latency performance in this worst-case scenario range. Of these significant parameters,

publisher count and subscriber count show the highest V values (0.4064 and 0.4027 respec-

tively), indicating moderate associations with latency performance. Reliability also shows a

statistically significant association, with a V of 0.3666, suggesting a moderate relationship.

Data length and durability, with p-values of 0.3044 and 0.0661 respectively, do not show sta-

tistically significant associations with latency performance in this range. Overall, the analysis

suggests that publisher and subscriber counts are the most influential parameters affecting la-

tency performance in the 95 to 100 percentile range, followed by reliability. This indicates

that configurations with varying numbers of publishers and subscribers, as well as the choice

of reliability settings, play a crucial role in determining latency outcomes in the worst-case

scenarios.

0 to 100 Percentile When observing the entire latency distribution from the 0 to 100

percentiles, UC was most performant in 2 cases while MC was most perfomant in 17. As shown
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in Table 4.14, only data length and reliability exhibit p-values below the significance threshold

of 0.05. The V values range from 0.2761 for reliability to 0.3207 for data length, indicating

moderate associations with latency performance. These values are not as high as those observed

in the narrower percentile ranges, suggesting that while these parameters do influence latency

performance across the full distribution, their impact is less pronounced when considering all

performance levels. This highlights that data length and reliability are the primary factors

affecting latency performance when considering the entire range of outcomes, while publisher

and subscriber counts do not show statistically significant associations in this broad context.

This also signifies that one must consider the specific performance range when evaluating the

impact of these parameters on latency, as their influence can vary significantly across different

segments of the latency distribution.

Parameter 0 to 100
χ2

0 to 100
P-Value

0 to 100
DoF

0 to 100
V

Data Length (B) 34.7649 0.0214 20 0.3207
Publisher Count 11.7607 0.8593 18 0.1865
Subscriber Count 11.0219 0.9889 24 0.1806
Reliability 12.8787 0.0016 2 0.2761
Durability 3.8965 0.6907 6 0.1074

Table 4.14: Statistical analysis for the 0 to 100 percentile range.

All V values where the p-value is below 0.05 are summarised in Table 4.15. Only one

parameter has a V value above 0.5, which is reliability in the 5 to 95 percentile range and this

shows the strongest association with latency performance. Reliability is also the parameter that

consistently shows statistical significance across all percentile ranges. Publisher and subscriber

counts are significant in three of the four percentile ranges, with V values consistently above 0.4,

indicating moderate associations with latency performance. Durability is the least significant

parameter, showing statistical significance only in the 0 to 5 percentile range with a V of 0.2527.

These results highlight that reliability plays a major role in influencing latency performance

across different performance brackets, while publisher and subscriber counts also have notable

impacts, particularly in the more extreme percentile ranges.

Distribution Analysis of Throughput

The distribution of cases across these percentile ranges is summarised in Table 4.16 and vi-

sualised in Figures 4.37 through 4.40. An inconsistency in the total number of cases for the

different percentile ranges is observed with 147 cases in the 0 to 5 percentile, but 167 cases in

the other ranges. This discrepancy is due to some experiments producing less samples resulting
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Percentile Range Data
Length

Publisher
Count

Subscriber
Count

Reliability Durability

0-5 – 0.4013 0.4099 0.3672 0.2527
5-95 0.3619 0.3699 0.4127 0.6464 –
95-100 – 0.4064 0.4027 0.3666 –
0-100 0.3207 – – 0.2761 –

Table 4.15: Summary of V values for statistically significant parameters across percentile ranges in latency
analysis.

in a lack of data to calculate the 0 to 5 percentile. Overall, the table shows that MC com-

munication is more frequently the most performant communication type across all throughput

percentile ranges compared to UC communication. This is especially highlighted in the larger

throughput percentiles.

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

UC 5 1 18 0
MC 53 109 131 60
Uncategorised 89 57 18 107
Total 147 167 167 167

Table 4.16: Distribution of cases across percentile ranges for MC communication in throughput analysis.

0 to 5 Percentile The distribution for the lowest throughput percentile is shown in Figure

4.37. Of the 147 cases, only 5 cases showed UC outperforming MC, compared to 53 configura-

tions favouring MC while the rest of the cases (89) were uncategorised.

All 5 cases where UC communication was more performant involved a 100 B data length.

Publisher counts for these UC experiments were either 5 or 10, while the subscriber count was

fixed at 5 and both the reliability and durability settings were evenly distributed among these

cases.

The 53 cases where MC was more performant in this percentile was represented by a more

diverse set of configurations. The data lengths included 27 cases of 100 B and 9 cases of 512

B, among others. Both publisher and subscriber counts were low (in the range of 1 to 10).

Reliable communication (36 cases) was more common than best-effort (16 cases) and all MC

experiments were configured with no durability.

The 89 uncategorised cases were predominantly composed of experiments with 100 B data

lengths. Publisher counts were generally low but featured a spike at 25, a pattern also seen

in the subscriber counts. Reliable communication was significantly more prevalent than best-

effort, and all cases used a durability setting of 0.
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Data lengths across the 3 classifications were varied, with a strong emphasis on 100 B packets

due to the large number of experiments using this size. In terms of publisher and subscriber

count, both UC and MC cases were concentrated in the low range (1 to 10) while uncategorised

cases showed a broader distribution with a notable peak at 25. Reliable communication was

more commonly used across all classifications, particularly in MC and uncategorised cases

though UC cases had an even split between reliable and best-effort. This change in the ratio

across classifications suggests that reliability may play a role in throughput performance for UC

communication. Further investigation using statistical analysis is required to draw definitive

conclusions about the impact of these parameters on throughput performance in this lowest

percentile range.
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Figure 4.37: Histogram of data distribution for the 0 to 5 percentile range in throughput analysis.

Figure 4.38: Histogram of data distribution for the 5 to 95 percentile range in throughput analysis.
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5 to 95 Percentile The histograms of parameter values for the 5 to 95th percentile are and

Figure 4.38. Of the 167 cases in this range, only a single configuration was identified where UC

communication consistently outperformed MC, compared to 109 configurations favouring MC.

Meanwhile, 57 configurations did not show a consistent performance advantage.

MC communication was represented by 109 cases with varied data lengths, although a

majority used 100 B packets. Publisher counts were low, while subscriber counts ranged from

low to medium levels, with a notable peak at 25. Reliable communication was used in 77 of

these cases, compared to 32 for best-effort and all MC experiments had a durability setting of

0.

The 57 uncategorised cases consisted mainly of experiments with 100 B data lengths and

low publisher and subscriber counts though a data length of 1 KB was seen in 14 cases. Reliable

communication with 35 cases was more common than best-effort (22 cases), and all cases were

configured with a durability of 0.

Given the single case where UC communication was more performant, it is challenging to

draw definitive conclusions about the impact of specific parameters on throughput performance

for UC in this percentile range. However, a comparison between the MC and uncategorised

cases may provide insights into the factors that contribute to better throughput performance.

Data lengths were varied across both classifications, with a strong emphasis on 100 B packets

due to the large number of experiments using this size. Publisher counts were consistently low

across both classifications, while subscriber counts in MC cases ranged from low to medium

levels, with a notable peak at 25. The ratio of reliable to best-effort communication was

similar in both classifications, with reliable being more prevalent. These observations indicate

only slight differences in the configurations that lead to better throughput performance in MC

communication compared to uncategorised cases. Further statistical analysis is required to

determine the significance of these parameters in influencing throughput performance in this

mid-range percentile.
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Figure 4.39: Histogram of data distribution for the 95 to 100 percentile range in throughput analysis.

Figure 4.40: Histogram of data distribution for the 0 to 100 percentile range in throughput analysis.
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95 to 100 Percentile Figure 4.39 shows the histograms of parameter values for the 95

to 100th percentile. Of the 167 cases in this range, 18 configurations were identified where

UC communication consistently outperformed MC, compared to 131 configurations favouring

MC, and 18 uncategorised cases. All classifications had a low number of publishers, though

uncategorised cases had a low peak at 10 publishers. On top of this, all classifications had a low

number of subscribers, with a peak at 25. The classiffications differed in the use of reliability

where roughly 60 cases were best effort and 40 were reliable for UC. In the case of MC, roughly

90 cases were reliable while around 24 were best effort. Uncategorised cases had an almost

equal split between reliable and best effort. These observations indicate that the ratio between

reliable and best-effort communication leans more towards reliable in MC cases, while UC leans

more towards best-effort.

0 to 100 Percentile The overall distribution is shown in Figure 4.40 for the 0 cases where UC

was most performant, 60 cases where MC was most performant, and 107 uncategorised cases.

Both cases (MC and uncategorised) had low publisher counts, while subscriber counts ranged

from low to medium levels, with a notable peak at 25 (for both publisher and subscriber count)

for uncategorised cases. Reliable communication was used in 41 of the MC cases, compared

to 18 for best-effort, and all MC experiments were configured with no durability. Meanwhile,

reliable communication was more common in uncategorised cases (roughly 71 cases) compared

to best-effort (roughly 36 cases), and all cases were configured with a durability of 0. The ratio

of reliable to best-effort communication was similar in both classifications, with reliable being

more prevalent. The only difference was that MC had a slightly higher ratio of reliable to best-

effort communication compared to uncategorised cases. This suggests that reliability may play

a role in throughput performance for MC communication and warrants further investigation

using statistical analysis. Using all of the insights gained from the individual percentile ranges,

a consolidated summary of the key characteristics for each communication type is presented in

Table 4.17.
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Section Classification Cases Data Length Publishers Subscribers Reliable Durability
0 to 5 UC 5 of 147 100 B Low to Mid Low Spread Equal
0 to 5 MC 53 of 147 100 B Low Low Reliable 0
5 to 95 UC 1 of 167 100 B 1 1 Reliable 3
5 to 95 MC 109 of 167 100 B Low Low to Mid (spike at 25) Reliable 0
95 to 100 UC 18 of 167 100 B Low Low Reliable 3
95 to 100 MC 131 of 167 100 B Low Low (spike at 25) Reliable 0
0 to 100 UC 0 of 167
0 to 100 MC 60 of 167 100 B, 512 B Low Low to Mid Reliable 0

Table 4.17: Summary of case classifications across percentile ranges for throughput analysis.
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Statistical Analysis of Throughput

To provide an objective assessment of the impact of various parameters on throughput per-

formance, a statistical analysis was conducted using the χ2 experiment and the V metric.

To reiterate, the χ2 experiment identifies whether there is a significant association between

categorical variables and helps to determine which parameters have a meaningful impact on

throughput outcomes where either MC or UC was more performant. The combination of both

the χ2 statistic and the p-value provides a comprehensive understanding of the relationships

between the parameters and throughput performance. The statistical significance of these pa-

rameters is detailed in Tables 4.19 and 4.18. A p-value below 0.05 indicates a statistically

significant association, and the V quantifies the strength of this association.

For the 0 to 5th percentile, the worst-case performance, both publisher count and subscriber

count showed a significant relationship with performance, with p-values less than 0.05. The

V value for publisher count and subscriber count were 0.40 and 0.45 respectively, indicating a

moderate association. In the 5 to 95th percentile, the subscriber count was the only parameter

found to be highly significant, with a p-value of 1.3e-07 and a V of 0.5. This relationship

becomes even more pronounced in the 95 to 100th percentile, the most-performant percentile

range, where the p-value for subscriber count is 1.9e-18 and the V is 0.65, suggesting a strong

association. When considering the entire distribution, data length, publisher count, and sub-

scriber count all demonstrated a statistically significant impact on throughput. The p-values

were 0.0002, 1.1e-05, and 1.9e-07 respectively. The corresponding V values of 0.46, 0.48, and

0.57 indicate moderate to strong associations.

Throughout all percentile ranges, subscriber count consistently emerged as the most influ-

ential parameter with the highest V value of 0.65 in the 95 to 100th percentile. Publisher count

also showed a significant impact, particularly in the 0 to 5th percentile with a V of 0.40 and

in the overall distribution with a V of 0.48. Data length was only significant in the overall

distribution, with a V of 0.46.

Parameter 0 to 5 V 5 to 95 V 95 to 100 V 0 to 100 V
Data Length (B) 0.3107 0.2638 0.1672 0.4589
Publisher Count 0.3985 0.1908 0.2506 0.4838
Subscriber Count 0.4451 0.4829 0.6484 0.5731
Reliability 0.0694 0.1078 0.1810 0.0240
Durability 0.1506 0.1149 0.1251 0.1076

Table 4.18: V statistics for throughput analysis across percentile ranges. Highlighted values correspond
to statistically significant parameters (p-value < 0.05).
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Parameter 0 to 5
χ2

0 to 5
P-Value

0 to
5

DoF

5 to 95
χ2

5 to 95
P-Value

5 to
95

DoF

95 to
100
χ2

95 to 100
P-Value

95
to
100
DoF

0 to
100
χ2

0 to 100
P-Value

0 to
100
DoF

Data
Length
(B)

28.3829 0.1006 20 23.2459 0.2769 20 9.3423 0.9786 20 35.1637 0.0002 10

Publisher
Count

46.6792 0.0002 18 12.153 0.8392 18 20.97 0.2809 18 39.0899 1.1e-05 9

Subscriber
Count

58.2401 0.0001 24 77.9012 1.3e-07 24 140.442 1.9e-18 24 54.8502 1.9e-07 12

Reliability 0.7079 0.7019 2 1.9408 0.3789 2 5.4713 0.0649 2 0.0966 0.7560 1
Durability 6.6667 0.3528 6 4.4129 0.6210 6 5.2263 0.5151 6 1.9346 0.5861 3

Table 4.19: Chi-square and p-value statistics for throughput analysis across percentile ranges.
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4.4 Analysis on the Impact of Data Length

This section presents an analysis of the impact of data length on the performance of the DDS.

The size of the data being sent through DDS, also known as the data length, is a parameter

that can significantly influence performance in terms of latency and throughput. Larger data

lengths can increase network transmission time and processing overhead, potentially leading

to higher latency and lower throughput. Conversely, smaller data lengths may result in more

performant communication. However, the interaction between small data lengths and reliability

could lead to worse performance e.g. low data lengths with best effort communication would

lead to overloaded networks and increased packet loss resulting in higher latency and lower

throughput. This section aims to investigate the direct impact of data length on DDS latency

and throughput and to also explore how this parameter interacts with other configuration

parameters such as reliability, MC, publisher count, subscriber count, and durability.

4.4.1 Analysis Methodology

The analysis is based on data from experiments where the data length was systematically varied

while other parameters were kept constant which allows for a clear isolation of the impact of

data length on performance. Many data lengths were used: 32 B, 64 B, 100 B, 128 B, 256 B,

512 B, 1 KB, 1024 B. However, not all mentioned data lengths were simultaeneously compared

in the same configuration. We therefore present the results depending on the data length

comparisons seen in the configurations:

• 100 B vs 512 B

• 100 B vs 1 KB

• 512 B vs 1 KB

• 100 B vs 512 B vs 1 KB

• 32 B vs 64 B vs 128 B vs 256 B vs 512 B vs 1024 B

The results are presented in terms of latency and throughput, with a focus on how these

metrics change with different data lengths. Just like in the analysis of MC in Section 4.3,

the PAT tool is used to dynamically categorise the performance of each data length according

to stochastic ordering on eCDFs with error margins at a 95% confidence interval. Statistical

analysis is performed using the χ2 and V tests to identify significant relationships between

data length and performance metrics. The analysis is broken down into two main sections:

latency and throughput. Each section is further broken down into the data length comparisons
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listed above which are further split into two subsections; distribution analysis and statistical

analysis. Distribution analysis involves examining the distribution of the parameters for the

best performing data lengths to identify any patterns or trends. Statistical analysis involves

applying the χ2 and V tests to quantify the strength of the relationships observed in the

distribution analysis. All analysis is done on four different percentile ranges: 0 to 5, 5 to 95,

95 to 100, and 0 to 100. This is to capture performance across the entire distribution as well

as focusing on best-case, worst-case performance scenarios, and in-between.

4.4.2 Latency

100 B vs 1 KB

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

100 B 19 10 4 3
1 KB 0 0 14 0
Uncategorised 8 17 9 24
Total 27 27 27 27

Table 4.20: Counts of best performing data lengths for latency between 100 B and 1 KB.

Distribution Analysis Table 4.20 shows the counts of best performing data lengths across

different percentile ranges for 27 cases where 100 B was compared with 1 KB. Figures 4.41,

4.42 and 4.43 show the distributions of the parameters for the best, normal and worst-case

performance ranges, 0 to 5, 5 to 95 and 95 to 100 percentiles respectively.

In the best-case performance (0 to 5th percentile), 100 B outperformed 1 KB in 19 of the

27 configurations while 8 configurations were uncategorised indicating no clear winner between

the two data lengths. Of these 19 cases, the majority used between 1 to 10 publishers and

subscribers, 17 cases used best-effort compared to 2 cases using reliable communication, 7 cases

used UC compared to 12 cases using MC, and the majority of cases had a durability setting of 0

(17 cases). Whilst 100 B had subscriber counts in the lower range (1 to 10), uncategorised cases

had a more even distribution across all subscriber counts with a notable peak at 25 subscribers

indicating that higher subscriber counts may lead to similar performance between 100 B and 1

KB. This may confirm the hypothesis that involving more subscribers for a given data length

(in this case 100 B) can lead to a decrease in latency. However, these results do not explicitly

state if the latency of 100 B decreases to the level of 1 KB or if the latency of 1 KB increases

to the level of 100 B and so further investigation is required to confirm this. All 8 cases that
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were uncategorised used best-effort communication, and 6 of these cases used UC while 2 cases

used MC.

These findings suggest that for low-latency applications, particularly those with lower pub-

lisher and subscriber counts, a smaller data length of 100 B is generally more advantageous

as one would expect. Furthermore, the use of best-effort communication and MC appears to

enhance the performance of the smaller data length.

For the worst-case performance percentile range (95th to 100th), the advantage of 100 B

over 1 KB is reversed with 4 cases in favour of 100 B and 14 cases in favour of 1 KB, with 9

cases being uncategorised. The distributions that differed between the two data lengths suggest

that these parameters have an impact on the performance of the data lengths. These include,

the publisher count, where 100 B favoured 10 publishers while 1 KB favoured lower publisher

counts (1 and 5), the subscriber count, where 1 KB favoured 20 subscribers while 100 B had a

more even distribution, and the MC setting, where 1 KB favoured UC while 100 B had a more

even distribution. Both data lengths only used best-effort communication and no durability.

However, conclusions cannot be drawn from these findings without further investigation which

is done in the statistical analysis proceeding this subsection.
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Figure 4.41: Histogram showing distribution of best performing data lengths per configuration parameter between 0 and 5 percentiles for comparison of 100 B
and 1 KB.

Figure 4.42: Histogram showing distribution of best performing data lengths per configuration parameter between 5 and 95 percentiles for comparison of 100 B
and 1 KB.
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Figure 4.43: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 100
B and 1 KB.
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Statistical Analysis The publisher count is the only parameter shown to have statistical

significance though specifically between the 95 to 100 percentile range with an χ2 value of

15.44, a p-value of 0.02 and 6 degrees of freedom. The V value is 0.5348 indicating a moderate

relationship between the publisher count and the data length. The distribution analysis in the

previous subsection suggested that lower publisher counts (1 and 5) favoured 1 KB while a

higher publisher count (10) favoured 100 B which shows the direction of this relationship.

100 B vs 512 B

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

100 B 1 2 7 0
512 B 0 0 3 0
Uncategorised 9 8 0 10
Total 10 10 10 10

Table 4.21: Counts of best performing data lengths for latency between 100 B and 512 B.

Distribution Analysis Table 4.21 shows the counts of best performing data lengths for

latency between 100 B and 512 B across different percentile ranges for 10 cases. There were

a limited number of configurations (10) and should therefore be treated with caution. Across

the entire percentile range, all 10 configurations were uncategorised, indicating no clear winner.

In the best-case performance range (0 to 5 percentiles), there was only 1 case where 100 B

was most performant while the remaining 9 cases were uncategorised. This trend continues

in the 5th to 95th percentile range, where there were 2 cases where the 100 B data length

outperformed the 512 B data length before the trend reverses in the 95th to 100th percentile

range where there were 7 cases where the 100 B data length outperformed the 512 B data

length and 3 cases where the 512 B data length outperformed the 100 B data length. The

reversal of the trend in the 95th to 100th percentile range suggests that the 100 B data length

may be more advantageous in higher latency scenarios as expected. However, this advantage is

not clear in the lower latency scenarios (0 to 5 and 5 to 95 percentiles) where the 100 B data

length only outperformed the 512 B data length in 1 and 2 cases respectively of the 10.

An emphasis is placed on the 95th to 100th percentile range as this represents the worst-case

performance scenarios which are often critical in real-time applications. Figure 4.44 shows the

distribution of best performing data lengths per configuration parameter between 95 and 100

percentiles. Of the 7 cases where the 100 B data length outperformed the 512 B data length,

2 cases had 5 publishers, 2 cases had 10 publishers, and 3 cases had 25 publishers. Meanwhile,
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of the 3 cases where the 512 B data length outperformed the 100 B data length, 2 cases had 1

publisher and 1 case had 5 publishers. In terms of subscriber count, the 100 B data length had

4 cases with 5 subscribers, 1 case with 15 subscribers and 2 cases with 25 subscribers. The 512

B data length had 2 cases with 5 subscribers and 1 case with 20 subscribers. The cases where

100 B outperformed 512 B had a ratio of 4 cases using UC and 3 cases using MC. The cases

where 512 B outperformed 100 B had a ratio of 2 cases using MC and 1 case using UC, a slight

reversal of the trend seen in the cases where 100 B outperformed 512 B. The slight differences

in the distributions of the parameters between the two data lengths are seen in the publisher

count, where 100 B favoured higher publisher counts (10 and 25) while 512 B favoured lower

publisher counts (1 and 5), and the MC setting, where 100 B favoured UC while 512 B favoured

MC.
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Figure 4.44: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 100
B and 512 B.
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512 B vs 1 KB

In the single case comparing 512 B and 1 KB data lengths, the 512 B option demonstrated

superior performance across all percentile sections. However, the statistical analysis, including

both χ2 and V tests, did not produce any significant results, with all p-values exceeding 0.05.

100 B vs 512 B vs 1 KB

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

100 B 3 1 6 0
512 B 0 3 9 0
Uncategorised 14 13 2 17
Total 17 17 17 17

Table 4.22: Counts of best performing data lengths for latency between 100 B, 512 B, and 1 KB.

Distribution Analysis The three previous comparisons (100 B vs 1 KB, 100 B vs 512 B,

and 512 B vs 1 KB) were pairwise analyses of the data lengths. Here, all three data lengths

are compared simultaneously. Table 4.22 shows the counts of best performing data lengths

for latency between 100 B, 512 B, and 1 KB across different percentile ranges. 1 KB did not

outperform either of the other data lengths in any configuration or percentile range which is

consistent with the findings from the previous pairwise comparisons and also with expectations.

Between the 0th and 5th percentiles, the most-performant range, the 100 B data length

outperformed both other options in 3 out of 17 cases, while all other cases were uncategorised.

This indicates that in low-latency scenarios, the 100 B data length is generally more advanta-

geous, though not overwhelmingly so. Within the 5th to 95th percentile range, the 512 B data

length outperformed the 100 B option in 3 out of 17 cases, while the 100 B data length was

superior in only 1 case and all other cases were uncategorised. This suggests that while 512

B may not outperform 100 B in low-latency scenarios, it does have a performance advantage

in mid-range latency scenarios. In the 95th to 100th percentile range, the 512 B data length

outperformed the 100 B option in 9 out of 17 cases, while the 100 B data length was superior

in the remaining 6 cases. This indicates that in high-latency scenarios, the 512 B data length

is generally more advantageous which is counter intuitive as one would expect the smaller data

length (100 B) to be more performant in all scenarios, especially those with higher latency.

Finally, looking at the entire distribution (0 to 100 percentiles), all 17 cases were uncategorised

indicating no clear winner between all data lengths.

160



A focus is placed on the 95th to 100th percentile range as this represents the worst-case

performance scenarios and is the range with the least number of uncategorised cases (2) in-

dicating a clearer distinction between the data lengths. Figure 4.45 shows the distribution of

the parameter values. The distributions show that 512 B favoured 1 publisher (6 cases) while

100 B favoured 5 and 10 publishers equally (3 cases each). In terms of subscriber count, 512 B

favoured 5 subscribers (4 cases) while 100 B favoured 10 subscribers (3 cases) though both data

lengths had a more even distribution across the other subscriber counts. Both data lengths

only used reliable communication and no durability and both had a similar distribution between

UC and MC with 512 B having a more balanced distribution (5 cases for UC and 4 cases for

MC) while 100 B had a pronounced preference for UC (5 cases for UC and 1 cases for MC).

The differences in the distributions for the publisher count, subscriber count, and MC setting

suggest that these parameters have an impact on the performance of the data lengths. Further

analysis using statistical methods is used to confirm these findings in the following subsection.
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Figure 4.45: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 100
B, 512 B, and 1 KB.
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Statistical Analysis Across all χ2 tests for all percentile ranges, only the publisher count

parameter demonstrated statistical significance, specifically in the 95th to 100th percentile

range with a p-value of 0.02, χ2 value of 11.18, 4 DoF, and a V value of 0.57 indicating a strong

relationship between publisher count and data length performance in high-latency scenarios.

Based off the distribution analysis, it appears that lower publisher counts (1) favour the 512 B

data length while higher publisher counts (5 and 10) favour the 100 B data length demonstrating

the direction of this relationship.

32 B vs 64 B vs 128 B vs 256 B vs 512 B vs 1024 B

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

64 B 0 0 1 0
128 B 0 0 2 0
512 B 0 0 1 0
Uncategorised 9 9 5 9
Total 9 9 9 9

Table 4.23: Counts of best performing data lengths for latency between 32 B, 64 B, 128 B, 256 B, 512 B,
and 1024 B. Only data lengths with a least 1 case of best performance are shown.

Distribution Analysis A total of 9 configurations compared the 32 B, 64 B, 128 B, 256

B, 512 B, and 1024 B data lengths. Table 4.23 shows the counts of best performing data

lengths. Data lengths that are not seen in the table but mentioned otherwise were not the best

performing option in any configuration or percentile range. As anticipated, the performance of

the different data lengths intersected across the entire percentile range, leading to no definitive

optimal choice. In fact, all 9 configurations were uncategorised across the ranges of 0 to 5

percentiles, 5 to 95 percentiles, and 0 to 100 percentiles. The only section where a definitive

optimal data length emerged was the 95th to 100th percentile range, representing the worst-case

performance scenarios. Figure 4.46 shows the distribution of best performing data lengths per

configuration parameter within this percentile range and highlights the variability in parameter

distributions. These results should be interpreted with caution due to the limited number of

configurations (9) that compared these data lengths. Nonetheless, the results are provided for

completeness and to offer insights into potential trends.

The single case where 64 B outperformed all other data lengths (especially 32 B) used 1

publisher, 3 subscribers, best-effort communication, MC, and no durability. This results is

somewhat counter intuitive as one would expect the smallest data length (32 B) to be optimal
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in this scenario. The 2 cases where 128 B outperformed all other data lengths used 1 publisher,

best-effort communication, MC, and no durability but had 6 and 9 subscribers respectively. The

single case where 512 B outperformed all other data lengths used 1 publisher, 3 subscribers,

reliable communication, UC, and no durability. All cases used 1 publisher and no durability,

indicating that these parameters may not have a significant impact on the performance of the

data lengths in this comparison. The parameters that differed between the cases were the

subscriber count, reliability setting, and MC setting. Both 64 B and 512 B used 3 subscribers

while 128 B used 6 and 9 subscribers respectively. All cases used best-effort communication

except for the 512 B case which used reliable communication and 512 B used UC while all other

cases used MC. These findings suggest that the subscriber count, reliability setting, and MC

setting may have an impact on the performance of the data lengths in this comparison.
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Figure 4.46: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles.
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Statistical Analysis Of all sections, and all parameters, only one statistically significant

relationship was found. For the 95th to 100th percentile, the reliability setting was found to

have a statistically significant relationship with the optimal data length, with a p-value of 0.03,

a χ2 value of 9, 3 DoF, and a V value of 1. This indicates a perfect association between the

reliability setting and worst-case latency performance in this comparison. The distribution

analysis showed that the 512 B data length, which was optimal in one case, used reliable

communication while the other data lengths used best-effort communication indicating that

reliable communication may favour larger data lengths in high-latency scenarios. However,

as previously mentioned, these results should be interpreted with caution due to the limited

number of configurations (9) that compared these data lengths.

Discussion of Latency Analysis

The analysis was broken down into distribution analysis and statistical analysis for all data

length comparisons. Table 4.24 summarises all statistically significant cases across all data

lengths and percentile ranges. The worst-performing percentile range (95 to 100) is seen as

the most impactful in 3 of the 4 cases. Publisher count and reliability were identified as the

parameters that statistically significantly impact the outcome of the most performant data

length.

Parameter Data Lengths
Compared

Percentile
Range

χ2 p-value DoF V

Publisher
Count

100B, 512B, 1KB 95 to 100 11.18 0.02 4 0.57

100B, 1KB 95 to 100 15.44 0.02 6 0.53
0 to 100 8.02 0.05 3 0.54

Reliability 32B, 64B, 128B, 256B,
512B, 1024B

95 to 100 9.00 0.03 3 1.00

Table 4.24: Summary of all statistically significant relationships between parameter and data lengths for
latency performance.

In the case comparing 100 B to 1 KB, 100 B was the most performant with 10 publishers,

while 1 KB was the most performant with 1 or 5 publishers (there was 1 case with 10 publishers).

This demonstrates a preference of less publishers for larger data lengths (1 KB in this case)

and a preference of more publishers for smaller data lengths (100 B in this case). Therefore,

this identifies an inverse relationship where smaller data lengths outperform larger data lengths

in terms of worst-case latency with more publishers and where larger data lengths outperform

smaller data lengths in terms of worst-case latency with less publishers. This relationship is

further confirmed when simultaeneously comparing 100 B to 512 B and 1 KB. 100 B was seen
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to favour more publishers where half of the cases involved 5 publishers while the other half

involved 10. Meanwhile, 512 B favoured less publishers where all cases used 1 publisher. 1

KB did not outperform all other data lengths (100 B and 512 B) for any of these cases in

the worst-performing range. This confirms this inverse relationship between data length and

publisher count and provides insight into the interaction between various parameters on the

impact of DDS performance.

Reliability was seen as a statistically significantly impactful parameter on the performance

of varied data lengths in a single case; when comparing 32 B, 64 B, 128 B, 256 B, 512 B, and

1024 B in the worst-case percentile range (95 to 100). In this range, only 4 cases identified the

most performant data length. The single case where 64 B outperformed all other data lengths

(including 32 B) used best effort communication, 128 B outperformed all others for 2 cases and

also used best effort communication, and the largest data length to outperform all others was

512 B which used reliable communication. This switch identifies a relationship that is further

supported by the statistical tests. These results demonstrate that smaller data lengths peform

better when using best-effort communication as seen with 64 B and 128 B and larger data

lengths perform better with reliable communication as exemplified by 512 B.

Summary of Latency Analysis

The analysis of latency across various data lengths reveals a complex and non-linear relation-

ship, influenced by multiple configuration parameters. Generally, for best-case performance,

characterised by the lower latency percentiles (0-5th), smaller data lengths such as 100 B

demonstrated a consistent advantage. This aligns with the expectation that smaller payloads

incur less transmission and processing overhead. However, this trend did not hold uniformly

across all scenarios, particularly in the worst-case performance percentiles (95-100th). Counter-

intuitively, larger data lengths like 512 B and 1 KB were often found to be more performant

in these high-latency situations. Statistical analysis identified the publisher count as a con-

sistently significant factor influencing this relationship. Specifically, in high-latency scenarios,

lower publisher counts tended to favour larger data lengths, whereas higher publisher counts

showed an advantage for smaller data lengths. Other parameters, including the reliability set-

ting, also showed statistical significance in certain comparisons, suggesting that the choice of

communication protocol can modulate the impact of data length on latency. For instance,

reliable communication appeared to favour larger data lengths in high-latency conditions when

comparing a wide range of data lengths. It is crucial to note that many comparisons were
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based on a limited number of configurations, thus the findings should be interpreted with cau-

tion. Ultimately, the selection of an optimal data length for latency is not straightforward

and requires careful consideration of the entire operational context, including publisher and

subscriber counts, reliability requirements, and the specific latency percentile of interest to the

application.

4.4.3 Throughput

100 B vs 512 B

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

512 B 1 5 9 1
Uncategorised 9 5 1 9
Total 10 10 10 10

Table 4.25: Counts of best performing data lengths for throughput between 100 B and 512 B. 100 B did
not outperform 512 B in any case.

Distribution Analysis Table 4.25 summarises all cases of best performing data length be-

tween 100 B and 512 B. The results show that 100 B never outperforms 512 B in terms of

throughput for all percentile ranges which conforms with expectations. However, this does

not mean that the performance of 100 B is always worse than 512 B. On the contrary, in the

worst-case performance range (0 to 5th percentile), 9 of the 10 cases are unategorised indicating

crossover points between the 2 eCDFs. Within the middle range (5 to 95th percentile), there

are an equal number of cases (5) where 512 B outperforms 100 B and where the winner is

uncategorised. Finally, in the best-performing range (95 to 100th percentile), a mirror effect

is observed of the worst-performing range. In the worst case range, 512 B outperformed 100

B for 1 case while the other 9 were uncategorised and the opposite is seen in the best case

range where 512 B outperforms 100 B for 9 cases with the final case being uncategorised. This

indicates that, in 9 of 10 cases, 512 B will produce higher throughput when both data lengths

are at peak performance. Meanwhile, looking at the entire distribution as a whole, the results

repeat what was seen in the first 5 percentiles, 9 of the 10 are uncategorised.

Statistical Analysis Results of the χ2 statistical test only produced one parameter with a

p-value < 0.05. The subscriber count had a p-value of 0.046 between the 5th and 95th percentile

with an χ2 of 8, DoF of 3, and a V of 0.89 which indicates a significantly strong relationship
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between the number of subscribers used and whether 512 B outperforms 100 B or vice versa.

However, these results should be interpreted with caution given the low number of samples (10

cases) and the border-line p-value (0.046).

100 B vs 1 KB

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

100 B 1 3 4 2
1 KB 1 6 21 1
Uncategorised 15 18 2 24
Total 17 27 27 27

Table 4.26: Counts of best performing data lengths for throughput between 100 B and 1 KB.

Distribution Analysis Table 4.26 shows the counts of best performing data lengths for

throughput between 100 B and 1 KB. The inconsistency in the number of cases across percentile

ranges is attributed to the lack of samples in certain configurations, leading to their exclusion

from specific percentile calculations.

Figures 4.47, 4.48, 4.49, and 4.50 show the distribution of best performing data lengths per

configuration parameter within each percentile range.

In the 0 to 5th percentile range, the 100 B data length was found to be optimal in one specific

configuration, which consisted of 25 publishers, 5 subscribers, reliable UC communication, and

a durability of 0. The 1 KB data length was optimal in a different configuration, which included

1 publisher, 3 subscribers, best-effort MC communication, and a durability of 1. Theoretically,

one would expect the 1 KB data length to perform better in this scenario due to its larger size,

which should allow for more efficient use of network resources and this does hold true in 1 of the

cases. However, a majority of cases (15) were uncategorised, indicating that the performance

of the two data lengths intersected in most configurations. This is a surprising result, as these

findings suggest that the 100 B data length can be competitive with the 1 KB data length in

certain scenarios, even in the worst-case performance range.

Within the 5th to 95th percentile, the 100 B data length was advantageous in 3 configura-

tions with low publisher and subscriber counts, reliable communication, and a preference for

UC over MC (2 to 1 ratio), all with no durability. Meanwhile, the 1 KB data length excelled

in 6 configurations with 1 to 5 publishers, 1 (2 cases), 10 (1 case), and 25 (3 cases) subscriber

counts, a 2 to 1 ratio in favour of best-effort communication, and a preference for MC over UC

(5 to 1 ratio), with a mix of durability settings (0, 1 and 2). In the best-performing range, the
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95th to 100th percentile, where 100 B outperformed 1 KB in 4 configurations, the 100 B data

length showed better performance with low publisher counts, low to medium subscriber counts,

best-effort reliability, and a preference for MC over UC (3 to 1 ratio), all with a durability of 0.

For this percentile range, the 1 KB data length outperformed 100 B in 21 configurations. This

large number of configurations conforms with expectations, as the larger data length should

theoretically perform better in best-performance scenarios. Of these 21 configurations, 1 to 10

publishers were used with 5 cases having 1 publisher and 8 cases having 5 and 10 publishers

each. Subscriber counts varied from 1 to 25, with peaks at 1 (6 cases), 10 (5 cases), and 25 (6

cases). A preference for best-effort communication was observed (19 to 2 ratio), with a slight

preference for MC over UC (11 to 10 ratio). Durability settings were set to 0 in all but 2 cases,

which used durability settings of 1 and 2 respectively. The differing parameter settings for this

specific percentile range are seen for the publisher and subscriber count where 100 B favoured

lower counts while 1 KB had a wider distribution. Best-effort communication was favoured by

both data lengths, though 100 B had no cases using reliable communication while 1 KB had 2

cases.

Across the entire percentile range, the 100 B data length was superior in 2 cases, both

involving 1 publisher, 1 subscriber, best-effort communication, and a durability of 0. The 2

cases differed in their communication protocol, with one using UC and the other MC. The 1

KB data length was optimal in one case, which included 5 publishers, 25 subscribers, best-effort

UC communication, and a durability of 0. All other cases (24) were uncategorised, indicating

intersecting performance between the two data lengths in most configurations.
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Figure 4.47: Histogram showing distribution of best performing data lengths per configuration parameter between 0 and 5 percentiles for comparison of 100 B
and 1000 B.

Figure 4.48: Histogram showing distribution of best performing data lengths per configuration parameter between 0 and 100 percentiles for comparison of 100 B
and 1000 B.
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Figure 4.49: Histogram showing distribution of best performing data lengths per configuration parameter between 5 and 95 percentiles for comparison of 100 B
and 1000 B.

Figure 4.50: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 100
B and 1000 B.
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Parameter 0 to 5
Cramers

V

5 to 95
Cramers

V

95 to 100
Cramers

V

0 to 100
Cramers

V
Publisher Count 0.73 0.53 0.64 0.33
Reliability 0.13 0.53 0.15 0.10

Table 4.27: V correlation analysis for throughput between 100 B and 1 KB. Highlighted values indicate
statistical significance (p-value < 0.05).

Statistical Analysis Table 4.27 presents the results of the V correlation analysis for through-

put between 100 B and 1 KB and Tables 4.28 and 4.29 shows the corresponding χ2 values. Of

the 5 parameters, across the 4 different percentile ranges, only 4 cases had a p-value < 0.05

across 2 parameters; publisher count and reliability. Reliability between the 5th and 95th per-

centiles had a p-value of 0.02, an χ2 of 7.56 and a DoF of 2 and the publisher count had multiple

p-values < 0.05 observed in the range of 0 to 5, 5 to 95, and 95 to 100 with values of 0.01,

0.02, and 0.006 respectively. This suggests localised imbalances or pronounced effects within

these ranges, potentially arising from clustering of extreme values in the tails (0-5 and 95-100)

or variability in the central bulk (5-95) that violates assumptions of uniformity. Conversely,

the analysis across the entire distribution (0 to 100) did not reveal any statistically significant

relationships, with p-values exceeding the 0.05 threshold for all parameters. This discrepancy

may occur because opposing deviations in the percentile ranges effectively counterbalance one

another when amalgamated; excesses in one range might offset deficits in another. Such out-

comes emphasise the need to analyse the ranges as well as the entire distribution to uncover

such hidden findings.

Parameter 0 to 5
χ2

0 to 5
P-

Value

0 to 5
DoF

5 to
95 χ2

5 to
95 P-
Value

5 to
95

DoF
Publisher Count 18.13 0.01 6 15.15 0.02 6
Reliability 0.30 0.86 2 7.56 0.02 2

Table 4.28: χ2 correlation analysis (0–95 percentiles). Highlighted values indicate statistical significance
(p < 0.05).

Parameter 95 to
100
χ2

95 to
100
P-

Value

95 to
100
DoF

0 to
100
χ2

0 to
100
P-

Value

0 to
100
DoF

Publisher Count 22.44 0.00 6 5.99 0.42 6
Reliability 0.62 0.73 2 0.27 0.87 2

Table 4.29: χ2 correlation analysis (95–100 and overall). Highlighted values indicate statistical significance
(p < 0.05).
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100 B vs 512 B vs 1 KB

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

512 B 1 10 11 1
1 KB 0 1 4 0
Uncategorised 16 6 2 16
Total 17 17 17 17

Table 4.30: Counts of best performing data lengths for throughput between 100 B, 512 B, and 1 KB. 100
B did not outperform the other data lengths in any case.

Distribution Analysis A total of 17 cases compared the throughput performance of 100 B,

512 B, and 1 KB simultaeneously. The counts of the most performant data lengths are seen in

Table 4.30. In all percentile ranges (including overall), 100 B never outperformed the 2 other

data lengths. Within the worst-case range (0 to 5) and the overall range (0 to 100), 512 B

outperformed all others for 1 of the 17 cases with the other 16 being uncategorised. This single

case involved 1 publisher, 1 subscriber, reliable communication using UC with no durability.

All of these individual parameter values were also observed in the unategorised cases making

it hard to draw any insights. The fact that 512 B outperforms 1 KB in terms of worst-case

performance is of interest as one would expect the opposite to happen, even during worst-case

performance. Further investigation into this single experiment may provide insights into why

this specific collection of parameter values results in better performance for 512 B over 1 KB.

Between the 5th and 95th percentile, 1 KB outperformed all others in 1 case while 512 B

outperformed all others in 10 cases. The remaining 6 cases were uncategorised. This ratio

favouring 512 B as the most performant is continued in the best-performing range (95 to 100)

where 4 cases indicate 1 KB outperformed all other data lengths versus 11 cases demonstrating

512 B as the most performant. This further emphasises the observation that 512 B outperforms

1 KB under the best conditions which is counter-intuitive. An analysis of the distribution of

parameter values may provide insight into the types of conditions that are likely to result in

similar findings and are shown in Figure 4.51. In the middle range (5 to 95), the single case

where 1 KB outperformed 512 B used 5 publishers, 25 subscribers, reliable communication with

UC, and no durability. The cases where 512 B outperformed 1 KB (and also 100 B) had a

higher concentration with lower numbers of publishers (compared to 5), more cases with lower

subscriber counts (compared to 25), all used reliable communication, had an equal number of

UC cases compared to MC and all had no durability.

Are these values consistent for the best performing range for cases where 512 B outperformed
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1 KB between the 95th and 100th percentile? Figure 4.52 shows the distributions of parameters

values within this range and indeed they are similar to what was seen between the 5th and 95th

percentile. This consistency provides insights into the conditions where 512 B outperforms 1

KB.

175



Figure 4.51: Histogram showing distribution of best performing data lengths per configuration parameter between 5 and 95 percentiles for comparison of 100 B,
512 B, and 1 KB.

Figure 4.52: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 100
B, 512 B, and 1 KB.
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Parameter 0 to 5
Cramers

V

5 to 95
Cramers

V

95 to 100
Cramers

V

0 to 100
Cramers

V
Subscriber Count 0.68 0.55 0.48 0.68

Table 4.31: V correlation analysis for throughput between 100 B, 512 B, and 1 KB. Highlighted values
indicate statistical significance (p-value < 0.05).

Statistical Analysis Despite the consistency in the parameter value distributions for cases

where 512 B outperformed all other data lengths between the 5th to 95th and the 95th to 100th

percentiles, the χ2 results seen in Tables 4.32 and 4.33 only show the subscriber count to have

a statistically significant relationship to the data length. The subscriber count had a p-value of

0.0046 in both the first and last 5 percentiles. The V values shown in Table 4.31 demonstrate

that the subscriber count has a moderately strong relationship in the first 5 percentiles (with

a value of 0.68) compared to the last 5 percentiles (0.48).

Parameter 0 to 5
χ2

0 to 5
P-

Value

0 to 5
DoF

5 to
95 χ2

5 to
95 P-
Value

5 to
95

DoF
Subscriber Count 7.97 0.05 3 10.20 0.12 6

Table 4.32: χ2 correlation analysis (0–95 percentiles) for throughput between 100 B, 512 B, and 1 KB.

Parameter 95 to
100
χ2

95 to
100
P-

Value

95 to
100
DoF

0 to
100
χ2

0 to
100
P-

Value

0 to
100
DoF

Subscriber Count 7.98 0.24 6 7.97 0.05 3

Table 4.33: χ2 correlation analysis (95–100 and overall) for throughput between 100 B, 512 B, and 1 KB.

32 B vs 64 B vs 128 B vs 256 B vs 512 B vs 1024 B

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

1024 B 0 4 8 0
512 B 2 0 0 0
Uncategorised 7 5 1 9
Total 9 9 9 9

Table 4.34: Counts of best performing data lengths for throughput between 32 B, 64 B, 128 B, 256 B,
512 B, and 1024 B. Only data lengths that outperformed all others are shown.

This comparison simultaeneously compares 32 B, 64 B, 128 B, 256 B, 512 B, and 1024

B in terms of throughput. Table 4.34 displays the number of cases for each data length if
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it outperformed all others. It is expected that the largest data length (1024 B) outperforms

all others, especially so between the 95th and 100th percentiles, the range with the highest

throughput values recorded. In the 0 to 5th percentile range, the 512 B data length was optimal

in 2 configurations of 1 publisher, 3 and 6 subscribers, best-effort reliability, MC communication,

and no durability while the other 7 cases were uncategorised. This suggests that during periods

where the least throughput is recorded, there are 2 of 9 cases where 512 B continues to produce

the highest throughput, especially when compared to 1024 B. 1024 B never outperforms all

other data lengths for any of the 9 cases during this period.

However, there are 4 cases where 1024 B outperforms all others between the 5th and 95th

percentiles with the other 5 cases being uncategorised. This is emphasised further in the best

performing range where 1024 B outperforms all others in 8 of the 9 cases whilst the last case

is uncategorised. This conforms with the expecation that the largest data length is expected

to produce the greatest throughput. When observing the distribution as a whole, none of the

data lengths ever outperform all others.

Statistical analysis of these results produced no insights as all parameters across all per-

centile ranges produced p-values greater than 0.05. This is likely attributed to the low number

of cases.

Discussion of Throughput Analysis

Parameter Data Lengths
Compared

Percentile
Range

χ2 p-value DoF V

Subscriber Count 100B, 512B 5 to 95 8 0.046 3 0.89
100B, 512B, 1KB 0 to 5 7.97 0.046 3 0.68

0 to 100 7.97 0.046 3 0.68
Publisher Count 100B, 1KB 5 to 95 15.15 0.02 6 0.53

95 to 100 22.43 0.001 6 0.64
Reliability 5 to 95 7.56 0.02 2 0.53

Table 4.35: Summary of statistically significant relationships between parameters and data lengths for
throughput performance.

A summary of all statistically significant relationships between the most performant data

length according to throughput performance and the configuration parameters is shown in Table

4.35. The same parameters seen in the latency summary (publisher count and reliability) are

also seen for throughput with the addition of subscriber count. However, the p-values for the

subscriber count cases seen round up to 0.05 which substracts from their statistical significance.

Nonetheless, the results are presented to provide probable insight into the complex relationships

between the various parameters and their impact on DDS performance.
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The publisher count was identified as a statistically significantly impactful parameter on

the outcome of data length performance specifically when comparing 100 B to 1 KB. In the 3

of the 27 cases where 100 B outperformed 1 KB between the 5th and 95th percentiles, majority

of the cases used 1 publisher while in the 6 of the 27 cases where 1 KB outperformed 100 B,

the publisher count was equally split between 5 and 10 publishers. This indicates that smaller

data lengths (100 B in this case) perform better with less publishers (1 publisher in this case)

and larger data lengths (1 KB in this case) perform better with more publishers (5 or 10 in

this case). This suggests a direct relationship between data length and publisher count. This

is further supported in the best-case performance range (95 to 100) where the 4 of the 27 cases

where 100 B outperformed 1 KB only used 1 publisher. Meanwhile, the majority of the 21

of the 27 cases where 1 KB outperformed 100 B in this high throughput range used 5 or 10

publishers. This strengthens the finding that less data with less publishers and more data with

more publishers results in higher throughput.

Reliability was identified as a statistically significantly impactful parameter when comparing

100 B and 1 KB in the 5 to 95 percentile rage with a p-value of 0.02. A V value of 0.53 indicates

a relationship with moderate strength. In the 3 cases of the 27 where 100 B outperformed 1

KB, all cases used best effort communication. 4 of the 6 cases where 1 KB outperformed 100 B

also used best effort communication while the other 2 used reliable communication. This results

suggest that both data lengths prefer best effort communication though reliable communication

was never seen in the cases where the smaller data length (100 B) outperformed the larger

data length (1 KB). This could indicate that larger data lengths in combination with reliable

communication are likely to result in better performance while smaller data lengths combined

with reliable communication are likely to result in worse performance. Further investigation is

necessary to clarify the direction of the relationship between reliability and the data length in

terms of throughput performance.

Summary of Throughput Analysis

The investigation into the impact of data length on throughput largely confirms the expected

trend that larger data payloads facilitate higher throughput. This was most evident in the best-

case performance range (95-100th percentile), where larger data lengths like 1024 B and 1 KB

consistently outperformed smaller ones. However, the relationship is not strictly monotonic,

and several counter-intuitive results emerged. Most notably, the 512 B data length frequently

demonstrated superior throughput compared to the larger 1 KB data length, particularly in
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multi-way comparisons. This suggests the existence of an optimal payload size that maximises

throughput under certain conditions, beyond which performance may not necessarily improve.

Furthermore, in worst-case throughput scenarios (0-5th percentile), it was observed that a mid-

range data length (512 B) could outperform a much larger one (1024 B), indicating that the

efficiency benefits of larger payloads can diminish during periods of poor performance. Statis-

tical analysis revealed that publisher and subscriber counts are significant factors influencing

these outcomes. The number of publishers was a key determinant when comparing 100 B and

1 KB, while the subscriber count was significant when comparing 100 B, 512 B, and 1 KB. The

reliability setting also emerged as a significant parameter in some comparisons. The prevalence

of uncategorised cases across many percentile ranges highlights that performance often inter-

sects, meaning no single data length is universally optimal. In conclusion, while selecting a

larger data length is a reasonable strategy for achieving high throughput, a mid-range payload

such as 512 B can offer a competitive, and sometimes superior, performance, depending on the

specific system configuration and operating conditions.

4.4.4 Summary

The analysis of data length reveals distinct and sometimes counter-intuitive relationships with

key system parameters for both latency and throughput performance. For latency, an inverse

relationship with publisher count was identified, wherein smaller data lengths demonstrated

superior performance with a higher number of publishers. Conversely, larger data lengths

exhibited better latency performance when paired with a lower number of publishers. Further-

more, communication reliability emerged as a significant factor; smaller data lengths favoured

best-effort communication, whereas larger data lengths achieved better worst-case latency with

reliable communication. For throughput, a direct relationship with publisher count was ob-

served. Smaller data lengths achieved higher throughput with fewer publishers, while larger

data lengths benefited from a greater number of publishers. The influence of reliability on

throughput indicated a preference for best-effort communication overall. However, the findings

suggest that larger data lengths may perform better with reliable communication, although

this requires further investigation. These results highlight the complex interplay between data

length, publisher count, and reliability, providing critical insights for performance optimisation

of DDS systems.
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4.5 Analysis on the Impact of Noise in the Network

In real-world deployments, DDS systems often have to operate in imperfect network conditions.

This section presents an analysis of the impact of network noise on the performance of the DDS.

Network noise, in the form of background traffic and network congestion, can have a significant

impact on the reliability and timeliness of data delivery in DDS. This analysis aims to quantify

this impact and to evaluate the effectiveness of DDS’s reliability mechanisms in mitigating the

effects of network noise.

4.5.1 3 Raspberry Pi Analysis
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Figure 4.53: eCDFs with 95% confidence intervals of latency (ms) for 6 Mbps (green) versus 8 Mbps
(red) bandwidth throttle on 3Pi testbed. x-axis is log-scaled.

Figure 4.53 shows the eCDF of latency for two different bandwidth throttles (6 Mbps as

detailed in Subsection 3.4.4 and 8 Mbps as detailed in Subsection 3.4.4) on the 3Pi testbed.

The two lines exhibit a clear separation, indicating stochastic ordering. Specifically, a higher

bandwidth throttle leads to increased latency, thereby demonstrating poorer performance.

Figure 4.54 shows the eCDF of throughput for the same two bandwidth throttles (6 Mbps

and 8 Mbps) on the 3Pi testbed. Many crossing points signify a throughput limitation for

the higher noise condition (6 Mbps). Interestingly, there are periods where the higher noise

condition (6 Mbps) outperforms the lower noise condition (8 Mbps) e.g. after the 4.5 Mbps

crossing point.
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Figure 4.54: eCDFs with 95% confidence intervals of throughput (Mbps) for 6 Mbps (green) versus 8
Mbps (red) bandwidth throttle on 3Pi testbed.
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Figure 4.55: eCDFs with 95% confidence intervals of latency (ms) for 71 Mbps (red) versus 24 Mbps
(green) bandwidth throttle on 5Pi testbed.

4.5.2 5 Raspberry Pi Analysis

Figure 4.55 shows the eCDF of latency for two different bandwidth throttles (71 Mbps and 24

Mbps as detailed in Subsection 3.4.5) on the 5Pi testbed. Reduced noise levels always result in

lower latencies (except after 185 ms). The gap is especially pronounced for latencies between 50

ms and 110 ms. Overall, these results show that lower network noise leads to improved latency

performance in the 5Pi testbed.

Figure 4.56 shows the eCDF of throughput for the same two bandwidth throttles (71 Mbps

and 24 Mbps) on the 5Pi testbed. A substantial difference is observed following the initial

crossover point. The lower noise condition (71 Mbps) exhibits a greater proportion of zero
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Figure 4.56: eCDFs with 95% confidence intervals of throughput (Mbps) for 71 Mbps (red) versus 24
Mbps (red) bandwidth throttle on 5Pi testbed.

throughput values, with approximately 40% of the data registering as 0 Mbps, whereas the

higher noise condition (24 Mbps) shows fewer zero values, accounting for roughly 20% of the

data. However, this observation pertains solely to the data preceding the initial crossover

point. The introduction of noise results in a smaller proportion of data exhibiting 0 Mbps.

Additionally, it leads to significantly lower throughput values subsequent to the initial crossover

point. This suggests that while noise might initially reduce instances of zero throughput,

it ultimately results in a substantial degradation of overall throughput performance beyond

a certain threshold. The findings highlight a trade-off where a noisier environment might

prevent complete communication stalls but at the cost of significantly reduced data rates for

the majority of the communication.

4.5.3 Summary

This section analysed the impact of network noise on DDS performance, specifically focusing

on latency and throughput in 3Pi and 5Pi testbeds. In the 3Pi testbed, higher bandwidth

throttling (8 Mbps vs 6 Mbps) consistently led to increased latency, demonstrating poorer

performance. For throughput, multiple crossing points indicated that higher noise conditions

could sometimes outperform lower noise conditions after a certain threshold. In the 5Pi testbed,

lower noise (71 Mbps vs 24 Mbps) resulted in reduced latency (under 185 ms). Throughput

analysis revealed that while lower noise initially had more zero throughput values, introducing

noise led to a smaller proportion of 0 Mbps data and significantly lower throughput after an

initial crossover point.
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4.6 Analysis of Faulty Throughput Measurements

During the performance evaluation of DDS, a number of experiments reported a throughput

of 0 Mbps, even though data was being successfully sent by the publisher. These occurrences,

while not frequent, are significant because they indicate a complete failure of data delivery from

the perspective of the throughput measurement tool. This section presents an analysis of the

experiments that resulted in a throughput of 0 Mbps. Understanding the causes of these faulty

throughput measurements is crucial for identifying potential issues in the experimental setup,

the DDS configuration, or the underlying network.

4.6.1 Analysis

This analysis was initiated due to the observation of a substantial proportion of 0 Mbps through-

put values across all experiments within specific datasets. The analysis commenced by identify-

ing which experiments specifically yielded 0 Mbps within each dataset. Subsequently, intersect-

ing experiment names across datasets were examined. The investigation sought to determine if

particular experiments consistently produced 0 Mbps, irrespective of their originating dataset.

The findings indicated that this was not precisely the case. A further step involved analysing

the configuration parameter values within the 0 Mbps experiments to identify any common

themes, particularly within the 33 intersecting experiments observed in both the 3Pi and 5Pi

datasets. The most frequently occurring configuration parameters were: 1 KB, 1 publisher,

best effort, and UC.

Subsequently, the raw throughput values for each experiment were inspected. For each

dataset, 9 random 0 Mbps experiments were sampled, and their raw values were plotted. It

was concluded that the reliable experiments yielded meaningful 0 Mbps measurements, whilst

best effort experiments generated a significant proportion of 0 Mbps values.

The investigation was then directed towards understanding why best effort configurations

produced numerous 0 Mbps values. It was hypothesised that the 0 Mbps values were not

genuinely 0 but rather rounded down, a suspicion confirmed upon inspection of the RTI’s

Perftest source code. A comment within the source code further elucidated that employing

best effort offers no control over flow or sending rate, which can lead to network flooding

and CPU exhaustion. This comment explains the behaviour observed in our data. The data

indicates network flooding, as the subscriber records minimal throughput, which is subsequently

rounded to 0. However, during periods when the network processes messages accordingly, there

are brief windows where the subscriber receives a small amount of data, appearing as visual
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spikes in the raw data. This behaviour is corroborated by both the comment and the source

code itself.

The analysis of the 0 Mbps throughput measurements has provided valuable insights into the

behaviour of RTI’s Perftest under specific configurations. The findings suggest that the 0 Mbps

measurements are primarily a result of the best effort configuration, which does not guarantee

data delivery and can lead to network flooding. This flooding can overwhelm the network,

resulting in the subscriber receiving no data, which is then recorded as 0 Mbps throughput.

The analysis highlights the importance of understanding the underlying mechanisms of RTI’s

Perftest configurations and their impact on performance metrics.

4.7 Limitations of the Experimental Setup

It is important to acknowledge the limitations of the experimental setup used in this study, as

they may influence the generalisability of the findings.

The physical testbeds, while providing a controlled environment, are based on RPi clusters.

While these devices are representative of many resource-constrained embedded systems, they do

not reflect the performance characteristics of high-end, industrial-grade hardware. The results

obtained on these testbeds may not be directly transferable to systems with more powerful

CPUs, more memory, and faster network interfaces. However, there are still many use cases

where DDS is deployed on resource-constrained devices, making these findings relevant for such

scenarios.

The virtualised testbed, while representing a realistic enterprise environment, was a shared

infrastructure. This means that the network was subject to noise and contention from other

VMs and services, which could have influenced the performance measurements. While this

provides a degree of realism, it also makes it harder to isolate the impact of specific DDS

parameters.

The choice of DDS implementation, RTI Connext DDS, also has an impact on the results.

Different DDS implementations may have different performance characteristics, and the findings

of this study may not be directly applicable to other implementations.

Finally, the experimental campaigns, while extensive, could not cover the entire DDS config-

uration space. The choice of parameters and their ranges was necessarily a subset of all possible

configurations. Therefore, the findings of this study should be considered as a snapshot of DDS

performance under a specific set of conditions, rather than a comprehensive characterisation of

all possible behaviours.
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Despite these limitations, this study provides a valuable and detailed analysis of DDS per-

formance under a wide range of conditions. The findings offer important insights into the

complex interplay of factors that govern DDS performance and provide a solid foundation for

future research in this area.

4.8 Conclusion

This chapter has presented a comprehensive experimental performance evaluation of the DDS.

The study has systematically investigated the impact of various configuration parameters on

the performance of DDS, focusing on latency and throughput. This final section summarises

the main conclusions of the chapter.

The results of this study have demonstrated that the performance of DDS is highly depen-

dent on the choice of QoS parameters and the characteristics of the underlying network. The

reliability QoS setting was found to be a critical factor in determining the trade-off between

reliability and performance. Multicast was shown to be an effective mechanism for improving

scalability, but its performance is sensitive to network conditions. The data length of messages

was also found to have a significant impact on both latency and throughput. The analysis of

faulty throughput measurements highlighted the importance of careful experimental design and

data analysis. In conclusion, this chapter provides a detailed and systematic performance eval-

uation of DDS that can be used to inform the design and deployment of real-time distributed

systems.
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Chapter 5

Model-Based Performance Prediction

of Data Distribution Service

5.1 Introduction

DDS systems require optimal parameter settings to achieve peak performance and avoid delays

or data loss. Randomly selecting parameter values for a specific scenario often leads to subopti-

mal results due to the complexity of the parameter space. Manually testing a few configurations

and choosing the best is inefficient and unreliable. A systematic approach is needed to sample

the parameter space and identify parameter values that maximise performance.

Exhaustive testing of all possible parameter combinations is computationally infeasible due

to limited time and computational resources. The challenge is to find optimal or near-optimal

parameter values that deliver high performance without testing every configuration. Sampling

a subset of the parameter space and using the data to predict performance for untested config-

urations offers a practical solution.

This study proposes sampling parameter configurations and using ML models to predict

performance. The sampled data trains a model to capture the relationship between input

parameters and output performance distributions characterised by percentiles. This approach

reduces the computational burden while aiming to identify high-performing parameter values.

ML provides several models suitable for this task. Random Forest (RF) (Breiman 2001)

are robust and effective for modeling non-linear relationships. Extreme Gradient Boosting

(XGB) (Chen & Guestrin 2016) is a powerful gradient boosting algorithm known for its high

performance and efficiency. Feed-Forward Neural Network (FFNN) (Rumelhart et al. 1986)

offer flexibility in capturing complex parameter-performance interactions. Linear Regression
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(LR) (Gauss n.d.) (Kenney & Keeping n.d.) serves as a baseline to compare the predictive

accuracy of these advanced models.

The proposed method involves sampling the parameter space and collecting performance

data through DDS performance tests. This data is used to train and validate the ML models

which are evaluated based on their prediction accuracy and computational efficiency. The

best-performing model is then used to predict optimal parameter values.

The input consists of six configurable parameters; data length, publisher count, subscriber

count, reliability, MC, and durability. Performance is evaluated using latency and throughput,

which are the two most important metrics for DDS performance. Each parameter configuration

generates a distinct distribution for these metrics and by analysing various statistical measures,

these distributions can be characterised comprehensively.

For each distribution we can create a list of statistics that identify the distribution:

• mean

• standard deviation

• 21 percentiles: 0, 1, 2, 3, 5, 10, 20, 25, 30, 40, 50, 60, 70, 75, 80, 90, 95, 97, 98, 99, 100

We focus on the head of the distribution to capture worst-case throughput performance

using the 0th (minimum), 1st, 2nd, 3rd and 5th percentiles and we focus on the tail of the

distribution to capture worst-case latency performance using the 95th, 97th, 98th, 99th, and

100th (maximum) percentiles.

The work in this chapter can be split into two parts. In the first part of the work, we

introduced the concept of using ML to predict DDS performance, focusing on LR and RFs.

This work is the first of its kind and was published in (Peeroo et al. 2024). The second part

is adding on to this work by introducing a new testbed (5Pi), some realism as network noise

via varied cap levels on the bandwidth, 2 new models (XGB and FFNNs), a new subset of

percentiles (23 percentiles instead of 21), a new approach to what is output from the model,

and a deeper analysis into various modelling techniques.

The chapter is structured as follows:

• Section 5.1 introduces the problem and the motivation as well as provides a background

on the knowledge for using ML to predict DDS performance.

• Section 5.2 reviews related work in the field of performance prediction using ML, partic-

ularly in the context of DDS and configurable systems (systems that can be configured

with different parameters to achieve different performance characteristics).

• Section 5.3 describes the datasets used in the experiments, including the two testbeds
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and the noise levels introduced and described in Chapter 3.

• Section 5.4 outlines the methodology for sampling the parameter space, collecting perfor-

mance data, and training the ML models.

• Section 5.5 presents the hypotheses that will be tested in the experiments.

• Section 5.6 details the results of the experiments, including the performance of different

ML models, the impact of network noise, and the effectiveness of linear versus log space

modelling.

5.1.1 Contributions

Our contributions can be summarised as follows:

• Initial Application of ML for DDS Performance Prediction: The use of ML

to predict DDS performance for the first time ever by modelling with LR and RFs as

published in (Peeroo et al. 2024).

• Extended Application with Additional Models: We extend the initial work by

incorporating XGB and FFNNs into the performance prediction framework alongside au-

tomated hyperparameter tuning to better capture a wide variety of modelling techniques.

• 6 New Datasets with Noise Levels: We introduce 6 new datasets across 2 testbeds

(3Pi and 5Pi) with 3 noise levels (no, low, and high) to simulate additional real-world net-

work conditions characterising the performance of DDS in terms of latency and through-

put using 23 percentiles.

• Comprehensive Evaluation of Modelling Approaches: We conduct an extensive

evaluation of various modelling approaches including:

– Interpolation versus extrapolation capabilities of the models to evaluate their gen-

eralisation to unseen parameter configurations.

– Linear versus log space modelling to determine the most effective approach for cap-

turing performance characteristics.

– Single versus combined output modelling to assess the effectiveness of predicting

both latency and throughput together versus separately.
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5.1.2 Background

Machine Learning

ML, a branch of Artificial Intelligence (AI), concentrates on crafting algorithms and models that

empower computers to learn from data and make informed decisions without specific program-

ming directives. This concept revolves around the notion that computers can autonomously

enhance their task performance by gleaning experience from data. ML encompasses a variety

of techniques, including supervised learning, unsupervised learning, and reinforcement learn-

ing. Supervised learning involves training models on labelled datasets, where the input data

is paired with corresponding output labels. We use supervised learning in this work, as we

have labelled data with the performance metrics for each parameter configuration. Compared

to statistical modelling methods, ML models can capture complex, non-linear relationships di-

rectly from the data, making them particularly suitable for tasks like performance prediction

in DDS systems. It specialises in identifying patterns and relationships within data, enabling

the development of predictive models that can generalise to unseen data. This is something

that statistical modelling methods struggle with, as they often rely on assumptions and a lot

of contextual knowledge.

Linear Regression

LR is a fundamental statistical technique for modelling the relationship between a dependent

variable (the target) and one or more independent variables (features). In our work, we chose LR

primarily as a baseline model. Its simplicity, speed, and high interpretability provide a crucial

benchmark for evaluating more complex models. By establishing a baseline, we can quantify the

performance gains achieved by advanced techniques like RFs and FFNNs. The model assumes a

linear relationship between DDS parameters and performance, and its coefficients offer a clear,

albeit simplified, view of how each parameter influences the outcome.

Random Forests

RF is a powerful ensemble learning method chosen for their ability to model complex, non-

linear relationships, which are highly anticipated in DDS performance data. The model builds

multiple decision trees on different subsets of the data and features, averaging their predictions

to improve accuracy and control overfitting. We selected RFs for several key reasons: their

proven effectiveness in similar performance prediction tasks, their robustness against noisy data,

and their inherent ability to calculate feature importance. This last attribute is particularly
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valuable in our context, as it helps identify which DDS parameters most significantly impact

performance, offering deeper insights beyond simple prediction.

XGBoost

XGB is an advanced implementation of gradient boosting, selected for its state-of-the-art per-

formance and efficiency. Unlike RFs which build trees independently, XGB builds them se-

quentially, with each new tree correcting the errors of the previous one. We chose XGB to see

if this more sophisticated ensemble technique could yield higher predictive accuracy than RFs.

Its key advantages include high performance, built-in regularisation to prevent overfitting, and

its ability to handle missing data, making it a robust choice for our complex and potentially

noisy DDS performance dataset.

Feed Forward Neural Networks

FFNNs are powerful computational models capable of learning extremely complex and subtle

patterns in data. We included them in our study because of their potential to capture intricate,

non-linear interactions between DDS configuration parameters that other models might miss.

Their layered structure allows them to learn features at different levels of abstraction, making

them highly flexible and powerful for regression tasks. While often considered a “black box”

due to their lower interpretability, their potential for achieving the highest predictive accuracy

makes them an essential model to evaluate for the task of DDS performance prediction. A

limitation of FFNNs is that they require more data to train effectively compared to other

models, which can be a challenge in scenarios with limited data availability. Nonetheless, their

ability to model complex relationships makes them a valuable addition to our analysis.

Standardisation

Standardisation is a preprocessing technique that transforms data to have a mean of zero and a

standard deviation of one. It scales features to a common range, ensuring comparability across

variables with different units or scales. By centering and normalising data, standardisation

improves the performance and convergence of ML algorithms, such as gradient-based methods,

that are sensitive to feature magnitude. It is widely used in tasks like regression, classification,

and clustering to enhance model accuracy and stability. We apply standardisation to our

datasets to ensure that all features contribute equally to the model training process, preventing

any single feature from disproportionately influencing the results due to its scale.
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Transformation

Transformations are preprocessing techniques applied to data to modify its distribution, scale,

or structure, enhancing suitability for ML algorithms. Common transformations include nor-

malisation, which scales data to a fixed range (e.g., [0, 1]), and logarithmic or power trans-

formations, which stabilise variance or address skewness. These methods improve model per-

formance by ensuring data meets algorithmic assumptions, such as linearity or normality, and

are widely used in tasks like regression, classification, and clustering to optimise accuracy and

convergence. We apply transformations to our datasets to ensure that the data is in a suitable

format for the ML algorithms, particularly when dealing with skewed distributions or varying

scales across features. Latency and throughput data often exhibit skewed distributions, making

transformations necessary to improve model performance and interpretability.

Model Evaluation

Numerous metrics are available for assessing the performance of a model. In our study, we have

chosen to concentrate specifically on two of these metrics: Root Mean Square Error (RMSE)

and Coefficient of Determination (R2). We selected these metrics because they provide com-

plementary insights into model performance. We use RMSE to quantify the average magnitude

of prediction errors, offering a clear measure of how close the predicted values are to the actual

values which is particularly useful for latency measurements with a granularity of microseconds.

We use R2 to assess the proportion of variance in the dependent variable that is explained by

the independent variables, providing a measure of how well the model fits the data. The R2

also lets us compare the performance of different models, as it is a normalised standard metric

in regression analysis.

Root Mean Squared Error

The RMSE measures the average size of the errors or residuals between predicted and actual

observed values. The formula for RMSE is given by:

RMSE =

√√√√ 1

n

n∑
i=1

(ypredicted,i − yactual,i)2

This calculation involves taking the square root of the average of the squared differences between

the predicted and actual values, as demonstrated in the formula above. RMSE is expressed

in the same units as the dependent variable, enhancing its interpretability in relation to the

problem at hand. A lower RMSE value signifies a more accurate model, as it indicates that
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the predictions are closer to the actual observations. However, RMSE is particularly sensitive

to outliers, as the squaring of errors disproportionately emphasises larger discrepancies, which

can markedly affect the RMSE value.

Coefficient of Determination

The R2, is a statistical measure used in regression analysis to assess the fit quality of

a model. It usually ranges between 0 and 1, indicating the fraction of the variance in the

dependent variable that is accounted for by the independent variables. The R2 formula is as

follows:

R2 = 1−
∑n

i=1(yactual,i − ypredicted,i)
2∑n

i=1(yactual,i − ȳ)2

This metric can be interpreted as the ratio of the explained variance (the sum of squares of

the fitted values) to the total variance (the sum of squares of the actual values). A higher R2

value signifies that a greater portion of the variance in the dependent variable is explained by

the model, implying a better fit. However, it is important to note that R2 does not convey the

direction or significance of the relationship. Even with a high R2, scrutinising the individual

coefficients and the context of the data remains crucial, which is why RMSE is also considered

in our analysis.

5.2 Related Work

This study pioneers the application of ML models for predicting DDS performance. A thorough

literature review found no direct precedents in this specific area. However, expanding the scope

of our search revealed relevant studies under broader terms in related fields.

The first pertinent field is Performance Prediction of Distributed Systems. Here, studies like

(Bouloukakis et al. 2018) have used Stochastic Petri Net (SPN)s for assessing the performance

of publish-subscribe systems, while (Sachs et al. 2013) applied them in the context of message-

oriented middleware.

The second relevant area is Performance Prediction of Configurable Systems using ML.

Numerous studies have focused on predicting the performance of systems with adjustable

parameters, where different configurations impact overall performance. These investigations

predominantly leverage ML techniques, but typically they forecast a single statistical figure

representing a chosen performance metric, such as the mean value.

In works like (Bao et al. 2018), an RF-based comparative model is employed to identify the

optimal system configuration for maximising throughput. (Guo et al. 2018) and (Siegmund et al.
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2015) integrate ML methods and sampling strategies to predict performance in configurable

systems. These strategies select training data based on configuration positions within a multi-

dimensional space defined by the configuration options’ values. (Ha et al. 2019a) employs a deep

FFNN to predict performance across different configurations, representing the performance with

a singular value. An innovative approach is seen in (Shu et al. 2020), where adversarial learning

via Generative Adversarial Network (GAN) is applied to predict and optimise performance with

fewer samples than traditional techniques. Moreover, (Zhang et al. 2015) and (Ha et al. 2019b)

explore performance prediction in systems with solely Boolean configuration options.

5.2.1 Our Contributions in Context

Our work significantly advances the field by addressing several key limitations and expanding

upon existing methodologies: This study is the first to systematically apply ML models to

predict DDS performance. Unlike traditional methods such as SPNs used in (Bouloukakis

et al. 2018) and (Sachs et al. 2013), our approach leverages data-driven ML to capture complex,

non-linear relationships inherent in DDS systems.

While prior work in configurable systems typically forecasts a single statistical figure (e.g.,

mean value as in (Ha et al. 2019a)), our research innovates by predicting comprehensive perfor-

mance distributions, characterised by multiple percentiles. This provides a richer understanding

of performance, especially for critical worst-case scenarios.

Building on the survey by (Grebhahn et al. 2019) which advocates for RF and LR, we

extend our analysis to include XGB and FFNN models. Our work provides a deep, systematic

comparative analysis of these models under various realistic conditions, including different

datasets, noise levels, transformations, and single versus combined output.

We introduce and analyse the impact of network noise through bandwidth caps, a novel

approach that addresses real-world complexities in DDS deployments. Our findings, such as

the surprising regularising effect of moderate noise, offer new insights into model robustness in

noisy environments.

We conduct a rigorous analysis of interpolation and extrapolation, revealing that tree-

based models can perform effectively in extrapolation under specific conditions, challenging

conventional assumptions about their generalisation capabilities.

We thoroughly investigate the effects of linear versus logarithmic transformations on model

performance for different percentile scopes and metrics, providing practical guidance on data

preparation for DDS performance prediction.
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Our comparison of single versus combined metric prediction explores a novel aspect of

performance modeling. Unexpectedly, combined output models can sometimes outperform

single output models, suggesting exploitable underlying correlations between metrics.

Our work draws substantial inspiration from (Rausch & Sanders 2020), which mirrors our

process conceptually. The ML methodologies we adopted are based on insights from (Grebhahn

et al. 2019), a comprehensive survey reviewing ML techniques and sampling strategies for

performance prediction in configurable systems. This survey advocates using three primary

ML methods: RFs, multiple LR, and classification and regression trees.

5.3 Datasets

To comprehensively evaluate the performance prediction models, we collected data across six

distinct datasets. These datasets are derived from combinations of two different testbeds and

three varying bandwidth cap levels, designed to simulate diverse operational environments and

network conditions.

5.3.1 Bandwidth Caps

To introduce varying levels of network realism, we applied different bandwidth caps during data

collection:

• No Cap: Represents an ideal network environment with no artificial bandwidth limita-

tions, serving as a baseline for optimal performance.

• High Cap: Introduces a high cap on the bandwidth, simulating a network with some

congestion or limited capacity. This level helps assess model robustness under typical,

non-ideal conditions.

• Low Cap: Imposes a significant bandwidth restriction, mimicking highly constrained

or noisy network environments. Data from this setting is crucial for evaluating model

performance in challenging, real-world scenarios where network resources are scarce.

Each dataset captures the performance of DDS configurations defined by six configurable

parameters: data length, publisher count, subscriber count, reliability, MC, and durability. By

varying these parameters across the different testbeds and bandwidth caps, we generated a rich

and diverse collection of performance data, enabling a thorough evaluation of our ML models’

generalisability and predictive accuracy. Summaries of the datasets are presented in Table 5.1

which shows the number of samples (experiments) collected for each testbed and bandwidth
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cap, along with the percentage of samples truncated for latency and throughput metrics based

off the data processing mentioned in Section 3.5.

Testbed Bandwidth
Cap

Samples Latency
Truncation

(%)

Throughput
Truncation

(%)
3PI No 1537 15 20

6 Mbps 339 10 40
8 Mbps 352 10 40
3PI Total 2228

5PI No 549 10 20
24 Mbps 629 10 30
71 Mbps 610 20 30
5PI Total 1788
Total 4016

Table 5.1: Summary of the number of samples per testbed and bandwidth cap.

5.4 Method

We are likely to measure more samples using performance tests that use lower load configuration

parameter values e.g. smaller data length, single publisher and subscriber, and no reliability

compared to performance tests that use higher load configuration parameter values e.g. larger

data length, multiple publishers and subscribers, and reliability. This is due to the fact that

higher load configurations are more likely to cause delays which results in fewer samples being

measured. To get a better understanding of the system performance we would like as many

samples as possible. However, if we are interested in configurations for high load scenarios, we

need to sample the parameter space in such a way that we get enough samples for high load

configurations. What if we could run performance tests on lower load configurations and then

use the data to predict the performance of higher load configurations? To test this out, we

split the dataset into two parts: inside, and outside. Inside consists of the configurations that

use lower load parameter values (e.g. 1 publisher and 1 subscriber) and outside consists of the

configurations that use higher load parameter values (e.g. 100 publishers and 200 subscribers).

The models will train, test, and validate on the inside dataset and then predict the performance

of the outside dataset (as well as predict on the inside because of the validation set).
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5.4.1 Dataset Processing

When predicting the performance of a system, it is usual to predict a single value; the average.

In some cases, researchers also predict the standard deviation or variance. However, our aim

is to best capture the performance through its entire distribution. One method is to predict a

single value, as mentioned, while another method is to predict a distribution function which is

non-trivial. We choose a method that balances the two by choosing to predict a set of percentiles

for each metric that are used to recreate the distribution. Models theoretically perform worse

in the case where there are more values to predict. Therefore, we have chosen to recreate the

distributions according to a subset of percentiles, striving to keep a balance between enough

data to recreate the distribution while also producing accurate enough predictions. In both

parts of the work, we process the data into a single dataset where each row represents a single

experiment and the metrics for each experiment is represented by a list of percentiles. These

statistics include: mean, standard deviation, and the following quantiles:

0, 1, 2, 5, 10

20, 25, 30, 40, 50, 60, 70, 75, 80

90, 95, 99, 100

We extended this in the second part of the work by adding the 3%, 97%, and 98% percentiles

to capture the tail and head of the distribution better. Capturing the tail and head of the dis-

tribution ensures that we have the worst-case performance for both latency (highest values)

and throughput (lowest values). Therefore, for each metric column produced from the previous

data processing steps, we gathered the mentioned statistics. All data were combined with the

parameter settings used for the experiment including the duration in seconds, data length in B,

publisher count, subscriber count, reliability, MC, and durability. All Boolean columns e.g. reli-

ability were parsed into integers with 0 representing False and 1 representing True and categori-

cal columns e.g durability had one-hot encoding applied to them meaning that the durability col-

umn would be split into 4 columns: durability_0, durability_1, durability_2, durability_3.

Each durability column would take a Booolean value indicating which durability level was used.

So each row in the dataset is made up of the input parameters and the output metric percentiles.

The input parameters being the duration in seconds, data length in B, publisher count, sub-

scriber count, reliability, MC, durability_0, durability_1, durability_2, durability_3

and the output metrics being the 21 percentiles for latency and 21 for throughput. In total

each row has 11 input parameters and 42 output metrics.
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5.4.2 Bandwidth Cap Level Comparison

For the second part of the work, we extended the previous work by introducing BW cap levels

and the new 5Pi testbed. This introduced 5 new datasets:

• 3Pi

– No Cap (from first part of the work)

– 6 Mbps

– 8 Mbps

• 5Pi

– No Cap

– 24 Mbps

– 71 Mbps

Some experiments executed successfully for some cap levels while not failing for other levels.

There was an inconsistency between the number of successfully executed experiments for differ-

ent cap levels. We want to see how the models handle “realism” through the added “noise” and

we need to make sure the datasets share the same experiments in an ideal scenario. However,

some experiments were not successful (probably due to the introduced cap levels). Lower cap

levels meant less BW and experiments that used many participants with larger data lengths

would often saturate the network leading to major delays and resulting in experiments not

finishing due to these delays. Ensuring that all experiments were successful across all cap levels

would take greater effort and time than provided. Therefore, we opt to use the data that we

were able to successfully collect across all cap levels. To make sure that the models are trained

on the same experiments across all cap levels, we had to trim down the datasets to match the

smallest dataset. This results in all datasets having the same number of experiments (339 for

3Pi and 549 for 5Pi) across all cap levels which means that we can directly compare the same

experiments across all cap levels ensuring fairness.

5.4.3 Dataset Allocation Strategy

There are two techniques for predicting values: interpolation and extrapolation. Interpolation

involves the estimation of values within the range of known data points whilst extrapolation

involves the estimation of values outside of the range. Ideally, the perfect scenario would be

a model that can accurately extrapolate. This would mean that one could collect data of

configurations that are not too resource-intensive to predict configurations that could be too

resource-intensive. Extrapolation can, in principle, work in the other direction: to extrapolate
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the less resource intensive configurations. However, for DDS practioners, this is less interesting

because they really want to capture the “load function” with use of extrapolation. Therefore,

we had to explicitly define the input parameter values that we would consider for interpolation

and extrapolation.

Figure 5.1: 3D scatter plot of the values for publisher/subscriber count and data length (B).

We created a 3D scatter plot seen in Figure 5.1 to visualise the configuration space using

the only three numerical parameters of the six: publisher count, subscriber count, and data

length. We also generated three 2D scatter plots for each pair of parameters as shown in Figure

5.2 to better understand the sampling space.
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Figure 5.2: All variations of the 3D scatter plot as seen in 2D.
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Ideally, the data should be split into three sections: training, testing for interpolation, and

testing for extrapolation where the number of samples used for testing for interpolation and

extrapolation should be the same. To define the range that also fits with the 80-20 split, we

started off by defining values for the three parameters as shown below:

• Publisher count 5, 10, 15, 20, 25

• Subscriber count 5, 10, 15, 20, 25

• Data length (B) 40,000, 60,000, 80,000, 100,000, 120,000

The Cartesian product would then be applied to all three lists, producing all possible com-

binations of values for the three parameters. For each combination, the number of experiments

with values lower than or equal to the chosen values were counted as well as the opposite case:

tests with values greater. The inside and outside percentages were also calculated to find the

best match of 80% inside and 20% outside. There were over a hundred different combinations

with various inside and outside percentages. The closest percentage to the 80-20 split is the

combination of 10 publishers, 25 subscribers, and 80 KB for the data length and this is where

we draw the line to define the range of parameter values for interpolation and extrapolation.

The final split with the values carefully chosen to balance the allocation of data whilst being

as close to the middle value as possible, is visually shown in Figure 5.3 showing the values of

the three parameters for the boundary, the number of experiments inside (green), the number

of experiments outside (blue) and the percentage of experiments inside and outside.
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Figure 5.3: All variations of the 3D scatter plot as seen in 2D (green area indicates values used for interpolation and blue area indicates values used for
extrapolation).

202



This concludes how we split the data into inside and outside sections for the published part

of the work. This was done on the no noise variation dataset on the 3Pi testbed and had to

be replicated for the other datasets. We extended this process by automating the allocation of

parameter values marking the boundary for interpolation and extrapolation. On top of this,

we also introduced a validation set (from the inside section) to be able to validate the model

after training which resulted in the following split:

• Training (Inside): 56%

• Testing (Inside): 12%

• Validation (Inside): 12%

• Extrapolation (Outside:) 20%

To automate the process of splitting the data into inside and outside sections, we created a

function that takes in a dataset and returns the inside and outside sections.

1. Split the dataset into two parts: inside and outside:

• split_in_out(df) outputs:

– df_in: Inside dataset (for interpolation)

– df_out: Outside dataset (for extrapolation)

2. Split the dataset input and output columns:

• split_X_y(df_in) outputs:

– df_in_X: Input features for the inside dataset

– df_in_y: Output features for the inside dataset

• split_X_y(df_out) outputs:

– df_out_X: Input features for the outside dataset

– df_out_y: Output features for the outside dataset

3. Split the inside dataset into training, testing, and validation sets:

• split_train_test_val(df_in_X) outputs:

– df_X_train: Training set input features

– df_X_test: Testing set input features

– df_X_val: Validation set input features

• split_train_test_val(df_in_y) outputs:

– df_y_train: Training set output features

– df_y_test: Testing set output features

– df_y_val: Validation set output features

So overall, we take a dataframe df and split it into 8 sections:
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• df_X_train: Training set input features

• df_X_test: Testing set input features

• df_X_val: Validation set input features

• df_out_X: Outside set input features (for extrapolation)

• df_y_train: Training set output features

• df_y_test: Testing set output features

• df_y_val: Validation set output features

• df_out_y: Outside set output features (for extrapolation)

To automate this, we replicate the process explained previously by defining the values for

the three numerical parameters and using the Cartesian product to find the closest split to 80%

inside and 20% outside. We then split the data inside (interpolation) and outside (extrapola-

tion) into input features (X) and output features (y). To split the data inside (interpolation)

into train, test, and validation sections, we shuffle the data, define the train, test, and validation

size and cut up the data into the 3 sections accordingly. We define a train size of 70%, test

size of 15% and validation size of 15% within the data inside. Looking at the entire dataset we

have the following split:

• Training (Inside): 56% (calculated as 70% of 80%)

• Testing (Inside): 12% (calculated as 15% of 80%)

• Validation (Inside): 12% (calculated as 15% of 80%)

• Extrapolation (Outside): 20%

Tables 5.2 and 5.3 summarise the final chosen configuration parameter values used to split

the datasets into inside and outside samples for 3Pi and 5Pi respectively along with the number

of samples allocated to each section.

No Low (6 Mbps) High (8 Mbps)
Publisher Count 28 10 20
Subscriber Count 75 15 15
Data Length (B) 64000 1000 1000
In Count 1202 266 285
Out Count 335 73 67
In (%) 78 78 80
Out (%) 22 22 20

Table 5.2: Summary of the configuration parameters values used to split the dataset into inside (used for
interpolation) and outside (used for extrapolation) samples for 3Pi.
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No Low
(24 Mbps)

High
(71 Mbps)

Publisher Count 24 20 15
Subscriber Count 28 15 20
Data Length (B) 61589 1000 1000
In Count 442 352 489
Out Count 107 97 121
In (%) 80 84 80
Out (%) 20 16 20

Table 5.3: Summary of the configuration parameters values used to split the dataset into inside (used for
interpolation) and outside (used for extrapolation) samples for 5Pi.

5.4.4 Model Training

In the published part of the work (Peeroo et al. 2024), we trained models using z-score, min-

max, robust, and no standardisation on the inputs and log, log10, log2, log1p, and square

root transformations on the outputs for latency, throughput, lost samples, lost samples (%),

received samples, received samples (%), and sample rate. LR was chosen as a baseline for

comparison, whilst RF was the selected model to be used as the first step in using ML with DDS

for performance prediction. For both models, we explored all possible combinations of input

standardisations and output transformations. For interpolation, we used 1227 experiments for

training (inside the boundary) and 245 experiments for testing (inside the boundary), while for

extrapolation we used 243 experiments for testing (outside the boundary).

Models are trained on a single DDS performance metric, so there is one model per DDS

performance metric e.g. sample rate. After allocating the training and testing datasets, the

standardisation is applied to the inputs and the transformations to the outputs. The model is

then trained and the error metrics are calculated on the predictions. It is critical to highlight

that the error metrics are calculated for each statistic used to recreate the distribution of the

metric, e.g. 5th percentile of latency. This means that all evaluation metrics mentioned later

e.g. RMSE, are applied for each individual statistic, e.g. 60th percentile. We also average

the error metrics across all statistics to get a single value for each metric. It must be noted

that transformations are reversed before calculating the error metrics to ensure that the error

metrics are calculated in the original space of the metric.

To extend this published work we added two new models: XGB and FFNN. We also realised

that the combination of input standardisations, output transformations, models, and DDS

performance metrics would result in a large number of models to be trained. In the interest of

time, we focus on the latency and throughput metrics only. We also introduce a new method

of predicting the performance by combining the two metrics into the same output consisting of

205



46 percentiles (23 for latency and 23 for throughput). Even with this reduction, we still have

many variations:

• 4 models: LR, RF, XGB, and FFNN

• 3 types of outputs: latency, throughput, and both

• 2 testbeds: 3Pi, 5Pi

• 3 BW cap levels: No Cap, Low Cap (6 Mbps for 3Pi and 24 Mbps for 5Pi), High Cap

(8 Mbps for 3Pi and 71 Mbps for 5Pi)

• 3 input transformations: none, z-score, and minmax

• 2 output transformations: linear and log

In total there are 4× 3× 2× 3 × 3× 2 = 432 different model variations. For each FFNN,

RF, and XGB model we need to tune the hyperparameters and doing each one manually would

take too long. Therefore, we use Optuna (Akiba et al. 2019) to automate this process. We

run a study for each combination of model, metric (output type being latency, throughput or

all), input transformation, and output transformation. The study optimises for minimal RMSE

and are separated by output transformation so that RMSE calculated in linear space is never

compared to RMSE calculated in log space. We run the studies for 5 minutes each resulting in

a total run of 5× 324 = 1620 minutes (27 hours). We multiply by 324 which is 3
4
× 432 because

the LR models have no hyperparameters to be tuned.

For each dataset, model, metric, and output transformation, the best input transformation

and hyperparameters are chosen according to the lowest RMSE. We then take these values

and train and run the model 10 times to produce a distribution allowing us a foundation

for statistical analysis. For each repetition, we calculate the RMSE, R2, Mean Absolute Error

(MAE), and Maximum Absolute Error (MaxAE) for each output variable. A complete rundown

of the hyperparameter search space for each model can be seen in Table 5.4.
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Model Hyperparameter Description Search Range / Options
RF n estimators Number of trees in the forest. 100 to 1000 (step 100)

max depth Maximum depth of the tree. 3 to 10
min samples split Minimum samples required to split an internal node. 2 to 10
min samples leaf Minimum samples required to be at a leaf node. 1 to 10
min weight fraction leaf Minimum weighted fraction of the sum total of weights. 0.0 to 0.5
max features Number of features to consider for the best split. None, "sqrt", "log2"
bootstrap Whether bootstrap samples are used when building trees. True, False

XGB n estimators Number of gradient boosted trees. 100 to 1000 (step 100)
learning rate Step size shrinkage used in update to prevent overfitting. 0.01 to 0.3
subsample Subsample ratio of the training instances. 0.5 to 1.0
colsample bytree Subsample ratio of columns when constructing each tree. 0.5 to 1.0
max depth Maximum depth of a tree. 3 to 10
alpha L1 regularisation term on weights. 0.0 to 1.0
reg lambda L2 regularisation term on weights. 0.0 to 1.0

FFNN n layers Number of hidden layers. 1 to 3
units {i} Number of units in layer i. 16 to 64
learning rate Learning rate for the optimiser (log scale). 10−4 to 10−1

optimizer Optimisation algorithm to use. "adam", "sgd"
batch size Batch size for training. 16, 32, 64
dropout Dropout rate. 0.0 to 0.5
weight decay Weight decay (L2 regularisation, log scale). 10−6 to 10−2

Table 5.4: Optuna hyperparameter search space for RF, XGB, and FFNN models.
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Interpolation vs Extrapolation

This subsection aims to explain how each model handles interpolation and extrapolation dif-

ferently based on their underlying mechanisms to give better context to the results presented

later.

For interpolation, LR models uses the global closed-form solution to find the best-fitting line

that minimises the error between the predicted and actual values within the training data range.

This means that for interpolation, LR can provide accurate predictions as long as the underlying

relationship between the input features and the target variable is linear or can be approximated

linearly. However, for extrapolation, LR models projects the linear trend indefinitely beyond

the range of the training data. Due to this assumed global functional form, it “boldly” predicts

outside the training range, though the accuracy, much like with interpolation, rely on the

linearity of the relationship between the input features and the target variable.

Interpolation with RF and XGB models is based on local averaging. The prediction is the

mean of the target values in the leaf nodes of the ensemble of decision trees that correspond

to the input features. This means that for interpolation, RF and XGB models can provide

accurate predictions as long as the input features fall within the range of the training data.

However, for extrapolation, these models struggle because they cannot predict values outside

the range of the training data. When input features fall outside the training range, the model

defaults to the nearest leaf nodes, leading to potentially inaccurate predictions that do not

capture the true underlying trend. This results in the model “plateauing” at the boundary

values of the training data. If the max training target was 100, the model could never predict

anything higher than 100 regardless of the input features.

In regards to our work, if the tree-based models have not seen measurements that they were

trained on, they will struggle to predict values outside of this range. However, we have chosen

to split the data according to the input parameter values rather the output metric values. This

means that the models may have seen similar output metric values during training even if the

input parameter values are outside the training range. This could help the models make better

extrapolation predictions since they have seen similar output metric values during training.

These models will struggle in cases where the output metric values are significantly different

from those seen during training.

FFNN models act as a universal function approximator. By using non-linear activation

functions and multiple layers, FFNN models can learn complex relationships between input

features and target variables. Therefore, for interpolation, FFNN models can provide accurate
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predictions as long as the input features fall within the range of the training data. However,

extrapolation can be highly unpredictable since ReLU networks become linear functions at the

extremes resulting in “overconfident” linear predictions that may not reflect the true underlying

trend. On the other hand, saturating activation functions (e.g. sigmoid, tanh) will plateau,

similar to tree-based models, as the neurons reach their limits.

5.4.5 Summary

In the interest of reproducibility, this summary aims to summarise the steps to reproduce the

results presented in this work. This involves the process of going from raw data to processed

datasets and finally to trained models and results.

1. Dataset Processing (Section 5.4.1):

• Process the raw data into a single dataset where each row represents a single exper-

iment with input parameters and output metric percentiles.

2. BW Cap Level Comparison (Section 5.4.2):

• Trim down datasets to match the smallest dataset across all cap levels to ensure

consistency when comparing across different noise levels.

3. Dataset Allocation Strategy (Section 5.4.3):

• Split the dataset into inside (interpolation) and outside (extrapolation) sections

based on defined parameter values.

• Further split the inside dataset into training, testing, and validation sets.

4. Model Training (Section 5.4.4):

• Train models using various input standardisations and output transformations.

• Evaluate models using error metrics for each statistic used to recreate the distribution

of the metric.

• Automate hyperparameter tuning using Optuna for RF, XGB, and FFNN models.

5.5 Hypotheses

In this section, we present the hypotheses that we will test in the ML experiments. Each

hypothesis is associated with a specific aspect of the model’s behavior or performance. We

start by outlining the primary hypothesis regarding the feasibility of using ML for predicting

DDS performance. This is followed by hypotheses that explore the model’s performance in

different scenarios, such as interpolation versus extrapolation, the impact of network noise, the
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effects of linear versus log space modelling, and the comparison between single and combined

output predictions. Only the first two hypotheses were tested in our published work and we

have extended the discussion to include additional hypotheses that were not part of the original

publication but are relevant to this work.

5.5.1 Feasibility of Machine Learning for Data Distribution Service

Performance Prediction

Can ML models effectively predict DDS performance, and how do they compare

against a simple baseline?

Our primary hypothesis is that ML is a viable and effective method for predicting the

performance of complex, configurable systems like DDS. We further hypothesise that non-

linear models will be essential for capturing the intricate relationships between configuration

parameters and performance outcomes. Specifically, we expect that a sophisticated model

like RF will significantly outperform a basic LR model. We anticipate that LR will struggle,

resulting in low R2 scores and high RMSE, thereby serving as a baseline to demonstrate the

complexity of the problem. Conversely, we expect RF to yield high R2 scores and low RMSE,

validating the feasibility and utility of using ML for this task. This initial investigation seeks to

answer the fundamental question of whether ML can model DDS performance with sufficient

accuracy to be useful.

5.5.2 Interpolation Versus Extrapolation

How do the models handle extrapolation compared to interpolation?

We hypothesise that the models will perform significantly better at interpolation than ex-

trapolation. This is because interpolation involves making predictions within the range of the

training data, where the model has learned the underlying patterns. Extrapolation, on the

other hand, requires the model to predict for configurations outside of its training experience,

which is a much more challenging task. We expect to see higher RMSE and lower R2 for

the extrapolation tasks compared to the interpolation tasks. We are looking to quantify this

performance degradation and identify which models are more robust to extrapolation.
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5.5.3 Network Noise

How does the newly introduced “network noise” via bandwidth cap affect the

modelling?

We hypothesise that the introduction of network noise, through bandwidth capping, will

make the performance prediction task more difficult, leading to a decrease in model accuracy.

The noise is expected to introduce more variability and unpredictability into the performance

data. We expect that the models trained on datasets with no bandwidth cap will perform the

best, while the models trained on datasets with a low bandwidth cap will perform the worst.

We are looking to see how the different models handle this noise and whether some models are

more resilient to it than others.

5.5.4 Linear Versus Log Space

How does modelling in linear space compare to modelling in log space?

We hypothesise that modelling in log space will improve the performance of the models,

especially for latency which often has a skewed distribution. By transforming the target vari-

ables to a logarithmic scale, we can often normalise the distribution and reduce the influence

of outliers. This should make it easier for the models to learn the underlying relationships.

We expect to see lower RMSE values for the models trained in log space compared to those

trained in linear space. We are looking to confirm if this transformation is beneficial and to

what extent it improves the predictions.

5.5.5 Single Versus Combined Output

How well do models perform when predicting with combined metric outputs com-

pared to single metric outputs?

We hypothesise that models trained to predict a single performance metric (e.g., only latency

or only throughput) will outperform models trained to predict both metrics simultaneously.

The rationale is that a combined-output model has to learn a more complex mapping and

potentially deal with conflicting optimisation objectives for the two different metrics. A single-

output model can focus all its capacity on learning the patterns for one specific metric. We

expect to see lower error rates for the single-output models. We are looking to quantify the

performance difference and determine if the convenience of a single, combined model comes at

a significant cost in accuracy.
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5.6 Results

This section comprehensively presents the empirical results derived from our extensive exper-

imental evaluation of ML models for DDS performance prediction. We detail the predictive

accuracy and behaviour of various models under diverse conditions, addressing the hypotheses

outlined in Section 5.5. The presentation is structured into two main parts: first, a sum-

mary of the initial findings from our previously published work (Peeroo et al. 2024), focusing

on LR and RFs in interpolation and extrapolation contexts. Subsequently, we delve into the

extended analysis, which explores the impact of network noise, the efficacy of linear versus

logarithmic data transformations, and the comparative performance of single versus combined

metric output predictions across a broader suite of models including XGB and FFNNs. Our

findings illuminate the strengths and weaknesses of each approach, providing critical insights

into optimal strategies for the ML modelling of DDS performance metrics.

5.6.1 Initial Results

The initial results are based on the first and published part of the work, which focused on

establishing the feasibility of ML for DDS performance prediction using LR and RFs. To recap,

one model (LR or RF) is trained for a specific DDS performance metric (e.g., throughput) in

interpolation and extrapolation. For each model, the error metrics are taken for the training

and testing phases. Therefore, for each DDS performance metric, there are 2 possible models

(LR or RF) trained under 2 possible situations (interpolation or extrapolation) with 2 specific

error metrics of focus (RMSE and R2) for the 2 phases (training and testing). This means

every model trained on a specific DDS performance metric has 4 variations. Table 5.5 shows all

R2 scores averaged for the model trained for a specific DDS performance metric, while Table

5.6 shows the same for RMSE. We analyse interpolation versus extrapolation for each model

by analysing the R2 and RMSE metrics.
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Metric

R2
Train
LR
Int

R2
Test
LR
Int

R2
LR
Int

% Diff

R2
Train
LR
Ext

R2
Test
LR
Ext

R2
LR
Ext

% Diff

R2
Train
RF
Int

R2
Test
RF
Int

R2
RF
Int

% Diff

R2
Train
RF
Ext

R2
Test
RF
Ext

R2
RF
Ext

% Diff
Avg Lost Samples 0.198 0.159 -20 0.083 0.277 234 0.994 0.982 -1 0.996 0.699 -30
Avg Lost Samples (%) 0.251 0.207 -18 0.146 0.237 62 0.984 0.933 -5 0.986 0.907 -8
Avg Received Samples 0.387 0.453 17 0.397 0.028 -93 0.998 0.999 0 0.999 0.780 -22
Avg Received Samples (%) 0.251 0.201 -20 0.24 -0.023 -110 0.986 0.893 -9 0.988 0.908 -8
Avg Sample Rate 0.494 0.534 8 0.431 0.363 -16 0.994 0.969 -3 0.994 0.952 -4
Avg Throughput (Mbps) 0.497 0.536 8 0.511 0.192 -62 0.982 0.94 -4 0.986 0.921 -7
Latency (µs) 0.083 0.225 171 0.117 0.029 -75 0.723 0.636 -12 0.734 0.188 -74
Total Lost Samples -0.268 -62.23 -23120 0.009 -0.187 -2178 0.113 -1.211 -1172 0.311 -1.816 -684
Total Received Samples 0.313 0.241 -23 0.275 -0.082 -130 0.984 0.922 -6 0.965 0.427 -56
Total Sample Rate 0.520 0.259 -50 0.434 -1.548 -457 0.958 0.885 -8 0.898 0.711 -21
Total Throughput (Mbps) 0.333 0.370 11 0.522 0.466 -11 0.987 0.939 -5 0.988 0.901 -9

Table 5.5: R2 values during training and testing for LR and RF for interpolation (int) shown in green and extrapolation (ext) shown in blue.213



Metric

RMSE
Train
LR
Int

RMSE
Test
LR
Int

RMSE
Train
LR
Ext

RMSE
Test
LR
Ext

RMSE
Train
RF
Int

RMSE
Test
RF
Int

RMSE
Train
RF
Ext

RMSE
Test
RF
Ext

Avg Lost Samples 898,871.4 988,578.1 980,807.9 1,044,115.3 77,933.5 142,382.6 59,083.9 123,808.7
Avg Lost Samples (%) 14.4 13.7 14.5 13.2 1.9 3.2 1.6 4.4
Avg Received Samples 866,112.6 717,621.7 835,644.4 1,082,257.3 28,213.8 31,133.4 25,825.6 261,104.7
Avg Received Samples (%) 14.4 13.8 13.7 15.6 1.8 4.2 1.5 4.4
Avg Sample Rate 4,704.5 4,026.4 4,711.9 6,796.4 202.0 379.2 205.8 1,126.8
Avg Throughput (Mbps) 25.9 26.4 26.2 30.8 1.6 5.3 1.3 8.6
Latency (us) 3,045,001.4 1,454,728.3 2,848,990.0 9,509,031.8 1,139,337.4 771,102.4 916,733.7 7,903,234.4
Total Lost Samples 7,337,539.8 31,204.0 4,131,444.1 2,691,201.6 7,304,408.1 76,398.2 5,656,594.0 183,124.5
Total Received Samples 756,761.8 791,921.4 712,238.7 1,295,118.4 109,964.1 235,794.3 163,318.2 753,747.7
Total Sample Rate 1,839.6 2,018.7 1,745.8 4,918.2 454.0 615.0 651.0 2,206.5
Total Throughput (Mbps) 326.6 361.5 319.2 278.1 23.1 47.3 23.9 149.6

Table 5.6: RMSE values during training and testing for LR and RF for interpolation (int) as shown in green and extrapolation (ext) as shown in blue.214



Interpolation on LR

In the context of our performance analysis, it is evident that LR models may not be the most

suitable choice for modelling performance metrics. Among the 11 models under consideration,

3 exhibited R2 scores below the threshold of 0.2, highlighting their inadequate performance.

The highest R2 score recorded in our analysis was 0.54, achieved by the model focusing on

the average throughput metric. Another model, specifically designed to capture variations in

the average sample rate, demonstrated relatively promising results with an R2 score of 0.53.

Further inspection reveals 3 additional models surpassed the 0.4 R2 threshold, while 4 models

exceeded 0.3. In summary, our comprehensive evaluation indicates that the overall performance

of these LR models can be characterised as sub-optimal for the given dataset and metrics.

Extrapolation on LR

The observed performance for extrapolation is notably inferior to that achieved by interpolation

methods. Specifically, only 4 of the considered models managed to attain R2 scores exceeding

the threshold of 0.2. Among these models, a mere 2 could surpass a more stringent threshold

of 0.3. Notably, the highest-performing model in our analysis was associated with the total

throughput metric, achieving an R2 score of 0.47. Our rigorous evaluation underscores the

sub-optimal performance of the models in question, which fails to meet the desired standards.

Metric R2

LR
Int

R2

LR
Ext

R2

LR
%
Diff

Avg Lost Samples 0.159 0.277 74
Avg Lost Samples (%) 0.207 0.237 14
Avg Received Samples 0.453 0.028 -94
Avg Received Samples (%) 0.201 -0.023 -111
Avg Sample Rate 0.534 0.363 -32
Avg Throughput (Mbps) 0.536 0.192 -64
Latency (µs) 0.225 0.029 -87
Total Lost Samples -62.23 -0.187 100
Total Received Samples 0.241 -0.082 -134
Total Sample Rate 0.259 -1.548 -698
Total Throughput (Mbps) 0.370 0.466 26

Table 5.7: Interpolation (int) versus extrapolation (ext) for LR focusing on the R2 metric. Rows with
positive percentage differences are highlighted in bold.

Table 5.7 compares R2 scores between interpolation and extrapolation techniques in LR.

The focus here lies on instances where extrapolation exhibits superior performance, resulting

in a positive percentage difference.
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Metric RMSE
LR Int

RMSE
LR Ext

RMSE
LR %
Diff

Avg Lost Samples 988,578.1 1,044,115.3 6
Avg Lost Samples (%) 13.7 13.2 -4
Avg Received Samples 717,621.7 1,082,257.3 51
Avg Received Samples (%) 13.8 15.6 13
Avg Sample Rate 4,026.4 6,796.4 69
Avg Throughput (Mbps) 26.4 30.8 17
Latency (us) 1,454,728.3 9,509,031.8 554
Total Lost Samples 31,204.0 2,691,201.6 8525
Total Received Samples 791,921.4 1,295,118.4 64
Total Sample Rate 2,018.7 4,918.2 144
Total Throughput (Mbps) 361.5 278.1 -23

Table 5.8: Interpolation (int) versus extrapolation (ext) for LR focusing on the RMSE metric. Negative
values are highlighted in bold.

In 4 specific cases, extrapolation outperforms interpolation: Average Lost Samples, Average

Lost Samples (%), Total Lost Samples, and Total Throughput. Regarding the Lost Samples

category, it’s worth noting that a significant portion of the data consists of zeroes, making

extrapolation advantageous. In this scenario, the model predicts zero values due to the high

frequency of zeroes in the data. This is evident in the R2 scores, where interpolation achieves

0.16, while extrapolation notably improves to 0.28, as observed in Average Lost Samples.

An intriguing case arises with Total Throughput. Interpolation yields an R2 score of 0.37,

while extrapolation achieves an impressive 0.47, marking a noteworthy 26% improvement. This

suggests that LR has the potential for extrapolation, albeit with room for improvement in R2

performance.

In examining the RMSE, we find that in the case of Total Throughput, the RMSE decreases

from 362 to 278, implying a 23% reduction. This reduction in RMSE reinforces that LR holds

promise for extrapolation but underscores the need for continued improvement. This case

demonstrates that LR can yield better results in extrapolation than interpolation, particularly

for metrics like Total Throughput.

Interpolation on RFs

In the evaluation of the 11 models, 1 model fell within the 0.6 to 0.7 range in terms of per-

formance, specifically in relation to latency. 2 models scored between 0.8 and 0.9, namely the

average received samples percentage and the total sample rate. Notably, 7 models of the 11

demonstrated excellent performance, each scoring higher than 0.9.

The model with the lowest performance registered a score of -1.2, associated with the total
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lost samples. Conversely, the best-performing model achieved a near-perfect score of 0.999,

specifically in the category of predicting average received samples.

Overall, an impressive 9 of the 11 models displayed incredibly good performance in terms

of the R2 metric. Only 1 model was considered mediocre (latency with a score of 0.636), and

the worst-performing model was significantly poor (total lost samples with a score of -1.211).

The 9 models that exhibited superior performance can be seen in Table 5.9, which compares

interpolation and extrapolation for RFs focusing on the R2 metric.

Metric R2 RF
Int

R2 RF
Ext

R2 RF %
Diff

Avg Lost Samples 0.982 0.699 -29
Avg Lost Samples (%) 0.933 0.907 -3
Avg Received Samples 0.999 0.780 -22
Avg Received Samples (%) 0.893 0.908 2
Avg Sample Rate 0.969 0.952 -2
Avg Throughput (Mbps) 0.940 0.921 -2
Latency (µs) 0.636 0.188 -70
Total Lost Samples -1.211 -1.816 -50
Total Received Samples 0.922 0.427 -54
Total Sample Rate 0.885 0.711 -20
Total Throughput (Mbps) 0.939 0.901 -4

Table 5.9: Interpolation (int) versus extrapolation (ext) for RFs focusing on the R2 metric.

The RMSE is challenging to interpret in isolation, requiring a comparison with the average

value of the metric for meaningful insights. To address this, the RMSE has been divided by

the mean for all metrics under consideration, producing the Relative Root Mean Square Error

(RRMSE).

The lowest RRMSE observed was 4% for the average received samples percentage, indicating

a high degree of accuracy for this model. On the other end of the spectrum, the worst relative

error was found in latency, at a significant 64%. 2 models had an RRMSE of less than 10%,

specifically average received samples and average received samples percentage. Both metrics

are closely related, as they represent the same underlying data but in different forms and we

therefore expect them to have similar RRMSEs. 2 models fell within the 10 to 20% range,

namely average sample rate and average throughput. 3 models exhibited RRMSEs between 20

to 30%, including total lost samples, total sample rate, and total throughput. One model was

in the 30 to 40% range, specifically total received samples. Finally, 2 models had their RRMSEs

between 50 to 60%, which were average lost samples and average lost samples percentage.

The most outstanding model in this analysis was the average received samples model, boast-

ing an R2 of 0.999 and a remarkably low RRMSE of 4%. This reflects its exceptional accuracy
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and precision. Additionally, several other models demonstrated very good overall performance.

The average received samples percentage model, with an R2 of 0.89 and an RRMSE of 4%,

performed almost as well as the top model, albeit with a slightly lower R2 score. The aver-

age sample rate model showed a strong correlation with an R2 of 0.95, though its RRMSE was

higher at 33%. Similarly, the average throughput model recorded an R2 of 0.94 and an RRMSE

of 13%, indicating a high level of accuracy with a moderate error relative to the mean. Finally,

the total throughput model also presented a strong predictive capability with an R2 of 0.94,

but a somewhat higher RRMSE of 21%, reflecting a reasonable level of error in relation to the

mean.

A comparison of RF with LR for interpolation can be observed in Table 5.5. Comparing the

columns labelled “R2 Test LR Int” and “R2 Test RF Int”, it is evident that RFs outperform LR

in all cases. This indicates that RFs are a more suitable choice for modelling DDS performance

metrics, particularly in interpolation scenarios.

Extrapolation on RFs

5 models scored an R2 between 0.9 and 1 for their performance in extrapolation, demonstrating

high efficacy, while 2 models were in the 0.7 to 0.8 range. The average received samples

model was noted at 0.78, and the total received samples model was considerably lower at 0.43.

Latency, with a value of 0.19, was identified as particularly poor. Scatter plots shown in Figure

5.4 indicated a trend where poor predictions often significantly underestimated actual values.

Notably, 5 out of the 11 models excelled in extrapolation, a critical aspect for predictive analysis.

These models included average lost samples percentage, average received samples percentage,

average sample rate, average throughput, and total throughput, highlighting that percentage-

based metrics are generally more reliable for extrapolation, especially in throughput-related

data where percentage values are more insightful than absolute figures. Comparing the R2

values between RF and LR for extrapolation can be observed in Table 5.5 when focusing on

the columns labelled “R2 Test LR Ext” and “R2 Test RF Ext”. Just like in interpolation, RFs

outperform LR in all cases, indicating that RFs are a more suitable choice for modelling DDS

performance metrics in both interpolation and extrapolation scenarios.

Focusing on RRMSE, the average received samples percentage model emerged as the best,

with an RRMSE of 5%. The average throughput model followed with an RRMSE of 22%,

and the average sample rate had an RRMSE of 33%. 2 models each had an RRMSE of 47%

and 60-70%, respectively, while the total sample rate’s RRMSE was disappointingly high at
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Figure 5.4: Scatter plots of predicted values on y-axis and actual values on x-axis for 9 randomly picked
tests using the RFs model to extrapolate for latency.

94%, and the total received samples even higher at 108 %. Latency fared the worst with an

RRMSE of 654%, due to cases where predictions were significantly off, resulting in high errors

that skewed the average. To further understand this, an analysis of relative errors is necessary.

Moreover, the best performing model in terms of R2 was the average received samples

percentage, with an R2 of 0.91 and an RRMSE of 5%. Other models showing commendable

performance included the average sample rate with an R2 of 0.95 and RRMSE of 33%, and the

average throughput with an R2 of 0.92 and RRMSE of 22%. In stark contrast, latency was the

worst-performing model with an R2 of 0.19 and an RRMSE of 654%, and the total lost samples

model also fared poorly with an R2 of -1.82 and an RRMSE of 69%.
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Metric RMSE
RF Int

RMSE
RF Ext

RMSE
RF %
Diff

Avg Lost Samples 142,382.6 123,808.7 -13
Avg Lost Samples (%) 3.2 4.4 38
Avg Received Samples 31,133.4 261,104.7 739
Avg Received Samples (%) 4.2 4.4 5
Avg Sample Rate 379.2 1,126.8 197
Avg Throughput (Mbps) 5.3 8.6 62
Latency (µs) 771,102.4 7,903,234.4 925
Total Lost Samples 76,398.2 183,124.5 140
Total Received Samples 235,794.3 753,747.7 220
Total Sample Rate 615.0 2,206.5 259
Total Throughput (Mbps) 47.3 149.6 216

Table 5.10: Interpolation (int) versus extrapolation (ext) for RFs focusing on the RMSE metric. Negative
values are highlighted in bold indicating improvement with extrapolation.

Summary

In summary, the comprehensive evaluation of 11 RF models revealed a diverse range of perfor-

mances across different metrics. The analysis highlighted a clear distinction in model capabili-

ties, particularly in terms of R2 scores and RRMSE. Models like the average received samples

and its percentage variations demonstrated exceptional accuracy, with high R2 scores and low

RRMSEs, indicating their robustness in both interpolation and extrapolation scenarios. Con-

versely, models such as latency and total lost samples performed poorly, characterised by low

R2 values and high RRMSEs, suggesting significant room for improvement in these areas.

The findings also underline the importance of considering both the R2 metric and RRMSE

for a holistic understanding of model performance. While some models showed high R2 scores,

their relative errors were significantly higher, emphasising the need for a balanced approach in

model evaluation. The analysis of scatter plots further enriched these insights, revealing trends

in prediction accuracy and the tendency of some models to underestimate values in certain

scenarios.

Overall, this evaluation of RF models underscores the effectiveness of certain models in

handling complex data predictions, especially in cases where percentage values are more relevant

than absolute numbers. However, it also points to the challenges faced by models in accurately

predicting metrics with a high variance or a significant number of zero values. These insights

are invaluable for guiding future improvements and optimisations in model development.

When comparing the results of RFs with LR for interpolation and extrapolation, we observe

that RFs consistently outperform LR across all metrics. Thus, RFs are a more suitable choice
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for modelling DDS performance metrics in both interpolation and extrapolation scenarios. To

conclude the initial results, we can state that RF models are a good choice for modelling DDS

performance metrics and thus we mark the successful application of ML to DDS performance

prediction.

The rest of this chapter presents results for the extended work, which includes additional

models and analyses. To recap, the extended work differs in the following ways:

• 2 new models: XGB and FFNNs

• Focus only on Latency and Throughput DDS metrics

• Split the dataset differently: train, test, validation, and out-of-sample

• One new testbed: 5Pi

• 3 noise levels per testbed: no noise, noise, and extra noise

• Focus on the impact of data transformations (linear versus logarithmic)

• Focus on the impact of predicting multiple metrics at once

We start off by building on top of the comparison between interpolation and extrapolation

in Section 5.6.2, which was done for LR and RFs.

5.6.2 Interpolation Versus Extrapolation

Within the extended work, we investigate to see if there are cases where extrapolation performs

well and we quantify this by defining an R2 value above 0.8 as performing well. To recap, the

extended work introduced many new dimensions resulting in a large number of models trained

and evaluated. To carry out the analysis comparing interpolation performance to extrapolation

performance we did the following. For each metric (latency, throughput or both combined),

model (LR, RF, XGB, or FFNN), testbed (3pi or 5pi), and BW cap level (no cap, moderate

cap, or high cap), we iterate and gather the R2 during validation and out-of-sample testing.

Since there are ten runs per model we can calculate confidence intervals with a significance level

of 95% for the R2 values. We break down the results into two sections. In the first subsection,

we do an initial analysis of the results and look for cases where extrapolation works well. We

then look at the results in more detail, where we look for cases where extrapolation outperforms

interpolation.

Are there cases where extrapolation works well?

There were 17 cases indicating that extrapolation works well, with an R2 value greater than or

equal to 0.8 and these cases are listed in Table 5.11.
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Metric Model Output
Transformation

Dataset

Throughput RF log1p 3Pi No
Throughput RF log1p 5Pi 24 Mbps
Latency RF log1p 3Pi 8 Mbps
Throughput XGB log1p 3Pi No
Latency XGB log1p 3Pi 8 Mbps
Latency RF log1p 3Pi 6 Mbps
Throughput XGB log1p 5Pi 24 Mbps
Combined RF log1p 5Pi 24 Mbps
Latency XGB log1p 3Pi 6 Mbps
Throughput FFNN log1p 5Pi 24 Mbps
Combined XGB log1p 5Pi 24 Mbps
Combined RF log1p 3Pi 8 Mbps
Combined RF log1p 3Pi 6 Mbps
Throughput XGB none 5Pi 24 Mbps
Latency RF log1p 5Pi 24 Mbps
Throughput RF none 5Pi 24 Mbps
Throughput FFNN none 5Pi 24 Mbps

Table 5.11: Specific Model Configurations Where Extrapolation R2 is Greater Than or Equal to 0.8

Majority of cases where extrapolation works well are for throughput metrics, with 8 out

of 17 cases. Latency metrics account for 5 cases, and the remaining 4 cases are for combined

metrics, which include both latency and throughput combined as the predicted output. In

terms of which models appeared most, RFs are the most common seen in 9 out of 17 cases,

followed by XGB models in 6 instances, while FFNNs accounted for the remaining 2 cases. The

logarithmic output transformation (log1p) was predominantly used in 14 out of 17 cases, while

the linear transformation was employed in the remaining 3 instances indicating a preference

for logarithmic scaling in scenarios where extrapolation performs well. Finall, the 5Pi 24 Mbps

dataset was seen most (9 of 17 cases) where extrapolation performed well. This indicates that

while extrapolation generally presents challenges, it can yield effective results under specific

conditions. It is generally not expected for tree-based models, such as RFs and XGB, to

excel at extrapolation, making these results surprising. Further validation of these findings is

necessary to understand the underlying reasons for this atypical behavior.

Are there cases where extrapolation outperforms interpolation?

To identify if extrapolation outperforms interpolation, we compare the validation mean upper

bound with the out-of-sample mean lower bound and look for cases where the lower bound of

extrapolation is greater than the upper bound of interpolation. These cases are shown in Table

5.12. It should be noted that the differences between interpolation and extrapolation R2 are
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Metric Model Input
Transformation

Output
Transformation

Dataset

Combined RF none log1p 5Pi 24 Mbps
Combined XGB minmax log1p 5Pi 24 Mbps
Latency XGB minmax log1p 3Pi 8 Mbps
Throughput RF none log1p 5Pi 24 Mbps

Table 5.12: Cases where Extrapolation Outperforms Interpolation

not very significant, ranging from 0.0064 to 0.0336, and should be interpreted with caution.

These differences are not statistically significant, and we have not performed tests to check for

statistical significance because there are only 4 cases and the differences are so insignificant.

However, we still objectively report these cases as avenues for further investigation.
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Figure 5.5: Input Distributions for Validation and Out-of-Sample Datasets for 5Pi 24 Mbps Dataset

The significantly positive results for extrapolation are unexpected, especially for tree-based

models like RFs and XGB, which are generally not known for their extrapolation capabilities.

We need to validate these results and start by analysing the input distributions of the data

to see how different the range of input values are for validation and out-of-distribution for the

5Pi 24 Mbps dataset explicitly (because of its appearance in 3 of the 4 cases). Analysis of

the input distributions in Figure 5.5 reveals an overlap in the “Data Length” and “Publisher

Count” features between the validation and out-of-sample datasets. It should be noted that
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the 3 squares in the lower left corner of the figure are analogous to the 3 squares in the upper

right corner. Conversely, a clear separation was observed for the “Subscriber Count” feature,

indicating that the models were trained on a different distribution of “Subscriber Count” values

compared to the out-of-sample dataset. This suggests that the models had to extrapolate for

the “Subscriber Count” feature when making predictions on the out-of-sample dataset. This

observation could potentially explain why extrapolation outperformed interpolation in these

specific cases.

5.6.3 Network Noise

Our published work can be criticised for not being realistic enough (despite the existence

of real-life scenarios using isolated LANs without noise e.g. robots), because we collected

performance data in an isolated network environment without any network noise. We would

like to investigate the impact of network noise on the models by adding a BW cap to the

network. We introduce 3 BW cap levels: no cap, low cap, and high cap, as mentioned in

Section 3.4. Therefore, for each testbed, for each DDS metric (latency and throughput), and

for each model we use statistical analysis to compare the performance across the 3 cap levels.

We first determine normality using the Shapiro-Wilk (W) Test (SHAPIRO & WILK 1965). If

all 3 BW cap levels distributions are normally distributed, we proceed with comparison using

Analysis of Variance (ANOVA) (Sthle & Wold 1989). Otherwise, we use the Kruskal-Wallis

(H) Test (Kruskal & Wallis 1952). This will tell us if the 3 groups are statistically significantly

different. We then use Tukey’s Honest Significant Difference (HSD) Test (Tukey 1949) (if

normal) or Dunn’s Test (Dinno 2015) (if not normal) to determine the ranking of the 3 groups

while also visually comparing the eCDF of the 3 groups.

The analysis begins by presenting the initial data exploration, which includes descriptive

statistics for mean R2 values across cap levels. This is followed by the statistical significance of

BW cap impact, which includes statistical tests (ANOVA and H) to assess the significance of R2

variations across cap levels. The performance extremes section that follows presents an analysis

of which BW cap levels most frequently correspond to the lowest and highest mean/median R2

values. Finally, the analysis by testbed, metric, and model sections provide a breakdown of the

results by testbed, metric, and model respectively.
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Overview

Descriptive statistics for mean R2 values across cap levels reveal the impact of BW cap levels on

model performance as shown in Table 5.13. The mean R2 for the “No” cap is -0.24, while “Low”

and “High” caps show substantially lower averages of -43.17 and -13.36, respectively. This

challenges the assumption that less noise (as in “High” cap) always leads to better R2 scores.

Standard deviations for “Low” (295.889) and “High” (39.0982) caps are considerably higher

than for “No” cap (1.358), indicating reduced reliability under capped conditions. Extremely

low minimum R2 values for “Low” (-2050.35) and “High” (-204.10) caps highlight critical

failure points for certain model configurations under capped conditions. However, despite these

major differences, the 50%, 75%, and maximum R2 values are in fact higher for the “Low” cap

compared to both “No” and “High” caps indicating that some models perform better with a

“Low” cap and this warrants further investigation.

Statistic No Cap Low Cap High Cap
mean -0.242 -43.167 -13.357
std 1.358 295.889 39.098
min -6.311 -2050.350 -204.103
25% -0.032 -0.072 -1.598
50% 0.211 0.445 0.255
75% 0.414 0.672 0.520
max 0.891 0.984 0.906

Table 5.13: Descriptive Statistics for Mean R2 Values Across BW Cap Levels

Statistical Analysis

In 46 out of 48 cases, both ANOVA and H tests showed statistically significant differences

in R2 values across “No”, “Low”, and “High” cap levels. This confirms that BW cap levels

measurably impact model performance. We conducted pairwise comparisons to identify specific

differences between cap levels using HSD (for normally distributed data) and Dunn’s Test

(for non-normally distributed data). Most pairwise comparisons reveal statistically significant

differences between the “No” cap level and both “Low” and “High” cap levels. “No” cap

consistently yields higher R2 values, reinforcing that uncapped environments generally lead

to superior model performance. The relationship between “Low” and “High” caps is nuanced,

with varying directions of differences depending on the specific model and transformation. This

suggests that the impact of cap levels within capped scenarios is not consistently predictable,

requiring further analysis.
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Performance Analysis

Statistic No Count Low Count High Count
Lowest Mean 21 10 17
Highest Mean 17 20 11
Lowest Median 22 11 15
Highest Median 15 20 13
Total 75 61 56

Table 5.14: Counts of Lowest and Highest Mean/Median R2 by BW Cap Level

This section delves into the extremes of model performance across different BW cap levels.

This is further analysed by breaking down the results by testbed, metric, and model in the

subsequent sections. The worst and best performing scenarios are captured by the lowest/high-

est mean and median R2 values for each cap level. The number of cases where each cap level

corresponds to the lowest and highest mean/median R2 values is summarised in Table 5.14.

Each value corresponds to the number of models (out of 48) where that cap level produced

the respective extreme R2 value in comparison to the other cap levels. The “No” cap, while

capable of the best performance, frequently leads to the lowest mean and median R2 scores (21

and 22 times, respectively), indicating a risk of poor performance in uncapped environments.

The “Low” BW cap levels surprisingly often yields the highest mean and median R2 scores

(20 times each), suggesting that moderate noise can be beneficial, possibly acting as a regu-

lariser. Despite expectations, the “High” BW cap levels is least likely to produce the highest

R2 scores, implying that simply minimising noise isn’t always the best strategy for maximising

R2 performance.

Testbed Mean No Count Low Count High Count
3Pi Lowest 5 6 13

Highest 13 9 2
5Pi Lowest 16 4 4

Highest 4 11 9

Table 5.15: Lowest and Highest Mean R2 Counts by Testbed and BW Cap Level

Testbed Analysis A critical aspect of our analysis is understanding how system scale impacts

model predictability. By comparing the performance across the 3Pi and 5Pi testbeds, we

can evaluate the models’ robustness to increased network complexity. Therefore, we further

investigate the performance extremes by breaking them down by testbed as shown in Table

5.15.
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The impact of BW cap levels on R2 scores varies significantly between the 2 testbeds. On

the 3Pi testbed, the “No Cap” environment most frequently yielded the highest mean R2 (13

times), but also demonstrated high variability, appearing as the lowest-performing scenario

5 times. The “High” cap was most often detrimental, leading to the lowest mean R2 in 13

instances.

In contrast, on the more complex 5Pi testbed, the “No Cap” scenario was overwhelmingly

the worst-performing, resulting in the lowest mean R2 in 16 out of 24 cases. This suggests

that the unconstrained network traffic from a larger number of nodes leads to saturation and

unpredictable behaviour, making performance harder to model. Interestingly, the “Low” cap

most frequently achieved the highest mean R2 (11 times), indicating that a moderate level of

noise may act as a regulariser, improving model generalisation in a more complex environment.

We hypothesise that the increased number of nodes in the 5Pi testbed introduces greater

network contention and more complex communication patterns. This heightened complexity

makes the system’s performance inherently less predictable, especially in uncapped scenarios.

The results suggest that while some models can adapt, the increase in scale presents a significant

challenge to performance prediction. This highlights that the optimal noise mitigation strategy

is highly dependent on the specific system scale and architecture, and a “one-size-fits-all”

approach is not suitable.

Metric Mean No Count Low Count High Count
Combined Lowest 6 3 7

Highest 5 9 2
Latency Lowest 4 4 8

Highest 7 8 1
Throughput Lowest 11 3 2

Highest 5 3 8

Table 5.16: Lowest and Highest Mean R2 Counts by Metric and BW Cap Level

Metric Analysis The predictive accuracy of our models is not only influenced by the testbed

but also by the intrinsic nature of the performance metric being evaluated. Latency and

throughput exhibit fundamentally different behaviours under network constraints, which in

turn affects how easily they can be modelled.

Table 5.16 breaks down the performance extremes by metric. For latency prediction, a

clear pattern emerges where moderate noise levels are most beneficial. The “Low” cap most

frequently yields the highest mean R2 scores (8 times), while the “High” cap most often results

in the lowest scores (8 times). We hypothesise that this is due to the nature of latency data,
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which often contains a long tail of high-value outliers. A “Low” cap may regularise the data

by constraining these extreme spikes, creating a more predictable distribution. Conversely, a

“High” cap might be insufficient to control these outliers, leading to noisier data that is harder

to model effectively.

In stark contrast, throughput prediction appears to benefit from more constrained envi-

ronments. The “No Cap” scenario most frequently leads to the lowest predictive performance

(11 times), whereas the “High” cap most often produces the best results (8 times). This sug-

gests that uncapped throughput, while potentially higher, is also more volatile and thus less

predictable. A “High” cap likely stabilises the data rate, removing erratic fluctuations and

creating a more consistent pattern for the models to learn.

Mean Model No Count Low Count High Count
Lowest LR 6 2 4

RF 4 1 7
XGB 4 2 6
FFNN 7 5 0

Highest LR 6 4 2
RF 3 7 2
XGB 4 5 3
FFNN 4 4 4

Table 5.17: Lowest and Highest Mean R2 Counts by Model and BW Cap Level

Model Analysis The response to network noise is not uniform across the different ML mod-

els, with performance being highly dependent on the model’s underlying architecture. Our

results, as shown in Table 5.17, reveal a clear distinction between the behaviour of ensemble

tree-based models and that of the other models.

RF and XGB, both being ensemble methods, demonstrate a similar and notable trend. They

generally perform best under moderate noise, with the “Low” cap most frequently yielding the

highest R2 scores. This suggests that their ensemble structure, which averages predictions from

many individual trees, provides inherent robustness against some level of noise. The moderate

noise from the “Low” cap may even act as a beneficial regulariser, preventing the models from

overfitting to the specific conditions of the uncapped training data. Conversely, they are most

negatively impacted by the “High” cap, which most often leads to their lowest performance,

indicating that this level of noise is sufficient to degrade predictive accuracy without providing

the same regularising benefit.

In contrast, the FFNN and LR models show greater sensitivity to uncapped environments.

FFNNs most frequently record their lowest R2 scores with the “No” cap, likely due to their

228



sensitivity to the wide variance and potential outliers present in unconstrained network condi-

tions. LR is highly variable in the “No” cap scenario, frequently producing both the highest

and lowest R2 scores, which underscores its instability when faced with complex, non-linear

data patterns.

This analysis demonstrates that the choice of ML model significantly influences how BW

cap levels affect R2 performance. Ensemble models like RF and XGB appear more adept at

handling, and even benefiting from, certain noise characteristics, whereas FFNNs and LR are

more susceptible to the volatility of unconstrained environments.

5.6.4 Linear Versus Log Space

The choice between linear and logarithmic transformations for modelling performance metrics

is crucial, as it directly influences the interpretability and predictive accuracy of the models.

A logarithmic transformation compresses larger values, thereby reducing the overall range of

the data. Conversely, a linear representation maintains the original scale, which can result in

a wide variance, particularly for extreme values such as worst-case latency. For values that are

not considered worst-case or extremely high, a logarithmic transformation is expected to yield

superior predictive performance. This is because logarithmic transformations can normalise

skewed distributions and reduce the influence of outliers, making the data more amenable to

modelling. In summary, it is hypothesised that linear transformations will result in higher R2

values for worst-case latency percentiles, while logarithmic transformations will demonstrate

superior performance for other latency percentiles. This implies that linear models are expected

to outperform logarithmic models for worst-case latency percentiles, and vice versa for other

percentiles.

To rigorously evaluate these hypotheses, a comprehensive statistical methodology is em-

ployed. Initially, the W test is used to assess the normality of the data distributions for both

linear and logarithmically transformed results. Depending on the outcome of the normality test,

either Welch’s t-test (WELCH 1947) (for normally distributed data) or the Mann-Whitney U

(U) test (Mann & Whitney 1947) (for non-normally distributed data) is applied to determine

statistical significance. Additionally, the KS test is used to compare the cumulative distribu-

tions. The determination of statistical significance is based on the following criteria:

• Both distributions are normal, and both Welch’s t-test and KS test indicate significance.

• Both distributions are non-normal, and both the U test and KS test indicate significance.

• One distribution is normal and the other is not, and both the U test and KS test indicate
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significance.

This systematic approach ensures a statistically sound conclusion regarding whether linear or

logarithmic transformations yield superior performance in specific contexts.

To further refine the analysis, percentiles are categorised into distinct scopes:

• Worst-Case Percentiles: Comprising the 95th, 97th, 98th, 99th, and 100th percentiles.

• All Percentiles: Encompassing the entire range from 0 to 100.

• Middle Percentiles: Specifically, the 40th, 50th, and 60th percentiles.

• Normal-Case Percentiles: Including all percentiles excluding the worst-case percentiles

(0, 1, 2, 3, 5, 10, 20, 25, 30, 40, 50, 60, 70, 75, 80, 90).

These scopes are designed to isolate different performance characteristics, allowing for a more

targeted analysis of how linear and logarithmic transformations perform under varying condi-

tions. The aim of this section is to validate the initial hypothesis by examining the performance

of linear versus logarithmic transformations across these defined percentile scopes. This sec-

tion is broken into two parts: latency results and throughput results. Each part is further

broken down by the different percentile scopes, starting with normal and worst-case percentiles

followed by overall.

Latency

Cases where both linear and logarithmic transformation results yielded negative values were ex-

cluded from the analysis. Consequently, the focus of this investigation is exclusively on positive

outcomes. It is hypothesised that linear transformations will demonstrate superior performance

for worst-case percentiles. Conversely, logarithmic transformations are anticipated to perform

better for normal-case percentiles. This expectation is predicated on the understanding that

worst-case percentiles typically encompass larger values, which inherently exhibit greater vari-

ance. This section presents the results for normal and worst-case percentiles first, followed by

the overall results.

Normal and Worst-Case Percentiles Analysis Tables 5.18, 5.19, 5.20, and 5.21 sum-

marise the results of the linear versus logarithmic transformation analysis for latency across

different models and datasets. From these results, we notice that RF models consistently

achieved high R2 scores, notably reaching 0.9962 for the 3Pi 6 Mbps worst-case percentiles as

shown in Table 5.20. This strong performance is attributed to their ensemble averaging, which

effectively reduces variance and is well-suited for modeling non-linear latency patterns. Both
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Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi Normal 0.0683 -0.0466 0.1223 -0.0335 linear
6 Mbps Worst 0.1751 -0.0342 0.1733 -0.0345 linear
3Pi Normal -0.0622 -0.1858 0.0641 -0.0424 linear
8 Mbps Worst 0.1124 -0.0431 0.1131 -0.0435 linear
5Pi 24 Normal 0.1808 -0.0640 0.1928 -0.0678 linear
Mbps Worst 0.3374 -0.1559 0.3379 -0.1550 linear
5Pi 71 Normal -17.3118 -0.1342 0.0489 -0.0340 –
Mbps Worst 0.2469 -0.1020 0.2432 -0.0899 linear
5Pi No Normal -34.6758 0.1070 -6.1213 0.0720 –

Worst 0.1685 -0.0020 0.1459 -0.0131 linear

Table 5.18: Latency R2 Comparison: Linear vs. Logarithmic Transformations for Normal and Worst-
Case Percentiles for LR Models. Bigger value indicates the transformation that yields a higher R2 score.

RF and XGB models demonstrated strong performance on the 3Pi 6 Mbps and 3Pi 8 Mbps

datasets. For the 3Pi 6 Mbps dataset, the linear distribution was heavy-tailed and positively

skewed, while the log-transformed data exhibited a normal distribution with very high kurto-

sis. RF models excel at identifying and modeling such complex patterns. XGB’s iterative error

correction mechanism further aids in discovering intricate relationships, even within smaller

datasets.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

5Pi Normal -8.8486 0.0664 0.0432 0.0468 –
71 Mbps Worst 0.0283 -14.6848 0.0292 -11.0498 linear

Table 5.19: Latency R2 Comparison: Linear vs. Logarithmic Transformations for Normal and Worst-Case
Percentiles for FFNN Models. Bigger value indicates the transformation that yields a higher R2 score.

Conversely, LR models performed poorly, particularly for the 5Pi datasets under normal-

case percentiles conditions, yielding highly negative R2 values (e.g., -17.3118 for 71 Mbps and

-34.6758 for no BW throttle). This sub-optimal performance is likely due to LR’s inability

to effectively model the inherent non-linear behaviors present in these datasets. However, LR

showed improved performance for the 5Pi 24 Mbps dataset for worst-case percentiles. This

suggests the presence of simpler, more linear patterns within this specific dataset that LR

could effectively capture.

FFNNs generally exhibited the poorest performance. This could be attributed to overfitting

or insufficient hyperparameter tuning, despite a 5-minute allocation for hyperparameter opti-

misation. A potential reason for this limitation is the constrained learning rate of 0.1, which

may be inadequate for effectively modeling the larger latency values observed in the data.

The 3Pi 6 Mbps and 3Pi 8 Mbps datasets proved to be more predictable, particularly for RF
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Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi 6 Mbps Normal 0.9119 0.6771 0.9236 0.7731 linear
Worst 0.9962 0.9872 0.9965 0.9898 linear

3Pi 8 Mbps Normal -0.5406 0.1900 0.8853 0.4043 –
Worst 0.8978 0.6366 0.8899 0.6307 linear

5Pi 71 Mbps Normal -65.9915 0.2756 0.1940 0.1949 –
Worst 0.7267 0.6403 0.7267 0.6680 linear

Table 5.20: Latency R2 Comparison: Linear vs. Logarithmic Transformations for Normal and Worst-
Case Percentiles for RF Models. Bigger value indicates the transformation that yields a higher R2 score.

and XGB models. In contrast, the 5Pi 71 Mbps and 5Pi No Noise datasets presented greater

challenges to predictability. Comparing normal-case percentiles and worst-case percentiles, RF

and XGB generally outperformed other models for normal-case percentiles, although results

were mixed, with RF occasionally yielding highly negative R2 values (e.g., -65.9915 for 5Pi 71

Mbps). Conversely, worst-case percentiles consistently resulted in higher R2 scores across all

models, with RF achieving an R2 of 0.9962 for the 3Pi 6 Mbps dataset. This indicates that

worst-case percentiles are inherently more predictable. RF and XGB consistently demonstrated

superior performance due to their inherent robustness to outliers.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi 6 Mbps Normal -0.6647 0.5736 0.8296 0.7217 –
Worst 0.9444 0.8604 0.9468 0.8895 linear

3Pi 8 Mbps Normal -4.1495 -0.6094 0.8107 0.1501 –
Worst 0.9150 0.3005 0.9200 0.3346 linear

5Pi 24 Mbps Normal 0.5465 0.2667 0.5551 0.3359 linear
Worst 0.7232 0.6660 0.7139 0.6433 linear

Table 5.21: Latency R2 Comparison: Linear vs. Logarithmic Transformations for Normal and Worst-
Case Percentiles for XGB Models. Bigger value indicates the transformation that yields a higher R2 score.

Anomalous results were frequently observed for normal-case percentiles, particularly for

FFNNs and RF models. This is likely attributable to high variance or pronounced non-linear

patterns prevalent in high-BW datasets. For instance, FFNNs with worst-case percentiles for

the 5Pi 71 Mbps dataset yielded a significantly negative R2 of -14.6848. This degradation in

performance is possibly exacerbated by the log transformation, which can amplify the impact

of a poor model fit. Such outcomes suggest that the network architecture or hyperparameters

employed may be unsuitable for these specific conditions.

Table 5.22 summarises the cases where logarithmic transformations outperformed linear

transformations for worst-case percentiles. There are only 2 models that exhibit this behaviour:

RF and XGB. This was also observed in the 3Pi No dataset, which is characterised by a heavy-
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Model Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

RF Normal -13.6379 0.3029 -0.0457 0.2720 –
Worst 0.3336 0.4620 0.3209 0.4532 log

XGB Normal 0.8345 0.7120 0.8989 0.7122 linear
Worst 0.1769 0.6705 0.2403 0.7644 log

Table 5.22: Cases where Logarithmic Transformation Outperforms Linear Transformation for Worst-Case
Percentiles for Latency (all cases were 3Pi No Cap)

tailed distribution. Modelling in linear space for the RF model resulted in a highly negative

R2 of -13.6379, indicating that the linear transformation was not effective for this dataset.

Conversely, the log transformation yielded a mean R2 of 0.3029, suggesting that it was more

effective in capturing the underlying patterns of the data. In both cases, normal and worst-

case, modelling in the log space yielded better results than in linear space. More importantly,

the models that were trained in log space performed better on worst-case percentiles than

on normal-case percentiles indicated by the difference in the mean (0.3029 for normal-case

percentiles versus 0.4620 for worst-case percentiles) and the difference in the median (0.2720

for normal-case percentiles versus 0.4532 for worst-case percentiles).

For XGB models, linear transformations surprisingly surpassed log transformations with

normal-case percentiles, a difference that was statistically significant. This trend completely

reversed with worst-case percentiles, where log transformations significantly outperformed lin-

ear transformations, also with statistical significance and a much larger margin than observed

with RF. This heightened sensitivity of XGB to data transformations, compared to RF, is likely

due to its iterative optimisation process. RF, by averaging across multiple decision trees, tends

to be less sensitive to individual data transformations.

Linear transformations are more likely to outperform logarithmic transformations for worst-

case percentiles, with the notable exception of the 3Pi No dataset when using RF and XGB

models. RF and XGB consistently excel when linear transformations yield superior results

for worst-case percentiles, particularly evident with the 3Pi 6 Mbps and 3Pi 8 Mbps datasets.

The 3Pi 8 Mbps dataset exhibits noticeable peaks, indicating low variation, which simplifies

prediction. Similarly, the 3Pi 6 Mbps dataset, being normally distributed with very high

kurtosis, also contributes to easier predictability. LR models generally performed poorly, and

FFNNs were typically the worst performers. This indicates that worst-case percentiles are more

predictable, which is a favourable outcome for their application with DDS. RF and XGB are

identified as the most suitable models for these scenarios. Furthermore, linear transformations

are highly likely to outperform logarithmic transformations for worst-case percentiles, and often
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for normal-case percentiles as well.

Dataset Model Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi No LR -0.0098 -0.0063 0.0245 -0.0061 –
RF -10.3114 0.3408 0.3171 0.3315 –
XGB 0.6779 0.7021 0.8685 0.7644 –
FFNN -0.0054 -0.0058 -0.0014 -0.0060 –

3Pi 6 Mbps LR 0.0938 -0.0437 0.1416 -0.0335 linear
RF 0.9320 0.7509 0.9380 0.8840 linear
XGB -0.2816 0.6419 0.9294 0.7883 –
FFNN -0.0444 -0.0153 -0.0450 -0.0184 log

3Pi 8 Mbps LR -0.0206 -0.1518 0.0725 -0.0431 linear
RF -0.1981 0.2963 0.8898 0.4339 –
XGB -2.9436 -0.3927 0.8617 0.2124 –
FFNN -0.3471 -0.4791 -0.0410 -0.0399 –

5Pi No LR -26.3795 0.0811 -0.1337 0.0294 –
RF -10.6874 0.1863 -0.3103 0.0903 –
XGB -0.8080 0.1091 -0.1498 0.0800 log
FFNN -10.9065 -0.1432 -0.0276 -0.0119 –

5Pi 24 Mbps LR 0.2181 -0.0859 0.2240 -0.0776 linear
RF 0.5592 0.4963 0.5862 0.4564 linear
XGB 0.5885 0.3618 0.5982 0.3964 linear
FFNN 0.0037 -0.0708 0.0094 -0.0639 linear

5Pi 71 Mbps LR -13.1312 -0.1266 0.0992 -0.0379 –
RF -50.1062 0.3624 0.4943 0.3668 –
XGB -155.9156 0.5082 0.4884 0.6091 –
FFNN -6.7350 -3.4458 0.0386 0.0057 –

Table 5.23: Latency R2 Comparison: Linear vs. Logarithmic Transformations for All Percentiles Sorted
by Dataset

All Percentiles Analysis Table 5.23 presents the R2 values for linear and logarithmic trans-

formations across all percentiles for various models and datasets. The results indicate that

linear transformations outperform logarithmic transformations in 7 out of 24 cases, logarithmic

transformations outperform linear transformations in only 2 cases, and in the remaining 15

cases, neither outperforms the other. This suggests that the choice of transformation is not

universally applicable and may depend on the specific dataset and model used.

Table 5.24 summarises the cases where linear transformations outperform logarithmic trans-

formations for all percentiles. All FFNN R2 values are negative, rendering them unhelpful for

performance prediction. For XGB, although logarithmic transformations generally outperform

linear transformations, the results remain poor, with a mean R2 of 0.11 and a median R2 of

0.08. Beyond this specific instance, logarithmic transformations do not statistically significantly

outperform linear transformations.
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Dataset Model Linear
Mean

Log
Mean

Linear
Median

Log
Median

3Pi 6 Mbps LR 0.0938 -0.0437 0.1416 -0.0335
RF 0.9320 0.7509 0.9380 0.8840

3Pi 8 Mbps LR -0.0206 -0.1518 0.0725 -0.0431
5Pi 24 Mbps LR 0.2181 -0.0859 0.2240 -0.0776

RF 0.5592 0.4963 0.5862 0.4564
XGB 0.5885 0.3618 0.5982 0.3964
FFNN 0.0037 -0.0708 0.0094 -0.0639

Table 5.24: Cases where Linear Transformation Outperforms Logarithmic Transformation for All Per-
centiles for Latency

Linear transformations generally outperform logarithmic transformations as seen in Table

5.25. FFNNs consistently perform very poorly, even worse than LR models. For the 5Pi 24

Mbps dataset, XGB performed better with linear transformations, while RF performed better

with logarithmic transformations, which was contrary to initial expectations. Therefore, RF and

XGB remain the best-performing models. For the 5Pi 24 Mbps dataset, linear transformations

generally yield better results than logarithmic transformations, despite the DDS performance

distribution showing a heavy-tailed distribution for linear and a normal distribution for log-

arithmic. Notably, logarithmic transformations do not outperform linear transformations for

any of the well-performing models.

Model Dataset Linear
Mean

Log
Mean

Linear
Median

Log
Median

FFNN 3Pi 6 Mbps -0.0444 -0.0153 -0.0450 -0.0184
XGB 5Pi No -0.8080 0.1091 -0.1498 0.0800

Table 5.25: Cases where Logarithmic Transformation Outperforms Linear Transformation for All Per-
centiles for Latency

Throughput

Just like with latency, we remove any results where both linear and log were negative to focus on

cases where at least one transformation yielded a positive R2 score. The analysis of throughput

results is broken down into three main parts: analysis of normal-case percentiles and worst-case

percentiles, followed by all percentiles.

Normal and Worst-Case Percentiles Analysis Tables 5.26, 5.27, 5.28, and 5.29 present

the R2 values for linear and logarithmic transformations across normal-case percentiles for LR,

RF, XGB, and FFNN models respectively. RF and XGB models consistently outperformed

all other models across various scenarios. This superior performance is attributed to their
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nature as ensemble methods, which are highly effective at identifying and modelling intricate,

non-linear relationships within the data.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi 6 Mbps Normal 0.6905 0.3636 0.7006 0.3990 linear
Worst 0.5382 0.1433 0.5485 0.1495 linear

3Pi 8 Mbps Normal 0.6798 0.5122 0.6316 0.4818 linear
Worst 0.4240 0.1798 0.4226 0.1720 linear

5Pi No Normal 0.4100 0.2050 0.4093 0.2036 linear
Worst 0.2928 0.0592 0.3030 0.0660 linear

Table 5.26: Throughput R2 Comparison: Linear vs. Logarithmic Transformations for Normal-Case
Percentiles for FFNN Models

Conversely, FFNNs and LR models consistently yielded the poorest results. While FFNNs

possess the inherent capability to model non-linearities, their sub-optimal performance suggests

either a lack of optimal tuning or that the underlying data patterns were not sufficiently complex

for FFNNs to demonstrate a clear advantage over the tree-based models. LR’s consistently

poor predictions indicate that the relationship within the throughput data is likely non-linear,

fundamentally violating the model’s assumptions.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi 6 Mbps Normal 0.3453 0.2664 0.3410 0.2808 linear
Worst 0.2257 0.0462 0.2298 0.0536 linear

3Pi 8 Mbps Normal 0.4151 0.3164 0.3925 0.2977 linear
Worst 0.2323 0.0157 0.2322 0.0186 linear

3Pi No Normal 0.5840 -1.2861 0.5847 -1.2898 linear
Worst 0.5774 -1.4783 0.5752 -1.3481 linear

5Pi 24 Mbps Normal 0.4465 0.3652 0.4660 0.3790 linear
Worst 0.2351 0.0764 0.2515 0.0802 linear

5Pi No Normal 0.3761 0.1982 0.3702 0.1823 linear
Worst 0.2733 0.0441 0.2909 0.0604 linear

Table 5.27: Throughput R2 Comparison: Linear vs. Logarithmic Transformations for Normal-Case
Percentiles for LR Models

Models generally exhibit better performance for normal-case percentiles compared to worst-

case percentiles. This is primarily because normal-case percentiles datasets typically contain

larger value ranges and more data instances, providing richer information for model training.

Notably, the 5Pi 71 Mbps dataset generally yielded very high R2 scores for normal-case per-

centiles, with RF achieving a linear mean R2 of 0.9636. Despite having the largest number of

samples, the 3Pi No dataset did not consistently show the best performance, particularly for
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FFNN and LR models, although RF performed exceptionally well. This suggests that the sheer

size of a dataset is less critical than its inherent complexity and noise characteristics.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

3Pi 6 Mbps Normal 0.7152 0.6413 0.6857 0.6016 linear
Worst 0.5737 0.5018 0.5870 0.5042 linear

3Pi No Normal 0.8893 0.8817 0.8905 0.8837 linear
Worst 0.8604 0.8295 0.8731 0.8408 linear

5Pi 71 Mbps Normal 0.9636 0.9448 0.9680 0.9524 linear
Worst 0.8164 0.7471 0.8690 0.7847 linear

5Pi No Normal 0.7663 0.7415 0.7691 0.7378 linear
Worst 0.5774 0.5230 0.6515 0.5738 –

Table 5.28: Throughput R2 Comparison: Linear vs. Logarithmic Transformations for Normal-Case
Percentiles for RF Models

Anomalously, LR models exhibited negative R2 values for the 3Pi No dataset. A negative

R2 indicates that the model performs worse than simply predicting the mean of the dependent

variable. This phenomenon could be attributed to model misspecification, where LR is fun-

damentally unsuitable for the log-transformed data in these cases, potentially due to a highly

non-linear relationship or the introduction of properties by the log transformation that violate

the assumptions of LR.

Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

5Pi 71 Mbps Normal 0.9339 0.8851 0.9361 0.9088 linear
Worst 0.8144 0.7065 0.8913 0.7358 linear

5Pi No Normal 0.7391 0.7176 0.7296 0.7099 linear
Worst 0.5170 0.4235 0.5571 0.4725 linear

Table 5.29: Throughput R2 Comparison: Linear vs. Logarithmic Transformations for Normal-Case
Percentiles for XGB Models

As seen in Table 5.30, in all observed cases, logarithmic transformations only outperformed

linear transformations for normal-case percentiles never for worst-case percentiles. XGB gen-

erally achieved the best results, particularly with the 3Pi No Throttle dataset. FFNN per-

formance varied, but these models constituted the majority of instances where logarithmic

transformations surpassed linear ones.

Comparing normal-case percentiles and worst-case percentiles, normal-case percentiles con-

sistently yielded superior results. This is expected, as normal-case percentiles represent the

more prevalent and stable segment of the data distribution, while worst-case percentiles are

sparser, making pattern recognition more challenging. XGB performed exceptionally well with

the 3Pi No dataset, likely due to the abundance of samples available. FFNNs demonstrated
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Model Dataset Percentile
Scope

Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

FFNN 3Pi No Normal 0.6532 0.6787 0.6481 0.6825 log
Worst 0.6402 0.5991 0.6380 0.5901 linear

5Pi 24 Normal 0.8385 0.8605 0.8429 0.8663 log
Mbps Worst 0.6649 0.6595 0.6888 0.6773 –
5Pi 71 Normal 0.5133 0.7487 0.5138 0.7270 log
Mbps Worst 0.3602 0.4510 0.4170 0.4588 –

XGB 3Pi No Normal 0.9035 0.9240 0.9044 0.9257 log
Worst 0.8677 0.8253 0.8914 0.8916 –

Table 5.30: Throughput R2 Comparison: Logarithmic vs. Linear Transformations for Normal vs. Worst
Case Percentiles

particularly strong performance with the 5Pi 24 Mbps normal-case percentiles dataset, further

enhanced by a logarithmic transformation. Notably, none of these specific results were negative

indicating that the models were able to capture the underlying patterns effectively.

Model Linear Count Log Count Neither Count
LR 11 0 1
RF 8 0 4
XGB 5 1 6
FFNN 7 3 2
Total 31 4 13

Table 5.31: Number of cases where Linear vs. Logarithmic Transformations are Most Performant for
Throughput R2 by Model

The majority of cases (14 out of 24) indicate that linear transformations outperform loga-

rithmic transformations as shown in Table 5.31. In 6 out of 24 cases, neither transformation

significantly outperformed the other. Only 4 cases showed logarithmic transformations outper-

forming linear ones, with 3 of these instances involving FFNNs. Notably, none of these results

yielded negative values. Normal-case percentiles consistently exhibit better results, as they rep-

resent a larger and more prevalent portion of the dataset, facilitating pattern recognition and

modelling. Therefore, if using FFNNs with larger datasets (training sizes ranging from 342 to

841 samples), improved performance is likely to be observed with a logarithmic transformation.

All Percentiles Analysis Tables 5.33 and 5.34 present the R2 values for linear and loga-

rithmic transformations across all percentiles for all models. For FFNNs, linear transformation

results are consistently poor, with a mean R2 of 0.0037 and a median R2 of 0.0094. This per-

formance is even worse than that of LR models. This sub-optimal performance is likely due to

the learning rate never exceeding 0.1, which may hinder the model’s ability to learn complex

patterns effectively.
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Dataset Linear Count Log Count Neither Count
3Pi No 2 2 0
3Pi 6 Mbps 3 0 1
3Pi 8 Mbps 2 0 2
5Pi No 4 0 0
5Pi 24 Mbps 1 1 2
5Pi 71 Mbps 2 1 1

Table 5.32: Number of cases where Linear vs. Logarithmic Transformations are Most Performant for
Throughput R2 by Dataset

Model Dataset Linear
Mean

Log
Mean

Linear
Median

Log
Median

Most
Performant

LR 3Pi No 0.5824 -1.3319 0.5844 -1.2939 linear
3Pi 6 Mbps 0.3169 0.2139 0.3158 0.1693 linear
3Pi 8 Mbps 0.3716 0.2448 0.3427 0.2028 linear
5Pi No 0.3516 0.1615 0.3698 0.1720 linear
5Pi 24 Mbps 0.3962 0.2964 0.4293 0.3086 linear
5Pi 71 Mbps 0.3278 0.1010 0.3512 0.3009 –

RF 3Pi No 0.8824 0.8693 0.8886 0.8768 linear
3Pi 6 Mbps 0.6815 0.6081 0.6561 0.5803 linear
3Pi 8 Mbps 0.6412 0.6459 0.6403 0.6639 –
5Pi No 0.7214 0.6895 0.7677 0.7328 linear
5Pi 24 Mbps 0.8664 0.8252 0.9045 0.8739 linear
5Pi 71 Mbps 0.9285 0.8977 0.9648 0.9429 –

XGB 3Pi No 0.8950 0.9005 0.9036 0.9249 –
3Pi 6 Mbps 0.6214 0.6076 0.5814 0.5934 –
3Pi 8 Mbps 0.6164 0.6021 0.5862 0.5070 –
5Pi No 0.6862 0.6476 0.7248 0.7061 –
5Pi 24 Mbps 0.8684 0.8339 0.8871 0.8546 linear
5Pi 71 Mbps 0.9054 0.8426 0.9334 0.8824 linear

FFNN 3Pi No 0.6501 0.6597 0.6465 0.6369 –
3Pi 6 Mbps 0.6542 0.3111 0.6490 0.3019 linear
3Pi 8 Mbps 0.6189 0.4330 0.5770 0.3954 linear
5Pi No 0.3821 0.1703 0.3992 0.1880 linear
5Pi 24 Mbps 0.7972 0.8127 0.8343 0.8450 –
5Pi 71 Mbps 0.4769 0.6778 0.5014 0.7113 log

Table 5.33: Throughput R2 Comparison: Linear vs. Logarithmic Transformations for All Percentiles

Considering the 5Pi 24 Mbps dataset, it was anticipated that XGB would exhibit greater

sensitivity to data transformations and perform better with logarithmic transformations. How-

ever, the results show the opposite: RF’s logarithmic R2 values (mean of 0.4963, median of

0.4564) are superior to XGB’s (mean of 0.3618, median of 0.3964). Conversely, it was expected

that RF, being less sensitive to transformations, would outperform XGB in linear results. Yet,

XGB’s linear R2 mean of 0.5885 surpasses RF’s mean of 0.5592, and XGB’s linear median of

0.5982 also outperforms RF’s median of 0.5862. These observations contradict typical expecta-
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Model Dataset Linear
Mean

Log
Mean

Linear
Median

Log
Median

LR 3Pi No 0.5824 -1.3319 0.5844 -1.2939
3Pi 6 Mbps 0.3169 0.2139 0.3158 0.1693
3Pi 8 Mbps 0.3716 0.2448 0.3427 0.2028
5Pi No 0.3516 0.1615 0.3698 0.1720
5Pi 24 Mbps 0.3962 0.2964 0.4293 0.3086

RF 3Pi No 0.8824 0.8693 0.8886 0.8768
3Pi 6 Mbps 0.6815 0.6081 0.6561 0.5803
5Pi No 0.7214 0.6895 0.7677 0.7328
5Pi 24 Mbps 0.8664 0.8252 0.9045 0.8739

XGB 5Pi 24 Mbps 0.8684 0.8339 0.8871 0.8546
5Pi 71 Mbps 0.9054 0.8426 0.9334 0.8824

FFNN 3Pi 6 Mbps 0.6542 0.3111 0.6490 0.3019
3Pi 8 Mbps 0.6189 0.4330 0.5770 0.3954
5Pi No 0.3821 0.1703 0.3992 0.1880

Table 5.34: Cases where Linear Transformation Outperforms Logarithmic Transformation for All Per-
centiles (Throughput)

tions regarding the sensitivity of these models to data transformations. RF and XGB models

generally achieved the highest R2 scores. This superior performance is attributed to their

ensemble-based nature, which excels at capturing intricate, non-linear relationships within the

data. Conversely, FFNNs exhibited very mediocre performance. While FFNNs possess the ca-

pability to learn non-linear patterns, their R2 scores were consistently lower than those of both

tree-based ensemble methods. This suggests potential for more extensive fine-tuning or that

the underlying relationships in the data were not sufficiently complex for FFNNs to outperform

RF or XGB. LR models were consistently poor performers, indicating that the relationships

within the data are likely non-linear. Anomalously, LR models displayed negative R2 values

for the 3Pi No dataset.

There was only one instance where modelling in log space outperformed modelling in linear

space for all percentiles, observed with the FFNN model on the 5Pi 71 Mbps dataset. This

specific case had a linear mean of 0.4769 and a logarithmic mean of 0.6778, with corresponding

medians of 0.5014 and 0.7113 respectively.

In summary, RF and XGB models consistently demonstrated superior performance. FFNNs

exhibited very mediocre results while LR models were consistently poor performers and there

was only one instance where a logarithmic transformation outperformed a linear transformation.
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5.6.5 Single Versus Combined Output

The prediction of latency and throughput can be modelled either independently or concurrently.

Each metric’s distribution is characterised by 23 percentiles. Consequently, models can be

configured to predict either 23 percentiles for a single metric or all 46 percentiles (23 for each

metric) simultaneously. For clarity, predicting 23 percentiles for a single metric is termed

“single”, whilst predicting all 46 percentiles is referred to as “combined”. It was hypothesised

that single-output models would exhibit superior performance compared to combined-output

models, given the increased complexity associated with simultaneously predicting multiple,

potentially disparate, outputs.

To determine statistical significance when comparing between the two (single versus com-

bined), a multi-step approach was employed. The W Test was initially conducted to assess

the normality of the data distributions. In instances where neither distribution was found to

be normal, Welch’s t-test was subsequently applied as the significance test. Conversely, if one

or both distributions exhibited normality, the U Test and the KS Test were used. Following

the determination of statistical significance, a comparative analysis of means and medians was

performed to ascertain the direction of any observed differences.

Statistical significance was conclusively determined based on the following criteria:

• Both distributions exhibiting normality, coupled with significant results from bothWelch’s

t-test and the KS Test.

• Both distributions being non-normal, with significant results from both the U Test and

the KS Test.

• One or both distributions exhibiting normality, alongside significant results from both the

U Test and the KS Test.

This systematic approach ensured a statistically robust conclusion regarding whether single-

output or combined-output modelling yielded superior performance.

Latency

We remove cases where both single and combined results were negative from the analysis, as

these cases do not provide meaningful insights into the performance of the models. For the

majority of cases (25 out of 43), neither transformation demonstrated superior performance.

In 14 cases, combined-output models outperformed single-output models, while in 4 cases,

single-output models were superior.

As anticipated, tree-based models consistently outperformed all other models, owing to
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their proficiency in handling non-linear patterns. Conversely, FFNNs and LR exhibited poor

performance, often yielding negative results, particularly for combined or linear outputs. Log-

arithmic transformations (log1p) generally improved results for XGB and RF with skewed

datasets, while linear transformations proved more effective in specific instances, such as the

5Pi 24 Mbps dataset for RF. Single output models frequently outperformed combined output

models for XGB and RF. However, combined output models achieved superior results in cer-

tain cases, suggesting the presence of dataset-specific patterns. FFNNs consistently struggled,

indicating a poor model fit, likely attributable to insufficient tuning or small dataset sizes.

Model Dataset Output
Trans-

formation

Single
Mean

Combined
Mean

Single
Median

Combined
Median

LR 3Pi No none -0.0087 0.2681 0.0241 0.2385
3Pi 6 Mbps log1p -0.0431 0.0864 -0.0335 -0.0152

none 0.1001 0.2056 0.1484 0.1837
3Pi 8 Mbps none -0.0100 0.1784 0.0788 0.1737
5Pi No log1p 0.0739 0.1149 0.0054 0.1548
5Pi 24 Mbps log1p -0.0902 0.1039 -0.0905 -0.0057

none 0.2264 0.3109 0.2590 0.3269
RF 3Pi No log1p 0.3463 0.7893 0.3454 0.8571

3Pi 8 Mbps log1p 0.3209 0.5130 0.4466 0.5495
5Pi 24 Mbps log1p 0.5178 0.6570 0.5874 0.7752

none 0.5714 0.6962 0.6152 0.7332
XGB 5Pi 24 Mbps log1p 0.3857 0.6293 0.4153 0.7189
FFNN 5Pi No log1p -0.1325 0.1241 -0.0124 0.1333

5Pi 24 Mbps log1p -0.0751 0.2066 -0.0728 0.0493

Table 5.35: Cases where combined output outperforms single output for latency.

Cases where combined outperforms single Table 5.35 presents the cases where combined

output models outperformed single output models for latency. Among the models where com-

bined output outperformed single output, LR accounted for 7 instances, RF for 4, FFNN for 2,

and XGB for 1. This suggests that LR is particularly effective at modelling combined metric

behaviour, implying a linear relationship between latency and throughput. Specifically, for LR,

7 out of 10 cases demonstrated superior combined output performance, with the remaining 3

showing no significant difference. Therefore, when employing LR, modelling combined outputs

is recommended for improved results.

The 5Pi 24 Mbps dataset was observed in 6 instances where combined output outperformed

single output. Its frequent appearance suggests a potentially stronger and more easily iden-

tifiable relationship between latency and throughput compared to other datasets. Conversely,
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other datasets, including 5Pi No, 3Pi 6 Mbps, 3Pi 8 Mbps, and 3Pi No, each appeared only

twice. Notably, the 5Pi 71 Mbps dataset was never observed in these cases, possibly indicating

a less identifiable relationship between its metrics or insufficient data for the model to capture

it effectively. For context, the 5Pi 71 Mbps dataset comprises 342 training samples and 73

validation samples, while the 3Pi 6 Mbps dataset has 186 training samples and 40 validation

samples. This raises the question of whether the relationship for 3Pi 6 Mbps is inherently

simpler to identify than for 5Pi 71 Mbps.

Regarding output transformations, the log1p transformation was observed 9 times, while no

transformation was used in 5 instances. This higher frequency of log1p suggests its beneficial

relationship with combined modelling. Log1p transformation effectively reduces the disparity

between throughput and latency values, making them more amenable to combined modelling.

In contrast, a linear transformation would exaggerate this gap, especially for worst-case values

where throughput is very small and latency is very large, making it challenging to model both

metrics together in linear space. Thus, if modelling with log1p, combined output is often

preferred, and vice versa.

Combined mean R2 values ranged from 0.0864 to 0.7893. RF models achieved the best

combined mean R2 of 0.7893 with the 3Pi No dataset and log1p transformation, and the worst

of 0.5130 with the 3Pi 8 Mbps dataset and log1p transformation. LR models yielded the worst

combined mean R2 results, with a best of 0.3109 for the 5Pi 24 Mbps dataset with a linear

transformation, and a worst of 0.0864 for the 3Pi 6 Mbps dataset with a log transformation.

Combined median R2 values ranged from -0.0152 to 0.8571. RF models again achieved the

best combined median R2 of 0.8571 with the 3Pi No dataset and log transformation, and the

worst of 0.5495 with the 3Pi 8 Mbps dataset and log transformation. LR models had the worst

combined median R2 results, with a best of 0.3269 for the 5Pi 24 Mbps dataset with a linear

transformation, and a worst of -0.0152 for the 3Pi 6 Mbps dataset with a log transformation.

It is generally unexpected for combined output models to outperform single output models

due to the increased complexity. However, when this occurs, it is likely attributable to a strong

correlation between latency and throughput. Additionally, a larger dataset probably aids the

model in learning complex patterns for 46 outputs.

Cases where single outperforms combined Table 5.36 presents the cases where single

output models outperformed combined output models for latency. Only 4 cases demonstrated

statistically significant superior performance for single output models over combined output

models. These instances exclusively involved tree-based models: 2 cases for RF and 2 for
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XGB. This suggests that for certain datasets, the complexity introduced by combining outputs

might be better handled by the models when predicting metrics individually. The datasets

involved were 3Pi 6 Mbps (3 cases) and 5Pi 24 Mbps (one case). Both log1p and linear output

transformations were equally represented, with 2 cases each.

Model Dataset Output
Trans-

formation

Single
Mean

Combined
Mean

Single
Median

Combined
Median

RF 3Pi 6 Mbps log1p 0.7688 0.6204 0.9063 0.5870
none 0.9359 0.5760 0.9454 0.6162

XGB 3Pi 6 Mbps log1p 0.6679 0.5043 0.8105 0.5689
5Pi 24 Mbps none 0.6005 -65.1283 0.6310 -18.8169

Table 5.36: Cases where Single Output Outperforms Combined Output for Latency

Anomalously, XGB with the 5Pi 24 Mbps dataset exhibited incredibly poor performance

for combined output, with a mean R2 of -65.1283 and a median R2 of -18.8169. For single

output models, mean R2 values ranged from 0.6005 to 0.9359, and median R2 values ranged

from 0.6310 to 0.9454. In contrast, for combined output models, mean R2 values ranged from

-65.1283 to 0.6204, and median R2 values ranged from -18.8169 to 0.6162. Such significantly

negative results for combined output, particularly from robust models like XGB and RF, are

unexpected. This phenomenon is likely attributable to the presence of extreme outliers or

substantial noise within the data, which severely impacts the combined prediction.

Throughput

We removed one case where all results were negative (for both single and combined). Combined

output models never outperform single output models and single output models outperform

combined output models in 22 out of 47 cases while neither model outperforms the other in

25 out of 47 cases. The results are almost equally split between cases where neither model

outperforms the other and cases where single output models outperform combined output

models. Table 5.37 presents the summary of results for throughput and the cases where single

output models outperform combined output models.

Cases where single outperforms combined Among the models, LR appeared 8 times,

FFNN 7 times, XGB 4 times, and RF 3 times. LR was frequently observed, with 8 out of 11

cases showing single output outperforming combined output. FFNNs also exhibited this trend.

Regarding datasets, 5Pi 24 Mbps was the most frequent, appearing 7 times, followed by

3Pi 6 Mbps, 3Pi 8 Mbps, and 3Pi No, each appearing 4 times. 5Pi No appeared twice, and
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Model Dataset Output
Trans-

formation

Single
Mean

Combined
Mean

Single
Median

Combined
Median

LR 3Pi No none 0.5762 0.2681 0.5841 0.2385
3Pi 6 Mbps log1p 0.2159 0.0864 0.2012 -0.0152
3Pi 6 Mbps none 0.3110 0.2056 0.3158 0.1837
3Pi 8 Mbps log1p 0.2511 0.0540 0.2496 -0.0199
3Pi 8 Mbps none 0.3669 0.1784 0.3427 0.1737
5Pi 24 Mbps log1p 0.2980 0.1039 0.3086 -0.0057
5Pi 24 Mbps none 0.3954 0.3109 0.4293 0.3269
5Pi 71 Mbps log1p 0.0954 -0.0132 0.3009 -0.0279

RF 3Pi 8 Mbps log1p 0.6391 0.5130 0.6639 0.5495
5Pi 24 Mbps log1p 0.8243 0.6570 0.8739 0.7752
5Pi 24 Mbps none 0.8631 0.6962 0.9045 0.7332

XGB 3Pi No log1p 0.8990 0.6870 0.9184 0.8185
5Pi No log1p 0.6252 0.2156 0.7061 0.1392
5Pi 24 Mbps log1p 0.8291 0.6293 0.8546 0.7189
5Pi 24 Mbps none 0.8580 -65.1283 0.8871 -18.8169

FFNN 3Pi No log1p 0.6521 0.0002 0.6289 -0.0086
3Pi No none 0.6414 0.2491 0.6460 -0.0013
3Pi 6 Mbps log1p 0.3112 0.0013 0.3019 -0.0326
3Pi 6 Mbps none 0.6492 -1.5509 0.6490 -0.0739
3Pi 8 Mbps log1p 0.4417 0.1044 0.4376 0.0218
5Pi No log1p 0.1644 0.1241 0.1844 0.1333
5Pi 24 Mbps log1p 0.8060 0.2066 0.8450 0.0493

Table 5.37: Cases where single output outperforms combined output for throughput.

5Pi 71 Mbps only once. The frequent appearance of 5Pi 24 Mbps, which is the second largest

dataset, suggests that the relationship between latency and throughput for this dataset is likely

the least correlated.

For output transformations, log1p was observed 14 times, linear 8 times, FFNN 5 times,

LR 4 times, XGB 3 times, and RF 2 times. Logarithmic transformations were more prevalent

than linear transformations, which is expected as they generally improve predictions for skewed

data.

Mean performance for single output models ranged from 0.0954 to 0.8990, while combined

output models ranged from -65.1283 to 0.6962. Median performance for single output models

ranged from 0.1844 to 0.9184, and for combined output models, it ranged from -18.8169 to

0.8185.

RF and XGB models consistently demonstrated superior performance, achieving high R2

values for single metric predictions (e.g., RF for latency on 3Pi 6 Mbps with no transformation

yielded 0.9359; XGB for throughput on 3Pi No with log1p transformation yielded 0.8990).

These models effectively capture non-linear patterns within the data.
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FFNNs exhibited poor performance for latency prediction, often resulting in negative R2

values (e.g., -9.9478 for 5Pi No with no transformation and single output). However, FFNNs

showed better performance for throughput (e.g., 0.8060 for 5Pi 24 Mbps with log1p transfor-

mation and single output), suggesting that throughput is an easier metric to model.

LR models consistently performed as the weakest, yielding negative or very low R2 values for

latency (e.g., -24.0753 for 5Pi No with no transformation and single output) and only modest

R2 values for throughput (e.g., 0.5762 for 3Pi No with no transformation and single output).

Single metric prediction (23 outputs) generally outperformed combined metric prediction

(46 outputs), particularly for tree-based models and FFNNs (e.g., XGB for throughput on 5Pi

24 Mbps with no transformation yielded 0.8580 for single output versus -65.1283 for combined

output).

Regarding transformations, no transformation was often more effective for throughput pre-

diction (e.g., RF for 5Pi 24 Mbps with no transformation yielded 0.8631 versus 0.8243 with

log1p transformation). Conversely, log1p transformation sometimes improved latency predic-

tion (e.g., RF for 3Pi 6 Mbps with log1p transformation yielded 0.7688).

Expected observations included the excellence of tree-based models, with RF and XGB

achieving R2 values greater than 0.8 for single metrics in larger datasets (e.g., 3Pi No, 5Pi 24

Mbps), confirming their ability to capture non-linearities. Throughput was generally easier to

predict, evidenced by higher R2 values (e.g., FFNN for 5Pi 24 Mbps with log1p transformation

yielded 0.8060) compared to latency (e.g., -0.0751), likely due to less skewness or simpler

underlying patterns. Single output models were expected to outperform combined output

models due to their lower complexity, resulting in better R2 values (e.g., RF for latency on 3Pi

6 Mbps with no transformation yielded 0.9359 for single output versus 0.5760 for combined

output). FFNNs were anticipated to struggle with latency, often yielding negative R2 values

(e.g., -3.3824 for 5Pi 71 Mbps with log1p transformation and single output), possibly due

to insufficient tuning or complex latency distributions. LR’s poor performance, characterised

by low or negative R2 values (e.g., latency on 5Pi 71 Mbps with no transformation yielded

-11.9684), further confirmed its unsuitability for non-linear, high-dimensional outputs.

Unexpected cases included instances where combined output models outperformed sin-

gle output models. For example, RF for latency on 3Pi 8 Mbps with log1p transformation

showed combined output (0.5130) outperforming single output (0.3209), suggesting that laten-

cy/throughput correlation might aid combined prediction. Similarly, RF for latency on 3Pi No

with log1p transformation yielded combined output (0.7893) significantly higher than single

output (0.3463), possibly due to the large dataset (841 training samples) enabling the learning
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of 46 outputs. RF for latency on 5Pi 24 Mbps with both log1p and no transformations also

showed combined output (0.6570 with log1p, 0.6962 with no transformation) outperforming

single output (0.5178 with log1p, 0.5714 with no transformation), indicating potential syner-

gistic patterns. XGB for latency on 5Pi 24 Mbps with log1p transformation also exhibited

combined output (0.6293) outperforming single output (0.3857), an unexpected result where

correlated outputs might be beneficial. Even FFNN for latency on 5Pi 24 Mbps with log1p

transformation showed combined output (0.2066) outperforming single output (-0.0751), a rare

instance of positive R2 for FFNN, suggesting log1p stabilises combined outputs.

Negative R2 values were unexpectedly observed in tree-based models. XGB for latency on

5Pi 71 Mbps with no transformation yielded extremely poor results for both single (-142.2992)

and combined (-66.8640) outputs, suggesting extreme outliers or scaling issues. XGB for

throughput on 3Pi No with no transformation and combined output also showed a severely

negative R2 of -309.1640, indicating a severe data issue for untransformed combined outputs.

RF for latency on 5Pi 71 Mbps with no transformation also produced unexpected negative R2

values for single (-45.6848) and combined (-14.2692) outputs, which is unusual for a robust

model and likely points to noise or outliers.

FFNNs showed unexpected competitiveness for throughput prediction. For 5Pi 24 Mbps

with log1p transformation and single output, FFNN achieved an R2 of 0.8060, close to tree-

based models, suggesting throughput data is more predictable for FFNNs. Similarly, for 3Pi No

with log1p transformation and single output, FFNN achieved a strong R2 of 0.6521, indicating

that large datasets (841 training samples) aid FFNN learning.

LR unexpectedly showed combined output outperforming single output for latency across

multiple datasets (e.g., 3Pi 6 Mbps, 5Pi 24 Mbps), with combined output (e.g., 0.3109 for 5Pi

24 Mbps with no transformation) outperforming single output (e.g., 0.2264). This unexpected

behaviour might be due to overfitting or correlated outputs.

No transformation unexpectedly outperformed log1p transformation in some cases. For

throughput with RF on 5Pi 24 Mbps, no transformation (R2 = 0.8631) outperformed log1p

(R2 = 0.8243), suggesting throughput data is less skewed than anticipated. For latency with

RF on 3Pi 6 Mbps, no transformation (R2 = 0.9359) outperformed log1p (R2 = 0.7688), which

is unusual if latency is skewed and might indicate data symmetry.

In conclusion, RF and XGB are the best models for both metrics, with throughput generally

being easier to predict. Single metric prediction is more reliable, while combined prediction

struggles with negative R2 in some cases. No transformation is often better for throughput,

whereas log1p helps latency in skewed datasets. FFNNs show promise for throughput but re-
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quire extensive tuning for latency. Negative R2 values in tree-based models (e.g., 5Pi 71 Mbps,

3Pi No) indicate preprocessing issues. It is recommended to use XGB for both metrics, pri-

oritising single metric prediction with log1p for latency and no transformation for throughput.

Further investigation into 5Pi 71 Mbps and 3Pi No datasets is needed to address outliers or scal-

ing issues causing negative R2. FFNNs should be tuned for throughput in larger datasets (e.g.,

3Pi No) but avoided for latency unless heavily optimised. Finally, analysing latency/throughput

correlations is crucial to explain cases where combined output unexpectedly outperforms single

output, and modelling latency and throughput separately could improve combined prediction

reliability.

Summary

RF and XGB models consistently demonstrated superior performance, achieving high R2 values

for single metric predictions. FFNNs exhibited poor performance for latency prediction but

showed better performance for throughput, suggesting that throughput is an easier metric to

model. LR models consistently performed as the weakest. Single metric prediction generally

outperformed combined metric prediction, particularly for tree-based models and FFNNs. Re-

garding transformations, no transformation was often more effective for throughput prediction,

while log1p transformation sometimes improved latency prediction. Expected observations

included the excellence of tree-based models and throughput being generally easier to pre-

dict. Unexpected cases included instances where combined output models outperformed single

output models for latency, and negative R2 values in tree-based models. FFNNs showed unex-

pected competitiveness for throughput prediction. LR unexpectedly showed combined output

outperforming single output for latency. No transformation unexpectedly outperformed log1p

transformation in some cases. In conclusion, RF and XGB are the best models for both metrics,

with throughput generally being easier to predict. Single metric prediction is more reliable,

while combined prediction struggles with negative R2 in some cases. No transformation is often

better for throughput, whereas log1p helps latency in skewed datasets. FFNNs show promise

for throughput but require extensive tuning for latency. It is recommended to use XGB for both

metrics, prioritising single metric prediction with log1p for latency and no transformation for

throughput. Further investigation into datasets causing negative R2 is needed. FFNNs should

be tuned for throughput in larger datasets but avoided for latency unless heavily optimised.

Finally, analysing latency/throughput correlations is crucial to explain cases where combined

output unexpectedly outperforms single output.
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5.7 Discussion

5.7.1 Initial discussion

The initial phase of this research focused on establishing the feasibility and effectiveness of

employing ML models for DDS performance prediction. This involved a comparative anal-

ysis of LR and RF models, evaluated across both interpolation and extrapolation scenarios.

Performance was quantified using the RMSE and R2.

For LR, the models generally exhibited sub-optimal performance. In interpolation, the

highest R2 achieved was 0.54 for average throughput, with several models falling below an R2 of

0.2. Extrapolation performance for LR was notably inferior, with only a few models surpassing

an R2 of 0.2. However, an interesting insight emerged with metrics such as “Total Throughput”,

where LR demonstrated a 26% improvement in R2 (from 0.37 to 0.47) and a 23% reduction

in RMSE during extrapolation compared to interpolation. This suggests a potential for LR in

specific extrapolation contexts, particularly for metrics with a high frequency of zero values,

such as “Lost Samples”, where the model’s prediction of zero values proved advantageous.

Despite these isolated instances of better extrapolation, the overall performance of LR models

indicated their limited suitability for accurately modelling DDS performance metrics.

In stark contrast, RF models consistently demonstrated superior performance across all

metrics and scenarios. In interpolation, nine out of eleven RF models achieved an R2 greater

than 0.9, with the “average received samples” model reaching a near-perfect R2 of 0.999. Even

the lowest-performing RF model for interpolation (latency) still achieved an R2 of 0.636, signif-

icantly outperforming LR counterparts. For extrapolation, five RF models maintained an R2

between 0.9 and 1, highlighting their robust generalisation capabilities. RF models consistently

outperformed LR models in both interpolation and extrapolation, underscoring their greater

suitability for modelling DDS performance.

An important insight from this initial work is the critical role of the RRMSE in interpreting

model accuracy, as RMSE in isolation can be misleading. While RF models generally excelled,

some metrics, such as “Latency” and “Total Lost Samples’, presented challenges, exhibiting

lower R2 values and higher RRMSEs, particularly in extrapolation. This suggests that metrics

with high variance or a predominance of zero values are inherently more difficult to predict

accurately.

In conclusion, the initial results unequivocally established the feasibility and utility of em-

ploying ML for DDS performance prediction, with RF models proving to be a robust and
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effective choice. This foundational work paved the way for further, more detailed investigations

into the impact of network noise, data transformations, and multi-output predictions.

5.7.2 Interpolation Versus Extrapolation

The investigation into interpolation versus extrapolation aimed to ascertain the conditions

under which ML models could effectively predict performance beyond their training data range.

This analysis specifically sought to identify instances where extrapolation yielded an R2 value

of 0.8 or greater, signifying robust predictive capability.

Key findings revealed that extrapolation performed well in 17 specific cases. Notably, the

majority of these successful extrapolations were observed for throughput metrics (8 cases),

followed by latency (5 cases), and combined metrics (4 cases). RF models were the most preva-

lent in these high-performing extrapolation scenarios, accounting for 9 instances, whilst XGB

models contributed 6 instances, and FFNNs accounted for the remaining 2. This prevalence

of tree-based models in successful extrapolation was unexpected, as these models are generally

not anticipated to excel in predicting values outside their training distribution.

Further analysis indicated that successful extrapolation was frequently associated with the

application of a log1p output transformation (14 out of 17 cases) and the 5Pi 24Mbps dataset

(9 out of 17 cases). The log1p transformation likely contributed by normalising skewed data

distributions, thereby making the data more amenable to modelling and extrapolation. The

frequent appearance of the 5Pi 24Mbps dataset suggests that its inherent data patterns are

particularly conducive to generalisation by the models.

An intriguing aspect of this work was the identification of cases where extrapolation unex-

pectedly outperformed interpolation. Four such instances were observed, exclusively involving

tree-based models (RF and XGB). These differences in R2 values, ranging from 0.0064 to 0.0336,

were statistically insignificant, necessitating cautious interpretation. However, the occurrence

of such cases, particularly with tree-based models, challenges conventional assumptions regard-

ing their extrapolation capabilities. Further investigation into the input distributions revealed

an overlap in “Data Length” and “Publisher Count” features between the validation and out-

of-sample datasets for the 5Pi 24Mbps dataset, which likely contributed to these favourable

extrapolation results. This suggests that when out-of-distribution data shares similar input

characteristics with the training data, even tree-based models can generalise effectively.

In summary, whilst interpolation generally yields superior performance, this section demon-

strated that effective extrapolation is achievable under specific conditions, particularly with
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tree-based models, appropriate data transformations, and datasets exhibiting amenable un-

derlying patterns. The unexpected success of tree-based models in extrapolation, albeit in

limited and statistically insignificant cases, warrants further investigation to fully comprehend

the underlying mechanisms facilitating this behaviour.

Potential future work stemming from these findings includes a more granular analysis of how

individual input parameters influence extrapolation performance. Specifically, investigating the

impact of separating interpolation and extrapolation based on single input parameters (e.g.,

splitting by data length or publisher count) could provide deeper insights into the generalisation

capabilities of these models.

5.7.3 Network Noise

The impact of network noise on model performance was rigorously investigated through the

introduction of varying bandwidth caps. This analysis aimed to understand how different levels

of network constraint affect the predictive accuracy and robustness of the ML models.

Initial data exploration revealed a substantial degradation in model performance with the

introduction of any bandwidth cap. Specifically, the average R2 values for “Low” and “High”

caps were significantly lower than for the “No” cap scenario, challenging the intuitive assump-

tion that less noise would invariably lead to better R2 scores. Furthermore, bandwidth caps

led to considerably less consistent model performance, as evidenced by much higher stan-

dard deviations in R2 values under capped conditions. Statistical tests, including ANOVA

and Kruskal-Wallis, confirmed that bandwidth cap levels measurably and significantly impact

model performance in the vast majority of cases.

An intriguing and counter-intuitive finding emerged from the analysis of performance ex-

tremes: the “Low” bandwidth cap surprisingly often yielded the highest mean and median R2

scores. This suggests that a moderate level of noise may act as a beneficial regulariser, poten-

tially preventing models from overfitting to the specific conditions of uncapped training data

and thereby improving generalisation. Conversely, the “No” cap, whilst capable of the best

performance, also frequently led to the lowest mean and median R2 scores, indicating a risk of

poor performance in unconstrained environments.

Analysis by testbed highlighted the influence of system scale on model predictability. On the

more complex 5Pi testbed, the “No Cap” scenario was overwhelmingly the worst-performing,

suggesting that unconstrained network traffic from a larger number of nodes leads to saturation

and unpredictable behaviour, making performance harder to model. In this environment, the
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“Low” cap most frequently achieved the highest mean R2, reinforcing the notion that moderate

noise can regularise models in complex systems.

The intrinsic nature of the performance metric also played a crucial role. For latency predic-

tion, moderate noise levels (e.g., “Low” cap) were most beneficial, likely due to their ability to

regularise the long tail of high-value outliers often present in latency data. In contrast, through-

put prediction appeared to benefit from more constrained environments, with the “High” cap

often producing the best results. This indicates that a stable data rate, enforced by a cap,

removes erratic fluctuations and creates a more consistent pattern for models to learn.

Finally, the response to network noise was not uniform across different ML models. Ensem-

ble tree-based models, such as RF and XGB, demonstrated greater resilience and even benefited

from moderate noise, suggesting their inherent robustness against certain noise characteristics.

FFNNs and LR models, however, showed greater sensitivity to uncapped environments and

were more susceptible to volatility.

In conclusion, the impact of network noise is a complex interplay between system scale,

metric characteristics, and model architecture. Optimal noise mitigation strategies are deeply

contextual, requiring a nuanced understanding of these interactions to achieve robust DDS

performance prediction.

Future work should further explore the role of moderate noise as a regulariser in ML models.

5.7.4 Linear Versus Log Space

The analysis of linear versus logarithmic transformations for modelling performance metrics

revealed a nuanced impact on both interpretability and predictive accuracy. It was hypothesised

that linear transformations would yield higher R2 values for worst-case latency percentiles due

to their inherent variance, whilst logarithmic transformations would prove superior for normal-

case percentiles by normalising skewed distributions and reducing outlier influence.

For latency, the results indicated that RF and XGB models consistently achieved high

R2 scores, particularly for worst-case percentiles, with RF notably reaching 0.9962 for the 3Pi

6Mbps dataset. This strong performance is attributed to their ensemble averaging and iterative

error correction mechanisms, which are well-suited for complex, non-linear latency patterns.

LR models generally performed poorly, especially for 5Pi datasets, suggesting their inability

to capture the inherent non-linearities. FFNNs typically exhibited the poorest performance,

potentially due to overfitting, insufficient hyperparameter tuning, or a constrained learning

rate.
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An interesting finding for latency was observed with the 3Pi No dataset, where logarithmic

transformations surprisingly outperformed linear transformations for both RF and XGB mod-

els, particularly for worst-case percentiles. This suggests that for heavy-tailed distributions, log

transformation can be more effective in capturing underlying patterns. However, for the major-

ity of cases across all percentiles, neither transformation consistently outperformed the other,

or linear transformations were superior, indicating that the optimal choice is highly dependent

on the specific dataset and model.

For throughput, RF and XGB models again consistently outperformed other models, rein-

forcing their efficacy in modelling intricate, non-linear relationships. FFNNs and LR models

yielded the poorest results, with LR often exhibiting negative R2 values, indicating its unsuit-

ability for the non-linear throughput data. Normal-case percentiles consistently showed better

predictability than worst-case percentiles, likely due to larger value ranges.

Similar to latency, linear transformations generally outperformed logarithmic transforma-

tions for throughput, particularly for normal-case percentiles. However, FFNNs were the pri-

mary exception, with logarithmic transformations occasionally yielding better results, especially

for larger datasets. Notably, there was only one instance where a logarithmic transformation

outperformed a linear transformation for all throughput percentiles (FFNNs on 5Pi 71Mbps

dataset).

In conclusion, the choice of transformation is not universally applicable and depends on

the specific metric, dataset, and model. RF and XGB models are generally robust to both

linear and logarithmic transformations, often performing well regardless. However, for highly

skewed data like latency, logarithmic transformations can be beneficial, especially for normal-

case percentiles. For throughput, linear transformations often prove more effective.

Future work could involve a more detailed investigation into the characteristics of datasets

where anomalous results were observed (e.g., negativeR2 values for robust models or unexpected

performance of transformations). Further exploration into dynamic transformation selection

based on data characteristics could also be beneficial.

5.7.5 Single Versus Combined Output

The analysis of single versus combined output modelling explored whether predicting latency

and throughput independently or concurrently yielded superior performance. It was hypothe-

sised that single-output models would outperform combined-output models due to the increased

complexity associated with simultaneously predicting multiple, potentially disparate, outputs.
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For latency, the results indicated that in the majority of cases (58%), neither single nor

combined output models demonstrated superior performance. As anticipated, tree-based mod-

els (RF and XGB) consistently outperformed other models, showcasing their proficiency in

handling non-linear patterns. Conversely, FFNNs and LR models exhibited poor performance,

often yielding negative results. While single-output models frequently outperformed combined-

output models for XGB and RF, combined-output models achieved superior results in a signif-

icant number of cases (33%), suggesting the presence of dataset-specific patterns. Notably, LR

models were particularly effective at modelling combined metric behaviour, implying a linear

relationship between latency and throughput. The 5Pi 24Mbps dataset frequently appeared in

instances where combined output outperformed single output, suggesting a potentially stronger

and more easily identifiable relationship between latency and throughput in this dataset. The

log1p transformation also proved beneficial for combined modelling by reducing the disparity

between throughput and latency values.

Conversely, for throughput, combined-output models never outperformed single-output mod-

els. The results were almost equally split between cases where neither model outperformed the

other and cases where single-output models outperformed combined-output models (47%). LR,

FFNN, and XGB models frequently showed single output outperforming combined output. The

frequent appearance of the 5Pi 24Mbps dataset in these cases suggests that the relationship

between latency and throughput for this dataset is likely the least correlated.

In summary, RF and XGB models consistently demonstrated superior performance for both

metrics. While single-metric prediction generally proved more reliable, combined prediction

struggled with negative R2 values in some cases. The choice of transformation also played a

role, with no transformation often being more effective for throughput, whilst log1p helped

latency in skewed datasets.

Unexpectedly, combined-output models occasionally outperformed single-output models for

latency, particularly with tree-based models and LR, suggesting that strong latency/throughput

correlations might aid combined prediction, especially in larger datasets. Conversely, negative

R2 values were unexpectedly observed in tree-based models for combined outputs, indicating

potential issues with extreme outliers or scaling. FFNNs showed unexpected competitiveness for

throughput prediction, suggesting that throughput data is more predictable for these models.

Future work should prioritise XGB for both metrics, favouring single-metric prediction with

log1p for latency and no transformation for throughput. Further investigation into datasets

exhibiting negative R2 values is needed to address outliers or scaling issues. Analysing laten-

cy/throughput correlations in greater detail is crucial to explain cases where combined output
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unexpectedly outperforms single output, and modelling latency and throughput separately

could improve combined prediction reliability.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis has presented a comprehensive investigation into the performance of the DDS,

employing a dual-pronged approach of empirical evaluation and model-based prediction. The

primary objective was to systematically analyse the intricate relationships between DDS con-

figuration parameters, network conditions, and the resultant performance in terms of latency

and throughput. The research has successfully demonstrated that the performance of DDS is a

complex interplay of these factors, often yielding counter-intuitive results that defy simplistic

theoretical assumptions. Moreover, this thesis has presented findings on the feasibility and

efficacy of employing ML methodologies to accurately predict DDS for unseen configurations.

This thesis set out to quantitatively assess the impacts of key QoS parameters, data payload

sizes, and network environmental factors on DDS latency and throughput. This objective was

successfully met through extensive empirical evaluation, which provided a detailed characteri-

sation of these performance determinants. A further aim was to determine the extent to which

ML models could accurately predict DDS performance for untested configurations, and to iden-

tify the most effective models for this task. This was achieved by developing and evaluating a

suite of predictive models, demonstrating the high efficacy of tree-based ensemble methods in

particular. The research also sought to understand how network topology and noise affect DDS

performance, and whether these effects could be accurately modelled and predicted. Through

experimentation on diverse physical and virtualised testbeds, this work has elucidated these

complex interactions and validated the capability of the developed models to account for such

environmental factors. Ultimately, this thesis has delivered upon its primary goal of provid-

ing actionable insights and a robust predictive framework to facilitate the optimal design and

257



deployment of DDS-based real-time distributed systems.

A robust empirical foundation was established through a meticulously designed experimental

methodology. The goal was to generate comprehensive and reliable datasets for understanding

and predicting DDS performance. This was accomplished by constructing three distinct test

environments, including two physical RPi clusters and a virtualised platform, to ensure the

validity and reproducibility of the findings. A bespoke software suite, AutoPerf, was developed

to automate the execution of over 20 systematic experimental campaigns, which explored a

vast configuration space. The resulting raw data was then subjected to a rigorous, multi-stage

processing pipeline to produce 17 curated, analysis-ready datasets.

The experimental performance evaluation of DDS provided a deep, empirical understanding

of its behaviour. In virtualised environments, DDS demonstrated resilience to DDoS attacks,

although latency was impacted. The presence of malicious subscribers was shown to linearly

increase latency and eventually cap throughput, highlighting scalability limits. A key find-

ing of this thesis was the profound and often counter-intuitive impact of network topology

on MC performance. The research demonstrated that, contrary to theoretical expectations,

MC communication does not universally outperform UC. In virtualised environments, UC was

frequently more performant, likely due to the limitations of virtual switches. On a smaller

physical testbed, an MEP was identified, where the performance benefits of MC diminished

and were eventually surpassed by UC at higher participant counts. This exhaustion point was

not observed on a larger, more robust testbed, which underscores the critical role of network

infrastructure and its ability to handle MC traffic efficiently. A granular, quantile-based analy-

sis further revealed that while MC is the dominant choice for throughput, its effect on latency

is more complex; UC can provide better latency in high-latency, worst-case scenarios, particu-

larly when using best-effort reliability. Unexpectedly, MC was also found to be competitive, and

sometimes superior, in many-to-one communication scenarios, challenging traditional assump-

tions about its use cases. The investigation into the impact of data length on performance also

yielded nuanced results that defy simple assumptions. For latency, while smaller data payloads

(e.g., 100 B) were generally advantageous for best-case performance, larger payloads (e.g., 512

B and 1 KB) were often found to be more performant in high-latency, worst-case scenarios.

This was significantly influenced by the number of publishers, with fewer publishers favouring

larger data lengths for worst-case latency. For throughput, while the general trend of larger pay-

loads leading to higher throughput held, a mid-range payload of 512 B frequently outperformed

the larger 1 KB payload, suggesting the existence of an optimal payload size for maximising

throughput under certain conditions. The number of publishers was again a key factor, with a
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direct relationship observed: more publishers favoured larger data lengths for achieving higher

throughput. These findings highlight that the selection of an optimal data length is not a

straightforward decision and requires careful consideration of the specific operational context,

including the number of participants and the desired performance characteristics. The intro-

duction of network noise confirmed that performance degrades under constrained bandwidth,

but also revealed complex trade-offs, such as a reduction in complete communication stalls at

the cost of lower data rates. Finally, the investigation into faulty throughput measurements

determined that zero-throughput readings were often an artefact of network flooding under

best-effort reliability, rather than a complete failure of the DDS system.

The core contribution of this thesis was the development and rigorous evaluation of model-

based performance prediction techniques, which established the feasibility and high efficacy of

using ML to predict DDS performance. The results unequivocally demonstrated that tree-based

ensemble models, particularly RF and XGB, can predict performance with high accuracy, signif-

icantly outperforming simpler models like LR and even more complex FFNNs, which struggled

without extensive tuning. A key finding was that while interpolation is generally more accu-

rate, effective extrapolation is achievable under specific conditions, particularly for throughput

prediction using tree-based models with a logarithmic data transformation. The investigation

into network noise yielded the counter-intuitive insight that moderate noise can act as a ben-

eficial regulariser, improving model performance by constraining outliers in latency data and

stabilising volatile throughput patterns. The choice of data transformation was also shown to

be critical; modelling in linear space proved more effective for predicting the extreme values

found in worst-case percentiles, whereas logarithmic space was better for the bulk of the data

in normal-case percentiles. Finally, the comparison of single versus combined metric predic-

tion revealed that while predicting metrics individually is generally more reliable, a combined

approach can be surprisingly advantageous for latency prediction, likely due to the model lever-

aging strong underlying correlations between latency and throughput, although this approach

also carries a higher risk of significant prediction errors.

In summary, this thesis makes several significant contributions to the field of DDS systems.

It introduces a novel methodological framework that successfully integrates large-scale empirical

evaluation with model-based performance prediction, providing a scalable and efficient alterna-

tive to traditional analysis methods. A comprehensive and unique empirical dataset has been

generated, capturing DDS performance across thousands of configurations, which serves as a

valuable resource for the research community. This work represents the first systematic ap-

plication of ML to DDS performance prediction, demonstrating the high efficacy of tree-based
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ensemble models. Finally, this research has produced novel insights into the complex and of-

ten counter-intuitive performance characteristics of DDS, particularly concerning the impact

of network topology on MC communication and the nuanced effects of data length. These

contributions provide both a robust foundation for future research and practical, data-driven

guidance for the design and optimisation of DDS systems.

6.2 Future Work

Building upon the findings of this research, several promising avenues for future work have been

identified. The insights gained from this thesis can serve as a springboard for further exploration

into the performance of DDS and the refinement of predictive modelling techniques.

A planned but uncompleted avenue of research was the application of this thesis’s method-

ology to a real-world use case. A collaboration with the robotics department, as suggested by

Peter Popov, was initiated to collect performance data from a drone operating on ROS2, which

uses DDS as its underlying communication middleware. The objective was to apply our pre-

dictive modelling techniques to this real-life data, thereby validating the practical applicability

and robustness of our framework in a dynamic, mission-critical environment. This work was

unfortunately not completed due to time constraints but remains a compelling and important

next step for future research.

The extensive data collection campaigns undertaken for the ML portion of this work have

resulted in datasets that are significantly larger and more diverse than those used for the initial

experimental performance evaluation. A valuable avenue for future work would be to revisit the

analyses on the impact of MC and data length, applying the same methodologies to these newer,

richer datasets. This would not only serve to validate the initial findings across a much wider

range of thousands of new configurations but also potentially uncover more subtle performance

characteristics and interactions that were not apparent in the smaller, original datasets.

Further advancements in predictive modelling could be achieved by exploring more sophisti-

cated ML architectures. For instance, Diffusion Models could be employed to generate synthetic

performance data, which would be invaluable for augmenting the training datasets, particularly

for rare or hard-to-replicate high-load configurations. This would enhance the robustness and

generalisation capabilities of the predictive models. Furthermore, the explicit network topology

of the DDS system could be modelled using Graph Neural Networks (GNNs). This approach

would allow the model to directly learn from the structure of the distributed system, potentially

capturing complex dependencies between participants that are currently only implicitly repre-
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sented in the data. Additionally, the application of Bayesian inference models could provide

a probabilistic understanding of performance, quantifying the uncertainty associated with pre-

dictions, which is crucial for risk assessment in mission-critical systems. Ideally, future models

would move beyond predicting discrete percentiles and instead learn a complete, continuous

representation of the performance distributions. This would enable the full sampling of per-

formance characteristics, offering a much richer and more nuanced prediction than is currently

possible.

Another promising research direction is the inverse problem of performance prediction:

real-time performance adaptation. This would involve developing models that, given a desired

performance profile (e.g., a target latency and throughput), could recommend a set of optimal

QoS parameter values. Such a system would effectively classify performance characteristics

to determine the underlying configurations, enabling dynamic, on-the-fly optimisation of DDS

systems in response to changing operational requirements.
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Appendix A

Appendix A: Algorithmic Procedures

This appendix provides figures describing the algorithmic procedures used in the eCDF stochas-

tic ordering method discussed in Subsection 3.3.4.

i
= i is

! This

left a bc

S left right
right O 1 2

- left night

left-right
10

If Latency , a wins,

If throughput , c wins.

Figure A.1: Sketch of the algorithmic procedure for eCDF stochastic ordering. The left most and right
most values are calculated per pairing. The value that appear left-/right-most majority of the time without
intersecting with others is classified as the most performant.
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Appendix B

Appendix B: Experimental Results

This appendix provides figures that supplement the experimental results presented in Chapter

4.
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Figure B.1: Latency comparison between the 15-minute and 6-hour configurations. Top row: latency PDF. Bottom row: latency eCDF. Left column: 6 hour run.
Right column: Latencies averages from 3 15-minute runs.
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Figure B.2: Box plots comparing MC (red) to UC (green) latency for 1, 5, 10, 15, and 25 publishers and
subscribers. The y-axis is in log scale. From 3Pi Multicast Exploration.
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Figure B.3: Box plots comparing MC (red) to UC (green) throughput for 1, 5, 10, 15, and 25 publishers
and subscribers. The y-axis is in log scale. From 3Pi Multicast Exploration.

B.1 Participant Allocation Analysis on Multicast for 5Pi

QoS Dataset

We define 3 participant allocations: - 1 for publishers and 3 for subscribers: “1P3S” - 2 for

publishers and 2 for subscribers: “2P2S” - 3 for publishers and 1 for subscribers: “3P1S”

B.1.1 n Publishers and n Subscribers for all Participant Allocations
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Figure B.4: Box plots comparing MC (red) to UC (green) latency for 1 publisher and 1, 5, 10, 15, and
25 subscribers. The y-axis is in log scale. From 3Pi Multicast Exploration.
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Figure B.5: Box plots comparing MC (red) to UC (green) throughput for 1 publisher and 1, 5, 10, 15,
and 25 subscribers. The y-axis is in log scale. From 3Pi Multicast Exploration.
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Figure B.6: Box plots comparing MC (red) to UC (green) latency for 1 subscriber and 1, 5, 10, 15, and
25 publishers. The y-axis is in log scale. From 3Pi Multicast Exploration.
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Figure B.7: Box plots comparing MC (red) to UC (green) throughput for 1 subscriber and 1, 5, 10, 15,
and 25 publishers. The y-axis is in log scale. From 3Pi Multicast Exploration.
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Figure B.8: Box plots comparing MC (red) to UC (green) latency for 1, 5, 10, 15, and 25 publishers and
subscribers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.9: Box plots comparing MC (red) to UC (green) throughput for 1, 5, 10, 15, and 25 publishers
and subscribers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.10: Box plots comparing MC (red) to UC (green) latency for 1 publisher and 1, 5, 10, 15, and
25 subscribers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.11: Box plots comparing MC (red) to UC (green) throughput for 1 publisher and 1, 5, 10, 15,
and 25 subscribers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.12: Box plots comparing MC (red) to UC (green) latency for 1 subscriber and 1, 5, 10, 15, and
25 publishers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.13: Box plots comparing MC (red) to UC (green) throughput for 1 subscriber and 1, 5, 10, 15,
and 25 publishers. The y-axis is in log scale. From 5Pi Multicast Exploration.
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Figure B.14: Box plots comparing MC (red) to UC (green) latency for 1, 5, 10, and 15 publishers and
subscribers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.15: Box plots comparing MC (red) to UC (green) throughput for 1, 5, 10, and 15 publishers
and subscribers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.16: Box plots comparing MC (red) to UC (green) latency for 1 publisher and 1, 5, 10, and 25
subscribers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.17: Box plots comparing MC (red) to UC (green) throughput for 1 publisher and 1, 5, 10, and
25 subscribers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.18: Box plots comparing MC (red) to UC (green) latency for 1 subscriber and 1, 5, 10, 15, and
25 publishers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.19: Box plots comparing MC (red) to UC (green) throughput for 1 subscriber and 1, 5, 10, 15,
and 25 publishers. The y-axis is in log scale. From 5Pi QoS.
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Figure B.20: eCDFs comparing UC (green) to MC (red) latency for the “1P3S” allocation. From 5Pi
QoS.
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Figure B.21: eCDFs comparing UC (green) to MC (red) throughput for the “1P3S” allocation. From
5Pi QoS.
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Figure B.22: eCDFs comparing UC (green) to MC (red) latency for the “2P2S” allocation. From 5Pi
QoS.
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Figure B.23: eCDFs comparing UC (green) to MC (red) throughput for the “2P2S” allocation. From
5Pi QoS.
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Figure B.24: eCDFs comparing UC (green) to MC (red) latency for the “3P1S” allocation. From 5Pi
QoS.
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Figure B.25: eCDFs comparing UC (green) to MC (red) throughput for the “3P1S” allocation. From
5Pi QoS.
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Figure B.26: Multicast analysis using the 5Pi QoS Capture Dataset looking at different participant allocations.
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The experimental evaluation reveals distinct performance characteristics between UC and

MC configurations across various publisher and subscriber counts. For latency, MC consistently

outperforms UC in the configuration with one publisher and one subscriber. A consistent pat-

tern is observed in the latency distribution for MC, represented by the red line, particularly in

the scenario with five publishers and five subscribers. Notably, MC significantly outperforms

UC in configurations with ten publishers and ten subscribers, as well as in the allocation of

one publisher and three subscribers. Regarding throughput, MC consistently surpasses UC

in scenarios involving more than one publisher and more than one subscriber. This perfor-

mance advantage is particularly pronounced in the configurations with ten publishers and ten

subscribers and one publisher with three subscribers.

These findings prompt further consideration of the underlying factors driving MC’s perfor-

mance. The consistent shape of the MC latency distribution (red line) indicates that hosting

publishers and subscribers on separate machines has no significant impact on performance.

Moreover, subscribers consistently receive a higher volume of data when using MC compared

to UC.

These observations raise critical questions for future investigation. Why do subscribers

receive more data when employing MC? Additionally, why are MC latencies lower than those

of UC, particularly in the configuration with one publisher and one subscriber? Addressing

these questions will enhance understanding of MC’s efficiency and inform its application in

data distribution systems.
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Figure B.27: Multicast analysis using the 5Pi QoS Capture Dataset looking at all combinations of publishers and subscribers
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B.2 Data Length Quantile Analysis

B.2.1 Latency

Overall

A summary of the latency analysis reveals several key findings. In the comparison between 100

B and 1 KB, the larger data length surprisingly outperforms the smaller one in 14 of 27 cases

for the 95th to 100th percentile. The publisher count was identified as having a significant

impact on this outcome. For the 100 B versus 512 B comparison, the 512 B data length was

superior in 3 out of 10 cases in the highest percentile range, although no statistically significant

parameter relationships were found. In the single case comparing 512 B and 1 KB, the 512 B

data length was the clear winner. When comparing 100 B, 512 B, and 1 KB, the 512 B data

length outperformed 100 B in 9 of 17 cases in the 5th to 95th percentile range, with publisher

count again showing a strong relationship. Finally, in the comparison of a wide range of data

lengths from 32 B to 1024 B, the 512 B data length was the most performant in one specific

configuration, even outperforming smaller data lengths. The 128 B data length was optimal in

2 of 9 cases for the highest percentile, where the reliability setting was found to have a strong

relationship with performance.

100 B

The 100 B data length demonstrated strong performance in several specific scenarios. It outper-

formed the 512 B data length in 7 out of 10 worst-case scenarios, particularly in configurations

with higher publisher counts, lower subscriber counts, reliable communication, and UC. When

compared against both 512 B and 1 KB, the 100 B data length was superior in 6 of 17 worst-case

scenarios, typically with medium to high publisher and subscriber counts, reliable UC, and zero

durability. In the 5th to 95th percentile range, it outperformed both 512 B and 1 KB in one

case, with 5 publishers, 10 subscribers, reliable MC, and zero durability. Against the 1 KB data

length alone, the 100 B option was better in 4 of 27 worst-case scenarios, with 10 publishers,

reliable communication, and a mix of UC and MC. Furthermore, it was superior in 10 of 27

cases in the 5th to 95th percentile range, in configurations with a peak at 10 publishers, lower

subscriber counts, and a preference for best-effort MC.
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Contenders Range Cases Pubs Subs Reliability Multicast Durability
512 B 95 to 100 7 of 10 Higher Lower reliable UC 0
512 B, 1 KB 95 to 100 6 of 17 Mid to High Mid reliable UC 0
1 KB 95 to 100 4 of 27 Mid Spread reliable UC/multicast 0
1 KB 5 to 95 10 of 27 Low to Mid Lower best effort MC 0

Table B.1: Summary of 100 B performance against other data lengths.
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512 B

The 512 B data length also showed notable performance advantages in specific contexts. It

outperformed the 100 B data length in 3 out of 10 cases in the 95th to 100th percentile range,

particularly in configurations with lower publisher and subscriber counts, best-effort reliability,

and MC. When compared against both 100 B and 1 KB, the 512 B option was superior in 3 of

17 cases in the 5th to 95th percentile range, favouring lower publisher counts, low to medium

subscriber counts, and reliable UC. In the highest percentile range, it outperformed both 100

B and 1 KB in 9 of 17 cases, typically with lower publisher counts and 5 subscribers, using

reliable communication. Furthermore, in a wide-ranging comparison, the 512 B data length

beat all other options from 32 B to 1024 B in one worst-case scenario, which was configured

with a single publisher, 3 subscribers, and reliable UC.
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Contenders Range Cases Pubs Subs Reliability Multicast Durability
100 B 95 to 100 3 of 10 Low Low best effort MC 0
100 B, 1 KB 5 to 95 3 of 17 Low Low to mid reliable UC 0

100 B, 1 KB 95 to 100 9 of 17 Low Low reliable
5 UC vs
4 MC

0

32 B, 64 B, 128 B, 256 B, 1024 B 95 to 100 1 of 9 1 Low reliable UC 0

Table B.2: Summary of 512 B performance against other data lengths.
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Conclusion

The latency analysis compared data lengths ranging from 32 B to 1024 B. As anticipated,

the performance differences between the various data lengths were not substantial, with most

comparisons resulting in intersecting performance curves. However, some unexpected results

emerged. The 100 B data length demonstrated superior performance in the worst-case scenarios

(95th to 100th percentile) when compared to 512 B and 1 KB, particularly with a wide range

of publisher counts, low to medium subscriber counts, and a mix of reliability and communi-

cation protocols. This suggests that while 100 B generally performs similarly to other data

lengths below 1 KB, its advantage is most pronounced in these worst-case conditions, espe-

cially with lower subscriber counts. The 512 B data length also showed distinct advantages.

It outperformed both 100 B and 1 KB in 3 of 17 cases in the 5th to 95th percentile range,

particularly with low publisher and subscriber counts and reliable UC. Furthermore, it proved

to be the most performant option in the highest percentile range when compared against all

other data lengths, under specific conditions of low publisher and subscriber counts with reliable

communication. Therefore, for a system constrained to low publisher and subscriber counts

with a reliable protocol, the 512 B data length is the recommended choice for optimal latency

performance.

B.2.2 Throughput
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Parameter 0 to 5
χ2

0 to 5
P-

Value

0 to 5
DoF

5 to
95 χ2

5 to
95 P-
Value

5 to
95

DoF

95 to
100
χ2

95 to
100
P-

Value

95 to
100
DoF

0 to
100
χ2

0 to
100
P-

Value

0 to
100
DoF

Publisher Count 4.44444 0.2173 3 5.33333 0.148954 3 4.44444 0.2173 3 4.44444 0.2173 3
Subscriber Count 1.66667 0.64437 3 8 0.0460117 3 2.59259 0.45879 3 1.66667 0.64437 3
Reliability 0 1 0 0 1 0 0 1 0 0 1 0
Multicast 0 1 1 0 1 1 0 1 1 0 1 1
Durability 0 1 0 0 1 0 0 1 0 0 1 0

Table B.3: χ2 correlation analysis for throughput between 100 B and 512 B.
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Parameter 0 to 5
Cramers

V

5 to 95
Cramers

V

95 to 100
Cramers

V

0 to 100
Cramers

V
Publisher Count 0.666667 0.730297 0.666667 0.666667
Subscriber Count 0.408248 0.894427 0.509175 0.408248
Reliability 0 0 0 0
Multicast 0 0 0 0
Durability 0 0 0 0

Table B.4: V correlation analysis for throughput between 100 B and 512 B.

512 B vs 1 KB

0 to 5
Count

5 to 95
Count

95 to 100
Count

0 to 100
Count

512 B 0 1 1 0
Uncategorised 1 0 0 1
Total 1 1 1 1

Table B.5: Counts of best performing data lengths for throughput between 512 B and 1 KB.

Distribution Analysis
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Figure B.28: Histogram showing distribution of best performing data lengths per configuration parameter between 5 and 95 percentiles for comparison of 512 B
and 1 KB.

Figure B.29: Histogram showing distribution of best performing data lengths per configuration parameter between 95 and 100 percentiles for comparison of 512
B and 1 KB.
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In the 5th to 95th percentile range, the 512 B data length was optimal in a single configu-

ration of 10 publishers, 1 subscriber, reliable MC, and zero durability. Similarly, in the 95th to

100th percentile range, the 512 B data length was again superior in the same configuration of

10 publishers, 1 subscriber, reliable MC, and zero durability.
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Parameter 0 to 5
χ2

0 to 5
P-

Value

0 to 5
DoF

5 to
95 χ2

5 to
95 P-
Value

5 to
95

DoF

95 to
100
χ2

95 to
100
P-

Value

95 to
100
DoF

0 to
100
χ2

0 to
100
P-

Value

0 to
100
DoF

Publisher Count 0 1 0 0 1 0 0 1 0 0 1 0
Subscriber Count 0 1 0 0 1 0 0 1 0 0 1 0
Reliability 0 1 0 0 1 0 0 1 0 0 1 0
Multicast 0 1 0 0 1 0 0 1 0 0 1 0
Durability 0 1 0 0 1 0 0 1 0 0 1 0

Table B.6: χ2 correlation analysis for throughput between 512 B and 1 KB.
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Parameter 0 to 5
Cramers

V

5 to 95
Cramers

V

95 to 100
Cramers

V

0 to 100
Cramers

V
Publisher Count 0 0 0 0
Subscriber Count 0 0 0 0
Reliability 0 0 0 0
Multicast 0 0 0 0
Durability 0 0 0 0

Table B.7: V correlation analysis for throughput between 512 B and 1 KB.

Statistical Analysis
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Serrano-Torres, R., Garćıa-Valls, M. & Basanta-Val, P. (2013), ‘Performance evaluation of

virtualized dds middleware’, Simposio de tiempo real español .
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