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Abstract. This paper presents two solutions for merging diverse blockchain
systems, Homogeneous Chain Consolidation (HCC) and Heterogeneous
Multi-chain Integration Architecture (HMIA). As blockchain networks
expand, integrating these disparate ledgers becomes crucial. HCC merges
similar chains using common genesis blocks, enhancing efficiency by pool-
ing validator resources. HMIA integrates different chains through meta-
blocks, balancing compatibility and autonomy. We evaluate these ap-
proaches using consensus times, block sizes, and ledger growth. HCC
improves throughput and efficiency, while HMIA prioritizes decentralized
attributes. Use case-based evaluation shows that the proposed work can
be seamlessly integrated with existing solutions, while the performance
of implementation proves the low cost of resources in merged networks.
Our frameworks offer insights into merging blockchains, addressing crit-
ical challenges in interconnected decentralized networks.

Keywords: Blockchain Networks - BC Merging - Distributed Ledger

1 Introduction

In dynamic blockchain technology applications, merging or unifying two inde-
pendent blockchains into a single cohesive ecosystem becomes inevitable. This
process of merging joins two formerly distinct and autonomous blockchain net-
works into a unified one [17]. Its main motivations include consolidating multiple
blockchain communities, projects, developers, and resources into a unified ecosys-
tem and scaling by combining computing power, network nodes, and transaction
throughput. The merging process typically involves carefully coordinating the
consensus mechanisms, network rules, and economic models to ensure a smooth
transition and avoid issues like duplicate transactions, double-spending, or dis-
agreements over the canonical chain history [10, 21].

* This work is supported by Beijing Natural Science Foundation (IS23056) and Na-
tional Natural Science Foundation of China No. 62232002. Corresponding author:
K. Sharif.
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Fig. 1: Blockchain Merging Conceptualization.

Blockchain deployment has seen a significant increase in recent years. How-
ever, each blockchain network operates in isolation, possessing unique charac-
teristics and goals that limit their potential benefits and utility, as illustrated in
Figure 1. It visualizes the blockchain classification and merging concept, where
independent and isolated chains can be merged into one. To maximize produc-
tivity and streamline communication, there is a growing imperative to foster
interoperability among these networks. Blockchain interoperability is crucial for
enabling the seamless exchange of information between different blockchains.
However, achieving interoperability poses several challenges, including increased
overhead in managing workflows, difficulties in coordinating transactions across
different blockchains, heightened complexity, governance, security vulnerabilities
arising from differences in consensus algorithms, challenges in developing bug-
free smart contracts leading to security risks, heightened risk of double spending
attacks, and the need to maintain data privacy [2,15,16]. Merging chains can
have significant benefits, such as retaining decentralization, improving interoper-
ability, consensus, and performance, and driving standardization across diverse
applications. Merging offers a straightforward architecture instead of adding ex-
tra layers that could fail. The reasons for merging can vary depending on the
specific use cases but often include consolidating resources, improving scalability,
and fostering cross-chain interoperability to enhance the ecosystem’s capabilities.
For instance, Ethereum merged to reduce power consumption by 99.84-99.9996
% drastically [5]. Similarly, the upcoming merger of Klaytn and Finschia Main-
net in the second quarter of 2024 aims to boost scalability and token liquidity
in critical Asian markets [12].

In this paper, our primary focus is on merging blockchain networks. It is im-
portant to note that interoperability differs from merging and is discussed later
in the paper. We propose two distinct approaches for achieving the strategic
merger of blockchain networks: Homogeneous Chain Consolidation (HCC) and
Heterogeneous Multi-chain Integration Architecture (HMIA). The main contri-
butions of this paper are as follows:
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— We present the HCC algorithm that allows the joining of a secondary chain
S; to the primary chain Py, such that the chains utilize similar consensus
rules, transaction structures, and signatures henceforth.

— We propose a subsequent genesis block G; where ¢ > 1 is committed with a
specialized consensus mechanism to bind the rules for the unification. This
mechanism allows n secondary chains to be merged into C'.

— We propose an HMIA algorithm that merges distinct blockchains with no
common architectures. Here, two chains S; and S; where ¢ # j join into a
single Py with a composite structure.

— We present a "merged block” M structure that bridges the gaps between
diverse blockchain frameworks.

— We implement both proposed algorithms and show thorough analysis that
the solutions are feasible and have negligible performance impact due to the
consolidation process.

In the following sections, we first review existing research on blockchain merg-
ing. We then elaborate on the merging and interoperability needs and the design
choices for different types of merges. Then, we present the proposed HCC and
HMIA algorithms, followed by an evaluation of different use cases. In the end,
we present the conclusion.

2 Related Works

Blockchain merging has attracted limited practical attention as the process is
complicated. However, this does not mean the need for merging is not present.
Authors in [4] introduce a blockgraph architecture based on Directed Acyclic
Graph (DAG) to handle node mobility and network partitions in ad hoc net-
works, merging splits via reference blocks combining all previous chain history.
Gai et al. also investigated block merging in a blockchain system based on a sin-
gle chain in their study [8]. In order to reconstitute a single chain, they presented
a new consensus process focused on DAGs used to reach an agreement on new
blocks. This technique arranges and combines original blocks from a DAG struc-
ture. Moreover, existing literature proposes various solutions to modify chain
data and challenge the immutable nature of the blockchain. For instance, the
work on [6] introduces a redactable blockchain for Bitcoin, utilizing a voting-
based consensus mechanism for chain alterations. Another study [14] presents
a solution for altering transaction fields in the blockchain through the use of
Chameleon hash. However, these solutions cannot be used for merging as this
will destroy the time stamps, and the computational cost is unacceptable.

A forthcoming Mainnet Merge described in [12], between Finschia and Klaytn
aims to establish Asia’s premier blockchain ecosystem by integrating Ethereum
and Cosmos technologies for exceptional compatibility and performance. This
geo-spanning network plans to join key regions into a PDT token economy en-
compassing over 420 Dapps across Korea, Japan, Singapore, Taiwan, Vietnam,
Thailand, and Abu Dhabi. In a study by Kapengut et al. [11], the Ethereum
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network underwent The Merge switching to Proof of Stake (PoS) from Proof of
Work (PoW) through a Beacon Chain after seven years. Miners did not tran-
sition into validators following the merge, leading to a 97% reduction in total
block reward income. However, transaction fees for Ether increased by nearly
10%.

Existing literature primarily concentrates on merging blocks for various net-
works and consensus requirements. In contrast, our research targets explicitly
merging chains within blockchain networks. Additionally, the immutable nature
of the blockchain is being challenged, leading to the development of various
data modification techniques such as redaction, pruning, updating, and erasing.
These methods only partially modify contents, not fully merge separate chains.
Instead, we design low-cost solutions for ledger combinations. We show straight-
forward ways of unifying blockchain networks through genesis blocks and meta-
containers. Our proposed blockchain merging solutions show that it is possible
to combine separate blockchain networks into consolidated systems, essentially
overcoming the perception that blockchains cannot be altered after the fact.

3 Blockchain Merging

3.1 Interoperability vs Merging

We first clarify the difference in terminologies for interoperability and merging in
blockchain networks. Interoperability in blockchain allows building application
bridges for transferring assets and data across chains while retaining the inde-
pendence of underlying networks through transmission protocols and semantic
alignment [2,7]. Contrarily, merging refers to fully integrating previously sepa-
rate chains into one unified chain structure at the foundational protocol level in
terms of consolidated consensus rules, cryptography, and validation semantics.
Interoperability can be achieved, however, this requires application-level special-
ized interfaces [3]. Structural and semantic interoperability must be addressed
using these interfaces. The higher-level applications creates a shell around them
for unified working. This may be a workable system but requires more resources
as the BC networks are still independent. Interoperability challenges encompass
securely transferring assets across different decentralized networks, the need for
custom bridging infrastructure, asset transfer, latency arising from locking and
unlocking mechanisms, and the complexities of integrity checks to validate states
due to differing consensus rules.

3.2 Classification and Critical Factors

Not all blockchains can be merged ideally. Blockchains can be categorized as
cryptocurrency, business, or hybrid functions, with additional dimensions like
permissions, smart contracts, and use cases. Cryptocurrency-focused blockchains
(e.g., Bitcoin, Bitcoin Cash, Litecoin) focus on digital payments, whereas Rip-
ple is a public permissioned example [10]. Business-centric blockchains (e.g.,
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Table 1: Factors and properties of different blockchain networks.

No. Blockchain Category Block Size Dig?eszll]s&izgu SC Capability COXT;SSHS
SHA-256 - T
1 Bitcoin Crypto 80 B secp256k1 Very limited PoW
currency only Bitcoin Script
SHA-256 - -
. . Crypto Very limited
2 Litecoin currency only 80 B secp256k1 Litecoin Script PoW
. SHA-256 - -
3 Bitcoin Cash Crypto 80 B secp256k1 ,, Very limited PowW
currency only ECDSA Bitcoin Cash Script
Hyperledger . ~ Yes Kafka, Raft,
4 Fabric Business only ~10.06 KB ECDSA Chaincode PBFT, PoS
. EDD25199 es
5 Corda Business only No block with 512 hash Corda contracts Raft - BFT
Keccak-256 - . <
6 Quorum Business only 512 B secp256k1l No s Y%b ) Raft ig{;%anbul
ECDSA O specllic name
Keccak-256 - . P
7  Ethereum Hybrid 512 B secp256k1 Yes PoW moving
No specific name towards PoS
ECDSA
. BLAKE2b - Yes
8 Cardano Hybrid 92 B Ed25519 Plutus Script Ouroboros PoS
SHA-256 - Yes
9 T Hybrid 112 B 256k1 Delegated PoS
ron ybri S%)CgDSA TRON bytecode elegate ©

Hyperledger Fabric, Corda, Quorum) often provide supply chain and identity
solutions using permissioned models. Hybrid ledgers (e.g., Ethereum, Cardano,
Tron) support cryptocurrency and smart contracts for end-users and develop-
ers, with public and private channels [9, 13, 17]. Before merging, design decisions
have to be made based on analyzing dimensions like consensus, data models, and
governance aids in assessing blockchain compatibility. Blockchain networks often
operate as isolated islands, each with its own technical and governance param-
eters. While some chains share common roots and can merge more seamlessly,
connecting independent blockchains poses challenges. Before merging disparate
networks, several critical factors must be considered, which are discussed and
listed below in further detail in Table 1.

— Consensus Rules: Mechanisms by which transactions are validated, and blocks
committed differ across chains,e.g., Bitcoin uses PoW and Ethereum is tran-
sitioning to PoS. Reconciling conflicting consensus rules is essential for BCs.

— Data Formats: Details like block size, state storage, supported transaction
types, and contracts vary between platforms like Bitcoin, Ethereum, and
Cosmos. These low-level technical formats must be unified.

— Cryptographic Primitives: Chains utilize different cryptographic hash func-
tions (SHA-256, SHA-3) and digital signature schemes (ECDSA, EdDSA).
Compatibility helps guard against hash collisions or failed verification.

4 HCC Framework

The Hybrid Chain Consolidation (HCC) algorithm smoothly merges compati-
ble homogeneous blockchain networks, preserving complete transaction histories.
Genesis block connects both chains’ histories in the new unified chain, ensuring
compatibility in technical formats, consensus algorithms, cryptographic primi-
tives, virtual machine semantics, and permissions boundaries.
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Fig. 2: Framework for homogeneous blockchain networks.

4.1 Working Principal

In this proposed solution for combining similar blockchain networks, we catego-
rize the chains needing consolidation as primary and secondary. The largest, most
established network is the primary chain Py, while the ones that will merge to it
are secondary chains S1, So, ..., Sy, where n is only limited by network resources.
In overextended operations, the Py may become a secondary chain during fu-
ture merger activities as the ecosystem evolves. We introduce specialized genesis
blocks. Let Gf be a genesis block, where p is the chain identifier and 0 indicates
that it is the first genesis block of p. Then, for any merger, a new genesis block
will be created as Gf, where p is the chain identifier of Py, and i > 1 is in-
cremented for each merger. Hence, a collection of G = {0, G}, G5, ..., G2} will
form where p will indicate Py of that merger, and O is the set of G for each
merged chain. Similarly, S = {S1, 52, 53,...,5,} is a collection of secondary
nodes, where f: G — S s.t. G + S;.

Figure 2 visually explains the chain merger process, showing the Py in green
and S; in different colors. The specialized genesis blocks G? depict the position
of merge points. Transactions from this point onwards, from all nodes, are then
added to a unified chain. This process can be repeated for new networks, en-
suring the preservation of histories while enabling harmony between platforms.
Before generating each genesis block, consensus mechanisms are aligned across
chains, and peer nodes are merged accordingly. This ensures agreement on the
state consolidation process and validation rules moving forward. The complete
algorithm and individual elements are described next.

4.2 HCC Algorithm

The complete working of HCC is listed in Algorithm 1. Here, CA;, CA,, O,
and O refer to Certificate Authority and Orchestrator/Orderer of Py and S;,
respectively. It progresses through peer node combination, governance alignment,
and cryptographic fusion phases, ensuring node validation and merging into a
joint peer overlay network for coordination. Governance transfer enables unified
security for genesis block creation and validation. In the final fusion phase, the
last block hashes from both chains are recorded in G;, along with metadata
signatures, binding the histories cryptographically. This process bridges formerly
distinct chains, allowing transactions to route across the merged network.
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Algorithm 1 HCC Algorithm

Require: Py, S;, CA, O 16: prevHash of Py < hash(b;)
Require: M < all peers of P, 17: prevHash of S; < hash(b2)
Require: N < all peers of S; 18: Append rules for merging

1: Validate M, N 19: Assign credentials of Py as sign
2: if M and M are valid then 20: 01 sends Gf to P for consensus
3: P=MUN > Peer merge 21: if successful then

4: end if 22: Commit G to Py

5: Validate CA;, CAs 23: Output: Unified chain Py
6: Validate Oq, O2 24: else

7: Transfer Authority: CA; < CAs 25: Rollback

8: Transfer Authority: O; + Oz 26: Output: Commit Failed
9: if Transfered then 27: Output: Merge Failed

10: CA; validates P, Oy 28: end if

11: if Validated then 29: end if

12: Initialize G 30: else

13: b1 < most recent block of Py 31: Rollback

14: b2 < most recent block of S; 32: Output: Merge failed

15: t' « current time 33: end if

Genesis block: The genesis block ensures identical blockchain rulesets and
consensus mechanisms on both networks, forming a fully compatible single net-
work. The genesis blocks contain essential information such as: Timestamp in-
dicating the time of the implementation of the migration process. It enables
sequential ordering of all blocks created prospectively from the resulting merged
chain. Previous Block Hashes of the most recent blocks from each of the two
chains. This connects the entire history of both chains. By including these pre-
vious block hashes, all of the data in both chains are technically still intact and
traceable through the genesis block, even after the merge. Rules appended for
merging. This also includes important mechanism definitions and policy adjust-
ments that will apply to the combined blockchain in the future. Peers infor-
mation is included for authenticated peer credentials from secondary chains to
enable permissioning.

Consensus for Merge: The genesis block’s consensus algorithm is special-
ized to unify nodes from both networks onto the same chain. Nodes must accept
it as the new starting point. Before each genesis block, consensus mechanisms
are synchronized, and peer nodes are merged to ensure agreement, reducing forks
and maintaining integrity.

Peers, CA, & Orchestrator Integration: Before merging chains, trans-
ferring and validating peers, certificate authorities, and orchestrators is essential.
This validation process includes assessing identity bindings, protocol specifica-
tions, issuance processes, revocation capabilities, visibility breadth, computa-
tional capacities, reliability under load, consensus participation, failure resilience,
and examining for prior malicious actions or coding vulnerabilities. These com-
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Fig. 3: Framework for heterogeneous blockchain networks.

prehensive reviews and tests ensure that infrastructure and mechanisms are stan-
dardized, well-governed, fault-tolerant, and ready for interlinked operation before
further consolidation in the merge procedure.

5 HMIA Framework

The proposed approach for Heterogeneous Multi-Chain Architecture (HMIA)
introduces a merged chain to connect two existing chains with very low compat-
ibility. Merging blockchain networks with different architectures and consensus
protocols can be challenging due to their inherent incompatibility, as each net-
work is designed with its own rules, protocols, and structures.

5.1 Working Principal

HMIA involves the creation of a new merged chain that connects two existing
chains by incorporating blocks from each chain into its metablock. In this ap-
proach, the merged chain would have a tertiary consensus protocol that allows it
to validate its blocks after the consensus completion of both chains. The merged
chain does not need to understand all the technical details within each chain, like
transaction formats, scripting languages, consensus rules, etc. Only the merged
chain hash connects them. Figure 3 illustrates two separate blockchains, Chain
1 in orange and Chain 2 in blue, interconnected through a merged chain (in
green). The merged Chain contains special blocks encapsulating the most recent
blocks from both chains, interconnected through a Merged chain hash.

5.2 Algorithm

The working of HMIA is defined in Algorithms 2 & 3. The first lists how the
merge occurs, and the second lists how subsequent blocks are created in the
merged chain M. The input consists of two chains S7 and So; the output is the
By as a merged block. It contains timestamp information, metarules, hashes,
signatures, and the latest blocks of each. S; and Sy continue independently.
However, the system is controlled by Orderer/Orchestrator O, which triggers
the individual O; and Oy for respective consensus. Before Commit, O performs
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Algorithm 2 HMIA Merge Algorithm

Algorithm 3 HIMA Block Creation

Require: Input: S1, S2, CA, O

1: b1 < most recent block in Sy

2: by <+ most recent block in Ss

3: Interface CA <+ CA;, CA < CA,
4: Interface O < O1, O <+ O2

Require: Input: b;,b;
> new blocks from Sy, So
1: Trigger consensus of O1, Oz
2: if successful consensus then
3: Initialize B; of My

Require: M <« all peers of S; 4: timestamp <— current time
Require: N <« all peers of S5 5: Append b;, b;
5: C A validates M, N 6: Append Hash of b;_1 in b;
6: if M and M are valid then T Append Hash of b;_1 in b;
7 select T C M, v C N 8: Append Hash of B;_;

8: P=7Uwv 9: Append meta and Hash of B;
9: Initialize First block By of My 10: O sends B; to P for consensus
10: timestamp < current time 11: if successful then

11: Append b1, be 12: Commit B; to My

12: Meta info & rules of S1, So 13: else

13: O sends By to P for consensus 14: Output: Commit Failed
14: if successful then 15: end if

15: Commit By to Mo 16: end if

16: else

17: Rollback

18: Output: Commit/Merge Fail

19: end if

20: end if

a consensus using P, a subset of S; and Ss peers. Algorithm (3) outlines the steps
for generating subsequent blocks after creating the first block. The specialized
consensus is again applied to the new meta-block before committing, along with
the necessary metadata and signatures.

Merged Chain Block: The merged chain’s first block contains the follow-
ing fields. Timestamp: This initial merged chain block registered the precise
date and time when special block formulation was implemented between the
separate integrating networks. Meta Information: The block stores pertinent
descriptive metadata attributes covering hashing algorithms, consensus mecha-
nisms, and architectural properties of the disjoint constituent blockchains pre-
integration. Sub-Blocks: This particular block contains both chains’ latest blocks.
The Merged Chain subsequent blocks have an additional Hash, which is the hash
of the previously merged meta-block and the individual hashes of blocks from
Sl and SQ.

Merged Chain Consensus: The consensus algorithm requires verifying
the merged block before including it in the unified ledger. This is done using P,
selected from the individual chain peers as shown in Algorithm 2. This consensus
can be as simple as validating signatures and as complex as PoS.
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6 Evaluation

In this section, describe the practical use case for both solutions and then imple-
ment and evaluate the algorithms. The testbed is built using multiple systems
to model different chains (i5-13500 2.5Ghz with 16GB DDR4 RAM), while the
orchestrators runs on a 2.4GHz 10-core Xeon with 16GB DDR4 RAM.

Practical Usecase Analysis: We explore Hyperledger Fabric BC solutions
for healthcare data management, focusing on real-world applications. These so-
lutions aim to enhance EHR security, privacy, storage, access, and availability.
[22] presents a BC architecture to improve EHR security and privacy, employ-
ing OrbitDB with IPFS for storage and Hyperledger Fabric for data hashes and
access control. In [20], medical data is managed on a BC using SIFF to encrypt
data before storage on Hyperledger Fabric. In [18], a Fabric-based EHR-sharing
system is proposed, enhancing data accessibility among healthcare providers.
These use cases can be integrated using our proposed HCC, requiring a decision
on the storage mechanism before merging, illustrating the merging of business-
only BCs with high compatibility.

Bitcoin, Litecoin, and Bitcoin Cash can potentially be merged due to their
shared features, including block size, consensus algorithm, hash and digital sig-
nature algorithms, and smart contract capabilities. However, there is limited
compatibility between Hyperledger Fabric and Quorum, despite both using the
Raft consensus, private permissions, and ECDSA digital signature algorithm,
with differences in block size and smart contract language. BlockMedCare [1],
integrates IoT with BC for secure remote patient monitoring. In contrast, [19]
presents a framework using Hyperledger Fabric to protect the privacy of EHR.
Despite operating in the same domain, these solutions use different BC networks.
HMIA allows combining blocks from these networks into a unified chain, which
is applicable even when networks are the same but differ in domain and purpose.

HCC Performance: We use Hyperledger Fabric with PBFT consensus and
evaluate network performance pre- and post-merge. We compare metrics like
consensus time and ledger size to demonstrate the improvements. Figure 4a
shows the consensus time per block before and after merging two BC networks
(the primary chain and chain 2) over 30 minutes of execution and block time at
1 min. At the merge point (15 min mark), the consensus formation increases as
the number of peers and the transaction rate increase for a single orchestrator.
However, the change is in ms and acceptable, given the benefits. Figure 4b shows
the impact of merging two BC networks on complete ledger size. The total ledger
size is added up at the merge point, and then a sharp rise is seen. As the new
ledger is a union of all transactions from both networks, hence the sharp rise.
However, this is expected and less than the sum of individual systems.

HMIA Performance: For HMIA, we use a hybrid BC architecture with Hy-
perledger Fabric and Ethereum, each with distinct consensus mechanisms. Hy-
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Fig. 4: Performance Evaluation Before and after merging.

perledger Fabric prioritizes efficiency with PBFT, while Ethereum focuses on
efficiency and finality with PoS. We evaluate HMIA using consensus time and
block size metrics before and after integration. Figure 4c depicts the consensus
time, where the merge occurs at the 15-minute mark. There is a noticeable in-
crease in block finalization time after merging due to the algorithm. Commit has
to wait for all consensuses to finish. However, this time can be further reduced
by parallelizing the internal consensus and using only validation for the meta
block. Figure 4d shows the change in block sizes before and after merging two
BC networks. Post-merge depicts a significantly larger block size for the unified
chain, incorporating data from both chains. The increase in block size indicates
additional storage and data transmission demands post-merge, which is essential
for planning multi-chain system infrastructure. Although this seems to have a
negative impact, it is less than the cumulative of two separate chains.

7 Conclusion

This paper presented two novel solutions, Homogeneous Chain Consolidation
and Heterogeneous Multi-Chain Architecture for merging BC networks. In the
first design, compatible BCs based on the criteria defined in this work are merged
into a single ledger with multiple Genesis blocks. For those BC systems that are
entirely incompatible, we present a meta-block design that enables individual
functioning while keeping the ledger as a single meta-chain. These mechanisms
are proven functional and beneficial by presenting a use case study of existing
work and implementing the solution. The quantitative evaluation proves that
the memory and time costs (although increasing) are less than the cumulative
of individual chains. In the future, we will expand both solutions to optimize
resource usage, evaluate more platforms than listed in this work.
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